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Abstract

The current study investigates cyber blackmail by analyzing twenty-three
documented cases from the Ministry of Interior in Iraq. It examines cyber blackmail as a
linguistic crime and explores its broader social implications from multiple perspectives.
Despite the growing influence of this phenomenon, there has been limited research on the
linguistic strategies employed by cybercriminals. Thus, this study attempts to bridge the
gap by analyzing the language used by both male and female cyber criminals through the
lens of forensic linguistics, contributing to a deeper understanding of cybercrime discourse
and its implications for criminal investigations

The study mainly aims to identify the types of cyber blackmail, as well as the most
and least frequently used conversational and impoliteness strategies employed by male and
female blackmailers. Additionally, it examines the differences in the use of these strategies
by gender for each type of cyber blackmail.

To achieve the aims and verify the proposed hypotheses, the study adopts an eclectic
analytical model consisting of three principal components. The first component
encompasses the types of cyber blackmail. The second component focuses on the variables
of gender concerning conversational strategies employed by male and female blackmailers,
drawing upon the theoretical frameworks of Coates (2013), Shuy (2005), and Andersson
and Trudgill (1990). The third component includes Culpeper’s (1996) model of
impoliteness. A mixed-method approach is used in data analysis using the Statistical
Program for Social Sciences (SPSS).

The study concludes that: (1) Financial and sextortion blackmail are the most
prevalent types of cyber blackmail in the data under scrutiny, (2) Directive /Commands
recorded the highest rank in financial and sextortion blackmail particularly among males
and Scripting the target strategy is dominant in beneficial blackmail whereas Compliment
and Using ambiguity have achieved the lowest strategies used by cyber criminals for each
type of cyber blackmail, (3)The analysis reveals statistically significant differences
between male and female blackmailers in their use of various conversational strategies

across all the types of cyber blackmail, and (4) Forensic linguists play a crucial role in legal
VI



processes by elucidating language usage, identifying potential threats or manipulative
language, and aiding in the formulation of precise legal texts to advance fairness and
consistency in judicial outcomes. The first, second, third, and sixth hypotheses of the study
are verified; however, the fourth hypothesis is partially valid, while the fifth hypothesis is

invalid. The study ends with several recommendations and suggestions for further studies.
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Glossary of Iraqi Colloquial Expressions

(IPA Phonetics + Translation)

General Expressions

Transliteration

/see'lee:m See'leetkom/

Meanings

.| Arabic Examples

Hello (literal: "Peace be upon
you'") (common greeting)

/win nit gaebal/ Where we meeting up?

/kee'lem 'za:jid/ Stop chatting / Talking too

much.

/br'nzfs 1l ma 'ken/ Same place.

/"seewi ?er [i/ Do what you want.

Have mercy / Shame on you.

/hae rem S 'leik/ I

/bees xa'las/ Enough / That’s it.

/?0:kei ‘'ma;Ji Yeah, alright.

/?1: xo:J/ Yeah, good one (sarcastic).
/bis orfa/ Quickly / Hurry up.
/Sa:"di/ Whatever / Fine.

/?&ku: lek xuvb:ae/ Listen, brother (attention-

grabbing phrase).
Threats & Intimidation

13. Zosa il 2 /razh an’ fir svd ritf/ I’11 share your pics.
14. gzl 7)) /ra:h ?ad ‘mritf/ I’11 destroy you.
15. Bl el 7 /ra:h ?n’hi: hae'jatitf/ I’1l end your life.
16. gyl #1 /ra:h abah’dilik/ I’ll ruin you.
17. BELCURALS /"haede tech ' Oi:r/ This is a warning.
18. K i ) /ra:h on’ fir kol [i/ I’1l share everything.

19. mand (5 ol5 # ) /rach tr' fu:fiin fi ji'stir/ You’ll see what happens.

20. || < A é;\ zh /ra:h oxa'li: m'na:s tr' fu:f/ I’11 let people see.

XXI



21. e e 4S,a 3l b /ma: ?o'ri:d haer ka:t Don’t try anything clever.
] ] mi na mi na/

22. | el asni o) i Y ) /illa 2rawikum njuim ?1 || T will make your day as dark

zuhr/ as night.
23. M\ C\ B /ra:h ?fdahkum/ Drag your name through the dirt.
24, Slas 7)) ana /mahaed ra:h No one will pity you"

jir ' heemak/ (threatening tone).
25. O a5 e G /ha’seb ma: tS1 ru:fu:n/ || 'You know very well (implied
threat).
Slang & Insults
26. e /"yaebija/ Thick / Stupid.
27. ZENIR /'da:;jha/ Off the rails / Reckless.
28. I Lk I /"tafa/ I Tramp / Shameless.
29. BYEN /hee’ giir/ Low-life.
30. Ja /mtee nad' 011/ You’re scum.
31. I Dl mea I /weaedzitf 11 ‘'qadir/ I Y our minging face.
32. alil | fja: "fa:fila/ useless (cow).
33. sy /ja: 0o:lo/ idiot (derogatory).
34. 308 L /ja: 'qadra/ filth.
35. SRTLEN /'xani6/ Soft git.
36. BB /giriin/ Thick-headed cuck.
37. o oSk /t'ab '’kom ma 'rad®/ Sod off and rot for all (literal:
"May illness strike you").
38. e S gl /?bo haliq ?1?Swaj/ Crooked-mouthed
39. BENERCINEN /xee lik r1'dza:l/ Man up (literal: "Be a man").
Money & Extortion

40. sl /'flo:s/ Money / Dosh.
41, | <dsg b pusli ) /?0'ri:d flo:s br' ?asra$ I need money sharpish.

woqt/
42. ousld Llsa /haew '1i:i flo:s/ Transfer me money.
43, oot by /dab 'ri:li/ Sort it out for me.
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Technology & Media

44, | omalS (a8 /feet hi: kee 'mi:ra/ Turn your camera on.

45. bolie i 5 /dr’ zi:tlitf mo'qa:t1s/ I sent you clips.

46. Ll /'ra:bts/ Link.

47. o3 /sSaw 'wirli:/ Take pics for me.

48. o) sall La il &) /ra:h on' firha ?1 sura:h / I'm sharing the photo.

Religious & Oath-Based Threats
49. palaall ) /wr'l'a:h 11'Sadfi:m/ I swear by Almighty God.
50. BRSNS /w'mohammad wi§'li:/ | By the Prophet Mohammed
and Ali.

51. Gl /wil qor'?a:n/ I swear by the Quran.

52. S Al /at'ta:h kee 'ri:m/ "God is generous" (used
fatalistically, or as “I trust in

God”).
53. gl dl A /ruhi at'tach jSa: ‘qibitf/ || May God punish you (curse).
Miscellaneous
54. fely &) o sl Jlo:n ?ab1g bi:k/ How can I trust you?
55. ¢ 51 Ul (b ila ma: tiSr1 fi:n Pena You don’t know who I am?
mi1 nu/

56. RBITE /fik 'kiri zemn/ Think about it proper.

57. AL /di:r baelak/ Watch yourself.

58. Jaail oS L /ma: ?agdor I can’t take it anymore.

?1theem 'mol/

59. Lo p A /' 2axir for'sSa/ Last chance.

60. B_dally el /"ba:dzir bil 'S fra/ Tomorrow at ten.

61. o ey /bik xe:r/ You’re better off ... " [if you

- can] (manipulative advice).
62. @l )l L /me: ?u'ri:d P&/ mit/ | I don’t want to gloat (sarcastic
remark).
63. () el /fu:f zaee:n/ Listen carefully (command).
64. G Lla /xel li:na nitti fig/ Let’s make a deal (negotiation

phrase).
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CHAPTER ONE
INTRODUCTION

1.0 Preliminary Remarks

This introductory chapter highlights the problem of the study by presenting several
research questions to be answered. Moreover, it introduces the aims, hypotheses,
procedures, limits, and significance of the study.

1.1 Statement of the Problem

Cyber blackmail has emerged as a significant challenge in the digital age,
particularly with the widespread use of social media platforms. As cybercriminals exploit
online anonymity to threaten and coerce victims, law enforcement agencies face difficulties
in identifying perpetrators and gathering linguistic evidence. In Iraq, the absence of specific
cybercrime legislation further complicates legal responses to cyber blackmail, leaving
victims vulnerable and hesitant to report incidents due to fear of social and legal
consequences.

While forensic linguistics provides valuable tools for analyzing language evidence
in legal contexts, there is a lack of comprehensive research on the linguistic features of
cyber blackmail, particularly within Iraqi social media interactions. Existing studies
primarily focus on traditional blackmail or cybercrime in broader contexts, leaving a gap
in understanding the specific linguistic strategies used in cyber blackmail cases.

From a forensic linguistics perspective, cyber blackmail presents unique challenges
in identifying linguistic patterns and persuasive strategies used by blackmailers. While
studies on forensic linguistics have explored deception, threats, and coercion in legal
contexts (Coulthard & Johnson, 2007), research focusing on the linguistic features of cyber
blackmail remains limited, particularly in the Iraqi context. A forensic linguistic approach
can provide valuable insights into the strategies used by cyber blackmailers and contribute
to more effective legal responses (Shuy, 2005).

Various studies have been conducted on the crime of cyber blackmail by different

researchers, such as Al Asfer (2021), Igab (2021), Najm and Jabir (2024), and others;



however, the researchers have not studied the strategies of cyber criminals for both males

and females concerning the field of forensic linguistics. Consequently, the current study

attempts to compile these strategies and incorporate them into an analytical structure. In

addition, the present study seeks to bridge this gap by identifying these strategies for both

males and females. By examining real cases, the research explores the linguistic features

of cyber blackmail on social media. This study seeks to provide insights into the strategies

employed by cybercriminals and offer valuable forensic evidence to support legal

proceedings. Ultimately, forensic linguistics serves as an important tool in modern law

enforcement, bridging the gap between language analysis and criminal justice.

Accordingly, the following questions summarize the problem of the study:

1.
2.

What are the types of cyber blackmail used in the data under scrutiny?
What are the conversational strategies used by male and female blackmailers in the

selected data?

3. What are the impoliteness strategies used by male and female blackmailers in the
selected data?

4. What are the prevalent types of cyber blackmail, conversational strategies, and
impoliteness strategies used by both genders in the data under investigation?

5. What are the differences between males and females in their use of cyber blackmail,
conversational strategies, and impoliteness strategies in the data under study?

6. How can forensic linguistics help in the court investigation and detection of crimes?

1.2 Aims

In connection with the research questions, the present study aims at:

1- Identifying the types of cyber blackmail used in the data under scrutiny.

2- Specifying the conversational strategies used by both male and female blackmailers
in the selected data.

3- Investigating the impoliteness strategies used by male and female blackmailers in

the selected data.



4-

5-

6-

Specifying the most common types of cyber blackmail, conversational strategies,
and impoliteness strategies used by both genders.

Figuring out the differences between males and females in their use of cyber
blackmail, conversational strategies, and impoliteness strategies in the data under
study.

Assessing the role of forensic linguistics in court investigations and its importance

in detecting crimes.

1.3 Hypotheses

1-

5-

In association with the aims of the study, it is hypothesized that:

Cyber blackmail can be categorized into three types: financial, sextortion, and
beneficial blackmail in the data under scrutiny.

Male and female blackmailers employ different conversational strategies depending
on the type of cyber blackmail.

Male and female blackmailers utilize different impoliteness strategies during
interaction with their victims.

Financial and sextortion blackmail is the most prevalent type of cyber blackmail. In
terms of conversational strategies, Directive /Commands, and Scripting the target
are the most frequently used strategies, while Compliments and Using ambiguity are
the least utilized. Furthermore, concerning impoliteness strategies, Bald on record
is the most frequently used impoliteness strategy by male and female blackmailers,
whereas sarcasm and withhold are the least utilized.

No significant differences that can be observed among the various conversational
and impoliteness strategies used by male and female blackmailers across all the

types of cyber blackmail

Forensic linguistics analysis significantly contributes to detecting cybercrimes by
identifying patterns, threats, and authorial features that help in legal investigations

and court decisions.



1.4 Procedures of the Study

To achieve the aims of the study and verify the hypotheses, the following

procedures are followed:

1- Reviewing the relevant literature about the field of forensic linguistics, the concept
of cyber blackmail, and some other related topics in the field.

2- Developing an appropriate model for the analysis of cyber blackmail cases.

3- Selecting the data for analysis from cyber blackmail case reports provided by
security institutions in Najaf, Karbala, and Baghdad.

4- Analyzing the collected data qualitatively in terms of the selected model of Coates
(2013), Shuy (2005), Trudgill and Andersson (1990), and Culpeper’s (1996) model.

5- Conducting a statistical analysis via the Statistical Program for Social Sciences
(SPSS) to achieve the aims and support the findings of the study.

6- Discussing the results obtained throughout the mixed methods of analysis and
finally stating the conclusions.

1.5 Limits

The study is limited to the following points:

1- Twenty-three documented cases of cyber blackmail involving both male and

female offenders. It focuses on conversational and impoliteness strategies within

the field of forensic linguistics.

2- The cases chosen are from Iraq; they are drawn from Iraqi cyber blackmail

incidents; thus, the findings illustrate linguistic and social patterns relevant to Iraqi

cultural and legal contexts.

3- The analysis concentrated on financial, sexual, and beneficial forms of blackmail,

without taking into account other categories of cyberblackmail. Furthermore, the
study emphasized the linguistic strategies employed in text-based communication

(e.g., messages, chats) and did not examine audio or visual threats.



4- The analysis model based on Coates’s (2013), Shuy’s (2005) conversational
strategies, Trudgill’s and Andersson’s (1990) types of swearing words, and

Culpeper’s (1990) theory of impoliteness.

1.6 Significance of the Study

The present study is expected to be a theoretical and practical contribution to the
field of forensic linguistics by examining the linguistic strategies used in cyber blackmail
cases. It aims to enrich academic understanding by bridging the gap between linguistics
theory and cybercrime investigations. Furthermore, it provides valuable insights for
students and researchers in linguistics, particularly those interested in the intersection of
language and law, by offering a real-world application of linguistic analysis in digital crime
contexts.

From a practical point, this study aims to aid law enforcement agencies, digital
forensic specialists, and legal professionals by providing linguistic evidence that can be
utilized in cybercrime investigations and legal proceedings. The findings can assist in
identifying threatening patterns in online communication, improving investigative
procedures, and supporting the development of effective preventive measures. Ultimately,
the study seeks to raise awareness about the growing threat of cyber blackmail on social

media platforms in Iraq and promote legal and social responses.



CHAPTER TWO
LITERATURE REVIEW

2.0 Preliminary Remarks

This chapter is divided into six sections. The first section covers the theoretical
background of forensic linguistics and its prominent definitions, areas, and principles
related to the scope of the present study. The second section examines various types of
forensic texts. The third section provides a brief overview of cybercrime. The fourth section
sheds light on the concept of cyber blackmail, its relevant definitions, types, phases,
models, and its relation to language. The fifth section briefly discusses the concept of cyber
blackmail in Iraq, highlighting its prevalence, legal framework, and societal impact.
Finally, the sixth section chronologically tackles a number of previous studies related the
present study.

2.1 Forensic Linguistics

Law is inherently codified through language; without language, the existence of law
is inconceivable. Nevertheless, the language of the law significantly differs from ordinary,
everyday language. To understand the law, people require language, which means it is
needed not only to formulate the law. Therefore, legal language must be analyzed by
specialists who have applied their knowledge and theories in forensic contexts or
contributed to the criminal justice system and are known as forensic linguists.
(Gibbons,2003)

“[J]ust as physicians are trained to see things in an X-ray that the average person
with excellent vision cannot see. So, linguists are trained to see and hear structures that are
invisible to lay persons” (Shuy, 1993, p. xvii).

This ability is particularly significant in forensic linguistics, where language is
analyzed in legal and investigative contexts. The term “forensic” is derived from the Latin
word “Foensis”, which means "public" or "in open court" (Syam, 2018, p. 101).

Forensic linguistics has been defined as the scientific study of language as it applies

to forensic contexts and legal discourse. McMenamin (2002) describes it as the analysis of



language in forensic contexts and legal statements, while Olsson (2004) expands this
definition to encompass the relationship between language, criminal acts, and law. This
includes law enforcement, legal disputes, legislation, and judicial processes, demonstrating
the field’s comprehensive scope. As Olsson (2008) emphasizes, forensic linguistics
functions as “the interface between language, crime, and law”, addressing cases involving
legal violations and necessitating legal remedies (p.3).

Fundamentally, forensic linguistics involves “the use of linguistic techniques to
investigate crimes in which language data form part of the evidence, such as in the use of
grammatical or lexical criteria to authenticate police statements” (Crystal, 2008, p. 194).

The field extends to various forensic and legal texts, including contracts, judgments,
jury instructions, product warnings, trademarks, wills, and police interviews (PIs)
(Coulthard & Johnson, 2010). These diverse forms of legal discourse highlight the essential
role of forensic linguistics in ensuring accuracy, clarity, and justice in legal proceedings.

Forensic linguistics is a specialized subfield that examines professional and
institutional interactions within legal contexts, serving as an applied discipline with
significant practical implications for legal practice, judicial decision-making, and law
enforcement procedures (Coulthard et al., 2017). It is broadly defined as “an area of applied
linguistics in which techniques of linguistic analysis are applied to forensic situations and
data” (Picornell et al., 2022, p. 1). By bridging the gap between language and law, forensic
linguistics continues to make significant contributions to the pursuit of justice through
systematic and rigorous linguistic analysis.

In this study, forensic linguistics is defined as the application of linguistic analysis
to digital criminal texts, particularly those related to cyber blackmail, to identify linguistic
patterns, communicative strategies, and support the legal investigation of online threats and
blackmail cases.

2.1.1 Areas of Forensic Linguistics
As the field of forensic linguistics advances, the classification of its areas continues

to expand. It generally relies on established classifications related to the structure and



function of language to organize both current and potential subject areas. However, in some

cases, a more detailed categorization is needed (McMenamin,2002).

2.1.2.1 Forensic Phonetics

Olsson (2008, p.156) defines forensic phonetics as “the use of phonetic techniques
primarily in the analysis of voice applied to criminal investigations”. In a broad sense, it
involves naif voice recognition, technical voice comparisons, and transcription of spoken
language, including transcription of disputed utterances, speech signal enhancement, and
the authentication of recordings. This field plays an important role in assisting legal
investigation that focuses on analyzing spoken language, particularly speech sounds.

There are two major traditions for analyzing and comprising speech samples in
phonetics: auditory and acoustic approaches. Auditory phonetics is the study of language
sounds based on what is interpreted and heard by the listener. In contrast, acoustic
phonetics is the study of the physical properties of speech sounds (McMenamin,2002). So,
auditory techniques consist of “the forensic phonetician listening to the speech samples
and producing a narrow phonetic transcription using the International Phonetic Alphabet
(IPA)” (Coulthard et al.,2017, p.138). Likewise, Coulthard and Johnson (2007) point out
that forensic phoneticians are concerned with all aspects of speech as evidence. This ranges
from the creation of accurate transcriptions of what was said, through deriving information
about a speaker’s social and regional background, to expressing an opinion on whether the
speaker in two or more separate tape recordings is the same. In addition, they help design
and interpret voice line-ups, which allow victims and witnesses to express an opinion as to
whether a suspect's voice is that of the criminal. An important ethic within Forensic
Phonetics is that no means exists that can infallibly identify an unknown speaker in a legal
case (such as a hoax or bomb threat caller to an emergency service).

Rather, like all branches of science, Forensic Phonetics examines a set of
phenomena, in this case, aspects of recorded speech, and offers opinions based on the
observations arising from the analysis. As a result, forensic phonetics can be defined as the

study of speaker identification, the resolution of disputed content of recordings, the process



of setting up voice line-ups and ear line-ups, and other related topics. Forensic phonetics
has a more established presence in the judicial system than forensic linguistics, and recent
advances have assisted its progress in acoustic engineering. “Phoneticians can analyze the
distinctive speech characteristics of a speaker relative to other candidate speakers in an

inquiry much more easily than as little as twenty years ago” (Olsson,2008, p.11)

2.1.2.2 Forensic Stylistics

Unlike phonetics, forensic stylistics is “the application of the science of linguistic
stylistics to forensic contexts” (McMenamin,2002, p.163). McMenamin (2002) explains
that forensic stylistics focuses on the examination of written language, as well as spoken
language that has been transcribed, such as interviews, depositions, and recorded
conversations. The main application of this field is questioned authorship, where linguistic
analysis is used to determine the writer of a controversial text. Additionally, forensic
stylistics is frequently employed to analyze the meaning of legal and official documents,
including wills, insurance policies, contracts, agreements, and laws, as well as the
interpretation of spoken discourse in written form.

Forensic stylistics is “a method used to identify the author’s identification of text
that includes the analysis of the writing style of a suspect and then comparing it to the text
in question, word choice, sentence structure, grammar, and punctuation”
(McMenamin,2002, p.42). This approach incorporates psycholinguistic principles and is
applied in criminal and civil cases, as well as within law enforcement and legal institutions.
The primary focus of forensic stylistics is identifying authorship in questioned documents

and text message forensics.

2.1.2.3 Forensic Discourse Analysis

Forensic discourse analysis (FDA) is a subfield of forensic linguistics that analyzes
the use of language in legal and criminal settings. Coulthard et al. (2017, p. 22) describe
forensic discourse analysis (FDA) as “a branch of forensic linguistics chiefly concerned

with dyadic interaction and conversations between two speakers (e.g., lawyers/witnesses;
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police officer/suspect)”. Additionally, forensic discourse focuses on the institutional role
of language, analyzing its function at both the sentence and word levels.

Discourse analysis investigates the structure of written and spoken texts to
determine a person's identity based on distinctive linguistic patterns. Forensic discourse
analysts often collaborate closely with forensic stylistics experts. This process can be time-
consuming, as it involves analyzing the text, drafting a written report, and presenting
findings in court. Depending on the complexity and length of the text, this may take
anywhere from a few days to several months (McMenamin, 2002).

Forensic discourse analysts examine written texts related to discourse, including
anonymous blackmail letters, threats, hate mail, harassment letters, farewell notes, text

messages, and blog posts.

2.1.2.4 Forensic Pragmatics

Pragmatics is an approach to “the study of a speaker’s intended meaning in actual
language” (McMenamin, 2002, p.74), and it primarily focuses on how individuals use
language to perform actions within specific communicative contexts. This aspect of
language analysis becomes especially important in criminal cases, where intention often
plays a central role. Although it is not possible for linguistics or any other field to determine
intention, pragmatics offers valuable insights by examining features such as indirectness,
politeness strategies, and other pragmatic functions (Shuy, 2006).

The significance of pragmatics in forensic contexts lies in the fact that speakers and
writers do not always express their intended meaning directly. Listeners and readers may
also fail to interpret the intended message accurately, making the speaker’s or writer’s
intention open to varying interpretations. Such disagreement can lead to
miscommunication and conflict. It is essential to note that most of the work on pragmatics
is done by philosophers of language, such as Wittgenstein (1953), Austin (1962), Searle,
and Grice (1975). Forensic pragmatics is a subfield of forensic linguistics that focuses on
the interface between language use and the legal system. It examines how meaning is

constructed, interpreted in legal and criminal contexts, particularly through speech acts,
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implicature, politeness and impoliteness strategies, and context-dependent interpretation.
As Constable (2014) notes, forensic pragmatics is essential for law enforcement, as the
success of legal procedures often relies on how effectively language i1s used and
understood.

Coulthard et al. (2017) conclude that how lawyers and other legal professionals
attempt to control witnesses and face resistance, how speakers convey meaning, the
utilization of politeness and impoliteness, and how professional speakers engage and
coerce common people in conversation are all influenced by pragmatic usage. “Pragmatic
competence is an important component of professional discourse and therefore integral to
forensic discourse and conversation analysis” (Coulthard et al.,2017, p.22).

Speech and written language analysis, the study of discourse in particular contexts
(e.g., dictation, conversations, hearings, etc.), courtroom language (e.g., lawyers, clients,
questioning, jury instructions), and speech acts (e.g., threats, promises, warnings, etc.) are

the main areas of pragmatics and discourse analysis. (McMenamin,2002).

2.1.2.5 Forensic Sociolinguistics

According to Coulthard et al. (2017, p. 14), “sociolinguistics is concerned with
language in society and studies how language varies according to its users and the uses to
which it is put”.

Fishman (1976) explains that two key aspects must be examined when studying
sociolinguistics concerning language and speech communities. First, descriptive
sociolinguistics investigates patterns of language use by analyzing factors such as who is
communicating, in which language or language variation, with whom, when, and for what
purpose. This aids in understanding language usage in both small and large communities.
Second, sociolinguistic dynamics explore the factors that influence variations in language
use, examining why and how language differs across groups or individuals within a society.

One of the effective analytical concepts in forensic linguistics is sociolinguistics,
which involves language indicators such as social dialect, age, gender, power, and region,

also known as social variables. Even when a criminal attempts to conceal their identity,
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they may still be identified through generational traits, grammatical usage, and
communication styles in both spoken and written language. For example, complex sentence
structures, advanced vocabulary, and markers of higher education can indicate a speaker’s
social status and educational background (Tolnainé Kabdk, 2016). As Leemann et al.
(2025, p.172) assert, “most forensic linguistic analysis draws on the principles of
sociolinguistics, which looks at how society and culture influence the way we use
language.” In line with this, “sociolinguists study the relationship between language and
culture and explore how language is used in various contexts” (Beckman, 2007, p.13).
making sociolinguistics a vital tool in forensic investigations.

Forensic linguists can identify the author or origin of an anonymous text because
they are predicated on the notion that various social factors or variables, including age,
education level, gender, location, and social status, greatly influence human linguistic
performance. Sociolinguistic profiling becomes necessary when the police lack hypotheses
regarding the author's identity. In such instances, a forensic linguist will look for linguistic

variables to unravel the dispute's mystery out of what has been sent.

2.1.2.5.1 Social Variables

Gumperz (1992) explains that social variables function as indexical markers,
influencing how meaning is interpreted and forming an integral part of social reality. In

this study, gender is analyzed as the primary social variable.

2.1.2.5.1.1 Gender
Holmes (2013) asserts that gender is typically regarded as a fixed and unchangeable

category, with individuals classified as either male or female. However, gender identity is
better understood as a social construct rather than an inherent trait. This perspective
highlights how men adapt to feminine contexts by incorporating both feminine and
traditionally male characteristics, while women similarly navigate male-dominated
environments.

William Labov's gender paradox theory suggests that women are more likely than

men to use innovative vernacular forms that remain below public awareness. At the same
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time, women are also more inclined to adopt prestige language forms from higher social
levels, consciously or unconsciously, at a greater rate than men (Labov, 1990). This dual
tendency illustrates the complex relationship between gender and language use, where

women simultaneously embrace innovation and prestige in their linguistic behavior.

2.1.2.5.2 Gender and Language

According to Holmes (2008), sociolinguistics explores various aspects of language,
including the relationship between language and gender. In every linguistic community,
men and women use language differently, though the extent of these differences varies. In
this context, "sex" refers to biological distinctions between males and females, whereas
"gender" relates to the social and cultural roles, behaviors, and identities associated with
being male or female.

Holmes uses the term gender rather than sex because sex is based on biological
differences, whereas gender is “more appropriate for distinguishing people on the basis of
their socio-culture behaviour, including speech” (Holmes,2013, p.159). In sociolinguistics,
gender is a key concept in studying variations in speech between men and women, as it
reflects societal expectations and norms. This distinction allows researchers to focus on
how language is shaped by cultural influences rather than purely biological traits.

Many researchers have analyzed the linguistic differences between men and women,
recognizing that the study of gender and language extends across multiple disciplines. This
field is not limited to linguistics but also involves contributions from psychology,

anthropology, sociology, theory, and philosophy (Weatherall, 2002).

2.1.3 Features of Forensic Linguistics

As stated by (Shuy,1993; Beckman,2007; Leemann et al.,2025), the main features
of forensic linguistics can be summarized as follows:
1. Forensic linguistics is an interdisciplinary field, not a homogeneous one; it is an
umbrella discipline composed of many facets

2. The texts of forensic linguistics are sensitive in nature.
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3. In forensic linguistics, linguists make conclusions based on empirical data, which
includes analyzing language samples

4. Forensic linguistics has three pillars that interact with and support each other; one
cannot exist without the other (Casework, language awareness or training, and research).
5. Forensic linguistics solves many problems by analyzing evidence, whether spoken or

written, in legal or investigative contexts.

2.2 Forensic Text Types

To go a little more deeply into forensic linguistics, it is useful to know its text types
and how they play a crucial role in linguistic analysis within legal and criminal contexts.
Olsson (2008) asserts that “any text or item of spoken language is potentially a forensic
text” (p.1). Forensic texts cover a wide range of legal language texts. In other words, any
written or spoken statements of a legal or criminal nature can be subject to examination,
including acts, wills, judgments, writs, interrogation reports, the judge’s instructions, and
police witness statements.

Due to the sensitive nature of these statements, they require careful and detailed
analysis as they serve as crucial forensic texts. Forensic linguistics involves the analysis of

various text types, with the most prominent being:

2.2.1 Emergency Calls

Every day, hundreds of thousands of emergency calls are made around the world.
While many are genuine requests for assistance, some are false or deceptive. Emergency
calls can be defined as calls that people make when they are in some kind of urgent situation
(Olsson,2004). Olsson (2004) affirms that the most important feature of emergency calls
is “urgency”. Thus, Smith (2022) explains that for an emergency call to be successful, the
emergency recipient or operator must quickly gather all relevant information, primarily
linguistic, during high-stress situations. The operator must then evaluate and analyze the

situation efficiently, focusing on factors such as intonation, the level of cooperation
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between the caller and recipient, and the caller's voice pitch. These elements play a crucial
role in evaluating the urgency and seriousness of the situation.

According to Umiyati (2020), emergency calls are characterized by their urgency,
and if the caller hesitates, is evasive, or provides responses that are too brief or incomplete,
it may indicate that they are making a hoax or fake call. Such behavior can raise suspicions
and may require additional scrutiny by emergency operators to assess the legitimacy of the
call. However, genuine calls are often characterized by slightly overlapping and
interlocking turns in conversation. In these cases, the caller tends to keep speaking rather
than waiting for the recipient to finish their statement. Additionally, the caller may
emphasize certain words they believe to be most informative, directing the recipient’s focus
to key details that are crucial for assessing the situation.

The first systematic examination of emergency calls was reported in Zimmerman’s
1984 paper. Zimmerman (1984, as cited in Kevoe-Feldman 2019, p. 229) identifies five
phases of emergency calls, which include:

1. Opening /identification

2. Complaint /Request
3. Interrogative Series
4. Response /Promise of assistance

5. Closing

The transcriptions of emergency calls can be seen as a forensic text or as a spoken
forensic language; forensic linguists listen to both the caller's and the recipient’s voice pitch
during the analysis. A rising voice pitch may indicate that the caller is not interested in
cooperating, while the recipient's tone could reflect skepticism or a need for further
clarification. Additionally, pitch shifts, overlapping speech, and emphasis on certain words
are features that distinguish a genuine emergency call from a fraudulent one. These
linguistic cues help assess the authenticity of the call and provide insight into the dynamics
between the caller and the recipient. (Olsson, 2008).

Olsson (2008) states that fake emergency calls can be identified by several key

indicators, including the caller’s failure to respond to the recipient's greeting, refusal to
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provide information willingly, long pauses before answering, a rising voice pitch, and a
lack of overlapping speech. Eventually, Olsson (2008, p.139) clarifies the model of

emergency calls and outlines a possible sequence of events in the emergency call process

as follows:
1. Emergency Centre response
2. Reason for calling/role of caller
3. Location of emergency
4. Nature of emergency

Moreover, (Tolnainé Kabdk, 2016, p.197) observes that emergency calls “are not
calm, thoughtful phone calls. They make forensic linguistic analysis difficult in that the
signs of hesitation, incomplete or too short answers are typical both of those who are really
in an emergency and those who want to deceive the authorities” This suggests that the
emotional intensity and urgency of the call, along with potential hesitation, can make
distinguishing between genuine and fake calls challenging from a forensic linguistics

perspective but not impossible.

2.2.2 Ransom Demands and Threat Texts

Threat texts, whether spoken, written, or recorded on video, share a similarity with
malicious emergency calls: the sender of the text or the person making the call is usually
anonymous. In both cases, the recipient is at a disadvantage, as they are subjected to a form
of harm or intimidation by an unseen perpetrator (Olsson,2008).

A threat 1s a fundamental element of a ransom demand, as it stands in direct contrast
to a promise. To distinguish between genuine and deceptive threats, ransom demands are
carefully analyzed. A well-known example of ransom demands analysis is the Lindbergh
kidnapping case, where the first ransom letter, known as the Nursery Note, stated: "We
warn you for making anyding public or for notify the polise the child is in gute care”
(Olsson,2008, p.143).

Throughout history, many infamous ransom demands have been conveyed through

written notes. Forensic linguists study these documents to determine the author's identity
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and uncover their true intentions. Their analysis examines linguistic features such as
sentence structure, stylistic patterns, punctuation, and spelling. In the Lindbergh case,
forensic linguists compared the writing style of the ransom note with that of the suspect,

significantly increasing the chances of identifying the author (Smith,2022).

2.2.3 Suicide Letters

Suicide letters are a significant type of forensic linguistic text, often analyzed in
criminal and psychological investigations. According to Leenaars (1988, as cited in
Grundlingh, 2020), suicide notes are “a special kind of personal document. They are
unstructured and unsolicited communication by a person written just before death in which
that person conveys last thoughts, feelings, and wishes”

On the other hand, Garner (1999, p.1447) defines suicide letters as “The act of
taking one’s own life; self-destruction”. Suicide letters are written statements left by an
individual intending to end their life, in which they convey their intentions either explicitly
or implicitly through thematic elements. However, expressing the intent to end one’s life
to a loved one is often challenging, leading to messages that may be unclear or indirect.
Instead, the individual may express the reasons behind their decision or, in some cases, use
the letter to evoke guilt or remorse in the addressee (Olsson,2004).

Olsson (2008) states that most genuine suicide letters are typically “short, usually
less than 300 words in length, and the extraneous irrelevant information is often excluded

from the text” (p. 149).

2.2.4 Final Death Row Statements

In forensic linguistics, final death row statements are commonly referred to as “final
or last statements” (Olsson, 2004, p.164). These statements are a relatively recent addition
to the types of forensic texts. Although they represent a very small linguistic corpus overall,
they contain a surprising degree of variation. The long-standing American tradition allows
the condemned individual to say a few words (a brief statement) immediately before
execution, offering an opportunity for the prisoner to express themselves, whether it be

remorse, defiance, or final thoughts. However, this tradition has not been adopted in the
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English-speaking world, including in the UK, Australia, or other countries. An example of
such a statement can be found in the last words of Basil McFarland, which reflect a specific

linguistic style and emotional state in the final moments before execution.

“I owe no apologies for a crime I did not commit. Those who lied and fabricated
evidence against me will have to answer for what they have done. I know in my
heart what I did and I call upon the spirit of my ancestors and all of my people

and I swear to them and now I am coming home” (Olsson,2008, p.151).

Texts like this do not represent a single 'genre' despite being produced under the
same circumstances. They seem like different types of texts, including forms of denial,
public condemnation, admission, appeals for forgiveness, etc. However, all these
statements share the same features in common; they are not simple but rather complex
reflections on society as viewed from the perspective of death row. the speakers of these
statements share something important; they are all aware of their impending death, they
know it is coming, they are not (apparently) resisting it, and they all express a desire to die

with dignity or some form of virtue (Olsson,2004).

2.2.5 Confessions and Denials of Public Persons

Finally, another important type of forensic text is the confessions and denials of
public figures; They are texts that have been written or spoken by public figures or
members of the establishment who are confronting the accusations made against them.
These individuals respond to their accusers, either in public or sometimes in private. Unlike
final death statements, these confessions and denials present distinct linguistic features that
are worth studying as part of a potential genre within forensic linguistics (Olsson, 2004).
These texts often involve strategic use of language to manage public image, evade
responsibility, or attempt to mitigate consequences.

These are the words of Nelson Mandela's statement during his treason trial. After

that, Mandela was sentenced to life imprisonment on Robben Island.
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“During my lifetime, I have dedicated my life to this struggle of the African
people. I have fought against white domination, and I have fought against black
domination. I have cherished the ideal of a democratic and free society in which
all persons will live together in harmony and with equal opportunities. It is an
ideal for which I hope to live for and to see realized. But, my lord, if it needs be,

it is an ideal for which I am prepared to die” (Olsson,2008, p.154).

Linguists analyze these texts to determine authorship, detect hidden meanings,
identify coercion or manipulation, and assess the level of threat. The structure, vocabulary,
grammar, and stylistic features of the text can provide crucial evidence in identifying
suspects or clarifying intent. Forensic text analysis is a core area of forensic linguistics and

plays a critical role in modern criminal cases, especially in digital contexts.

Gonfessions and Denials of Public PersonD
A
(Final Death Row Statements>
A
C Suicide Notes )
A
CRansom Demands)
a
CEmergency Calls )

a

Forensic Text
Types

Figure 1. Types of Forensic Texts (Shuy,2004)

2.3 Cyber Crimes
Criminology is the study of crime, including its creation, development, causes, and
prevention. Crimes can be committed in various ways, such as physical force, weapons like

guns, sharp objects (knives or anything else), or even language. When crimes are
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committed using language and take place online, they are referred to as cybercrimes
(Casey, 2011).

In 1946, computers were developed at the University of Pennsylvania through the
efforts of two researchers, Dr. John W. Mauchly and J. Presper Eckert. As computer usage
expanded rapidly, crimes began to be committed using them. According to Julyk (2008, p.
37), the first case of computer misuse occurred in 1958, marking the beginning of
computer-related activity crimes. Lukens (1998) states that the initial misuse of computers
occurred in 1958. However, it was in the 1960s that computer crimes began to emerge as
a recognized phenomenon. The first notable cybercrime took place in 1988 when a
malicious virus, known as the Morris Worm, was spread across the internet. This event,
which occurred on November 2, 1988, is considered one of the earliest cybercrimes and is
documented in legal history as the Morris Worm event (Loundy, 2003, p. 56).

Wall (2015) asserts that a comprehensive understanding of the impact of
information and communication technologies on society and their role in shaping the
modern world requires a precise definition of cybercrime.

Halder and Jaishankar (2012) define it as:

“Offences that are committed against individuals or groups of individuals with
a criminal motive to intentionally harm the reputation of the victim or cause
physical or mental harm to the victim directly or indirectly, using modern
telecommunication networks such as the Internet (Chat rooms, emails, notice
boards, and groups) and mobile phones (SMS/MMS)” (p.15).

Cyber crimes can be classified into two main categories. The first includes
traditional cybercrimes such as hacking, morphing, spoofing, tampering with computer
resources, obscene publications, Trojan attacks, phishing, cyberstalking, and cyber
pornography. The second category included emerging cyber offenses, such as cyber
defamation, e-mail harassment, cyberbullying, cyber blackmail, cyber threats, and cyber
assisted murder, reflecting the evolving nature of digital crime and its growing complexity
in the modern technological landscape (Halder & Jaishankar, 2012).

In addition, cybercrime is commonly referred to as an “act of crime in cyberspace

that utilizes computers, technology, and internet network as targets” (Male et al., 2021). It
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encompasses any illegal access to data transmission and includes crimes that are
traditionally committed offline but are facilitated or made easier through the use of
computers. Internet crime, e-crime, computer crime, and high-tech crime are often used
interchangeably to refer to cybercrime.

The anticipated information crime legislation categorizes cybercrimes into two
distinct categories: offenses against the public interest of society, the state, and its
institutions; and offenses directed against particular individuals and their rights interests.
A significant proportion of these offenses are committed through the use of language,
thereby categorizing them as language crimes. These crimes rely on linguistic
manipulation, deception, coercion, or threats to achieve unlawful objectives. Given the
integral role of language in facilitating such offenses, they are distinguished by their
reliance on communication rather than physical force or technological exploitation alone.
Consequently, new types of crimes that are called language crimes encompass a broad
spectrum of cyber offenses, including cyber blackmail, cyber defamation, phishing,
economic espionage, child pornography, online fraud, and cyber threats, all of which

exploit language as a primary tool for criminal activity.

2.3.1 Solicitation

Solicitation is a language crime that involves requesting or convincing someone to
commit a crime. According to Tiersma and Solan (2012), the government typically needs
to demonstrate that the solicitor intended for the crime to be carried out. Under US law,
solicitation occurs when an individual commands, influences, or attempts to persuade
another person to commit a crime. Since language is central to defining solicitation, it can
be expressed through various speech acts, including tempting, persuading, seducing, and,
in some cases, threatening.

However, for an individual to be charged with solicitation, the offense must have
been intended through either direct or indirect speech acts. A conspiracy occurs when the
solicited person agrees to commit the crime, thereby leading to an additional criminal

offense known as conspiracy (Hassan, 2020).
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2.3.2 Conspiracy

Tiersma and Solan (2012, p. 344) define conspiracy as a crime involving “two or
more people agreeing to commit a crime.” This agreement may emerge either when one
party proposes the idea and the other accepts it or when both collaboratively develop the
plan. Because mere agreement to commit a crime constitutes an offense, investigators often
focus on the behavior of the individuals involved rather than on direct evidence of the
agreement itself, which can be elusive particularly when the intended crime is never
achived Similarly, Greenawalt (1989,p.80) describes conspiracy as a “separate crime,
usually somewhat less serious than the substantive crime the participants have agreed to
commit,” highlighting its distinct legal status even when the primary crime is not realized.

One linguistic marker that a jury can use to assess whether an agreement existed is
the use of the plural pronoun “we”, which may indicate shared intent and support the notion

that a conspiracy took place. (Solan & Tiersma, 2005).

2.3.3 Bribery

Juttener (2009) defines bribery as “the way to exploit a situation to one’s advantage”
(p.14). Similarly, Shuy (1993, p.20) described it as a “white-collar” crime. Bribery is the
act of accepting, promising, giving, or exploiting to receive money or another value with
the corrupt intention of influencing a public official as they carry out their duties. It
typically occurs when someone pays a public official to do something. Unlike threats used
in extortion, bribers offer a reward instead of making a threat, often using indirect language,
making bribery a complex criminal act.

In bribery cases, linguistic analysis plays a crucial role in examining language
evidence. It focuses on “the structure and sequence of the bribery speech event, analyzing
participants' schemas, agendas, speech acts, and conversational strategies” (Shuy, 2013, p.
269). These elements help identify key expressions, often considered the "smoking gun
expressions" in legal proceedings, drawing the attention of both prosecutors and defense

attorneys.
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2.3.4 Perjury

Perjury is another type of language crime, defined as “lying under oath” (Tiersma
and Solan 2012, p. 348). This crime occurs when a witness provides a false statement
during a court investigation to the judge or lawyer. Sometimes, this leads to innocent
individuals being imprisoned while the guilty remain free. Tiersma and Solan (2012) state
that, under U.S. federal law, perjury crime involves “willfully and contrary to such oath
[stating] or [subscribing] any material matter which [one] does not believe to be true”
(p-348)

Indeed, Shuy (2011) asserts that a person has proven to commit perjury if he /she
makes an oral statement that 1s false, under oath, and relates to a material matter. He knows
it is false by making that statement before a judicial proceeding. In other words, it means
those people who commit the crime of perjury rely on an assumption of a speech
community that understands word meanings and how words combine to form sentences
and larger units of discourse. So, in perjury cases, judges take a relatively literal meaning,

while the other language crimes include an implied meaning.

2.3.5 Defamation

Shuy (2010, p.16) describes defamation as “a cover term for disputes about written
language (libel) or spoken language (slander)”. It is a legal violation or crime that arises
from the use of malicious language. It involves the intentional use of language to harm an
individual's pride, dignity, and reputation through spoken statements (slander), written
communication (libel), or even digital expressions (technospeak) in a public setting
(Guillén Nieto, 2020). Garner (1999) further characterizes defamation as a deliberate false
communication, whether written or spoken, aimed at harming a person’s reputation. As a
language-based crime, defamation relies heavily on linguistic evidence, making linguistic

analysis a crucial tool for legal professionals in resolving related disputes (Shuy, 2010).
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2.3.6 Fraud

Fraud is defined as "criminal deception; the using of false representations to obtain
an unjust advantage or to injure the rights or interests of another” (Gibbons & Turell, 2008,
p.252). It is a type of fraudulent language crime that encompasses "a wide variety of
deceptive practices which, among other things, are categorized under terms like 'business
fraud, corporate fraud, and others within the judicial system” (Shuy, 2016, p. 3). This crime
is characterized not only by physical actions such as taking unfair advantage, engaging in
deceitful practices, and depriving someone of something valuable, but also by language
that the law defines as "intentional deception," "false representation," and "perversion of
truth" (Shuy, 2016, p. 11).

Thus, according to Garner (1999), various types of fraud include bank fraud,
bankruptcy fraud, civil fraud, and criminal fraud. Each involves different forms of

deceptive practices that manipulate or mislead others for personal or financial gain.

2.3.7 Sexual Harassment

Sexual harassment is a linguistic crime that encompasses a wide range of offensive
behaviors, which are legally recognized as threatening and problematic to individuals and
society. Shuy (2012, p.18) identifies two types of sexual harassment:

1- Hostile work environment: This includes actions such as telling dirty jokes,
posting pornographic materials, or using derogatory language (e.g., calling
someone a bitch). These behaviors create an intimidating or demeaning
atmosphere.

2- Quid pro quo: This type occurs when an individual requests sexual favors from

an employee in exchange for a benefit, such as a salary increase or career

promotion.

Both forms of sexual harassment involve harmful language and conduct that

undermine professional integrity and create toxic environments, making them serious legal

offenses.
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2.3.8 Extortion

Extortion crime means asking for money by threatening to avoid the extortionist's
harm. Juettner (2009) explains that “the extortion crime is related to blackmail and involves
two types of threats physical like 'pay or I will break your kneecaps™ and virtual like “pay
or your website will be down for the next twenty weeks” (p.13). In some cases, members
of criminal groups like Gangs or the Mafia regard extortion as part of their business
operations, often using threats to manipulate and control individuals in order to extract
money.

Like blackmail, extortion is not a business deal; it is an illegal act in which the
victim is forced to comply with the extortionist’s demands through threats or coercion
(Juettner,2009). Although blackmail is often seen as a subset of extortion, this study
considers it as a distinct language crime due to its reliance on linguistic threats and strategic
language use. The increase in cyber blackmail emphasizes the need to address it separately.

It is classified independently below, with more details in (cf. 2.4).
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Figure 2. Language Crimes
2.4 Cyber Blackmail

In this part, cyber blackmail will be defined, as well as its type, phases, and the

differences and similarities between blackmail and extortion.
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2.4.1 Definition of Cyber Blackmail

One of the most significant challenges in contemporary computer security and crime
detection is cyber blackmail. Although it is considered an old crime, it has been adapted to
modern technology.

The concept of blackmail is difficult to define precisely, as various researchers and
legal experts hold differing opinions about what constitutes blackmail in language and how
blackmail crimes should be analyzed. Langford (2002, p. 273) defines blackmail as “the
action of demanding something by using a threat to expose some secret knowledge which
the victim wants to keep secret.” Similarly, Kareem (2021, p. 8270) adds that “blackmail
is a form of cybercrime that is carried out using information networks, for different
purposes such as theft and fraud.”

Blackmail is a criminal act in which someone demands money, services, or favors
from another person under the threat of revealing damaging or embarrassing information
about them. The threat can involve exposing secrets, personal information, or any other
sensitive details the victim wants to keep private. It's a form of coercion and manipulation,
exploiting the victim's fear to gain something of value. It's a serious offense because it

violates the victim's rights and can cause significant emotional and financial harm.

2.4.2 Types of Cyber Blackmail
Blackmail is not limited to a single form; it can take many forms, depending on its
purpose and the kind of information being compromised. However, the types of blackmail

include:

2.4.2.1 Financial blackmail

According to Mekkawi (2022, p.62), financial blackmail refers to an “attempt to
gain money through coercion to take advantage of a situation of weakness”. Hanoon and
Hameed (2021) add that it is a form of blackmail in which someone (the blackmailer)
demands financial benefits from another person by threatening to reveal compromising or

damaging information about them. In financial blackmail, Abdul Kareem (2021) asserts
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that the blackmailer's goal is money, which is requested from the victim in exchange for

not revealing the victim's secret.

2.4.2.2 Sextortion blackmail

Sextortion blackmail is one of the dangerous types of cyber blackmail in which the
blackmailer wants sexual favors from the victim in exchange for silence regarding the
publication of his / her photos and sexual content. Mullin (2018, para. 1) claims that
Webcam Blackmail, also known as Sextortion, is a form of cyber blackmail in which the
blackmailer uses a “fake identity" to make friends with victims online via different social
media to coerce them into performing an act in front of the camera. The blackmailer
threatens to share the recording with the victim's friends and family if the payment demand

1s not met.

2.4.2.3 Beneficial blackmail

Unlike typical blackmail, where the perpetrator (blackmailer) seeks to exploit the
victim for personal gain, beneficial blackmail might aim to achieve something morally or
socially beneficial. Islami et al. (2021) explain that this type of cyber blackmail occurs
among political figures when they are threatened to post sensitive or embarrassing
information or private photos to defame any figure to make concessions to other parties, or
blackmailers. That means the blackmailers attempt to coerce the victim to obtain some

benefits.

2.4.2.4 Emotional blackmail

Forward and Frazier (2019) refer to emotional blackmail as a form of manipulation
for someone to do something by making them feel fearful, obligated, and guilty (FOG).
Emotional blackmail is a kind of control of the emotions of the victims, especially those
people who have felt unworthy and isolated. They are always doubtful of their ideas, needs,
and then the blackmailer starts to control their emotions, as “if you ever stop loving me, |

will kill myself” to shape the threats that give them the payoff they want.
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The classification of blackmail into various types, such as financial, sextortion,
emotional, and beneficial blackmail, demonstrates the complex nature of cyber coercion.
Each type carries unique linguistic markers and communicative strategies that reflect the
offender’s intent and the contextual dynamics of the interaction. Notably, recent years have
witnessed the emergence of new forms of blackmail, shaped by evolving online behaviors
and technological accessibility.

While the classification of blackmail sheds light on the diverse forms of cyber
blackmail, it 1s equally important to explore the phases through which these acts unfold.
Understanding the sequential progression of blackmail allows for deeper insight into how
offenders initiate contact, build psychological pressure, and ultimately manipulate their
victims.

2.4.3 Phases of Cyber Blackmail

Blackmail usually involves a number of intentional and planned phases rather than
being a spontaneous crime. Understanding these phases is essential for identifying how the
blackmailer manipulates the victim over time. Each phase serves a particular function in
building pressure, creating fear, and ultimately gaining control. According to Hanoon and
Hameed (2021), the main phases of cyber blackmail include:

1- Gathering information: The blackmailer collects sensitive information about the
victim, such as personal photos, videos, or private communications.

2- Demand: A demand can be any form, not just a demand for money or property, to
avoid being exposed. The victim tries to comply with the blackmailer's demands.

3- Resistance: The victim hesitates or refuses the demand.

4- Menaces: When the blackmailer finds continuous resistance from the victim, the
blackmailer starts threatening the victim.

5- Compliance: When the victim does not want to lose the relationship, tries to
convince themselves that resisting was a mistake, and starts to bow and submit.

6- Repetition: When the previously mentioned phases are repeated.
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Figure 3. Types and Phases of Cyber Blackmail (Hanoon &Hameed,2021;
Mekkawi,2022)

2.4.4 The Differences and Similarities between Cyber Blackmail and Extortion

Blackmail and extortion are concepts related to criminal law in the US system, but
they are different. Some states regulate them as blackmail, others as extortion, and some
regulate both. The table below shows the differences and similarities between blackmail

and extortion.
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The Differences and Similarities between Cyber Blackmail and Extortion (Juettner,2009)

1-Blackmail is based on information

2- Blackmail is always considered a crime

3- Blackmail crime is related to bribery

4- In a blackmail case, the victim often does
not want the embarrassment of being
identified

5- Blackmailers use threats to gain payment
from their victims.

6- The threat of blackmailers can be repeated

7- Blackmailers may have obtained the
information legally or illegally.

8- Blackmail is often committed by criminals
who are also committing much more serious

crimes, and some of those crimes are violent

9- Cases of blackmail involve the exchange of
money for information, favor, protection, or
silence

10- Investigators rely upon phone taps and
other surveillance techniques to gather

evidence when blackmail is suspected

1- Extortion is based on force
2- Extortion is always considered a crime, but
it involves a threat.

3- Extortion crime is related to blackmail

4- In an extortion case, the victim may fear for
their life or the lives of family members, or
may fear being prosecuted for their crimes.

5- Extortionists use threats to gain payment
from their victims.

6- The threat of extortionists can be repeated

7- Extortionists may have obtained the
information legally or illegally.

8-Extortion is often committed by criminals
who are also committing much more serious

crimes, and some of those crimes are violent.

9- Extortion cases involve exchanging money

for information, favor, protection, or silence

10- Investigators rely upon phone taps and

other surveillance techniques to gather

evidence when extortion is suspected
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2.5 The Concept of Cyber Blackmail in Iraq

Cyber blackmail is a new phenomenon in the Middle East, especially in Iraqi
society. It has grown and invaded all the media and public opinion over the last years since
the technology revolution. Like many other countries, Iraq has witnessed a significant
growth in Internet use over the past decade. However, rapid digitalization has also given
rise to new forms of criminal activity, including cyber blackmail. Cyber blackmailers often
target individuals by obtaining compromising images, videos, or private information
through hacking, social engineering, or deceitful tactics. The lack of a sufficient legal
framework to tackle such crimes, combined with social and cultural issues, has made the
situation even more complicated in Iraq.

The anonymity provided by the internet allows cybercriminals to hide their
identities, making it difficult for law enforcement to track and arrest perpetrators. Victims
of cyber blackmail in Iraq often experience emotional distress, fear, and a loss of privacy,
and many hesitate to report such crimes due to fear of social stigmatization or legal
consequences, especially in cases involving sensitive information related to personal
relationships or sexual misconduct.

To extract money or other favors from their victims, cyber blackmailers in Iraq
usually employ different ways. Some methods include:

i.  Social Media: Blackmailers often use platforms like Facebook, Instagram,
WhatsApp, and Telegram to contact victims. They may initially establish
friendly relationships with their victims and later threaten them to release
compromising material unless their demands are met.

ii. Hacking and Phishing: Cybercriminals use hacking and phishing methods
to access personal information, emails, or social media accounts. Once they
obtain sensitive data, they may use it to blackmail the victim by threatening
to release it publicly.

iii. Fake Accounts: Some blackmailers use fake accounts to manipulate photos

or videos of their victims, making them appear to be involved in illegal or
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embarrassing activities. These manipulated materials are then used to coerce

the victim into meeting their demands.

According to Hussein et al. (2022), legal expert and jurist Tariq Harb asserts that
cybercrimes, including blackmail and drug-related offenses, have significantly increased
since the onset of the COVID-19 pandemic. During the period of social isolation, these
crimes represented 35% of total criminal activities, highlighting their growing prevalence
compared to other offenses. Thus, specialists argue that the spread of these crimes can be
attributed to the ineffective enforcement of laws in Iraq, along with a decline in societal
morals and values. Additionally, the lack of religious deterrence, coupled with widespread
poverty and unemployment affecting many Iraqi families, has further contributed to the
problem. Commenting on these statistics, Lieutenant Colonel Alaa Algazali, Director of
the Community Police in Karbala, explained that the diversity of blackmail forms could
partially explain the prevalence of such cases. Lieutenant Colonel Alaa Al-Gazali noted
that blackmail extends beyond digital threats and includes familial blackmail, political
blackmail, and what he referred to as “empty blackmail” cases in which the perpetrator
possesses no actual evidence or material but relies solely on psychological intimidation
and fabricated threats to manipulate the victim (personal communication, November 7,
2023).

While the crime of cyber blackmail had increased in previous years, Iraq witnessed
a noticeable decrease in such crime in 2024. This was demonstrated by the efforts of the
Community Police, which disseminated 28,500 printed brochures throughout all regions of
Iragq. Moreover, 853 foot patrols were conducted to enhance public awareness, ostracize
blackmail, and 252 workshops and lectures were organized aimed at various governmental
institutions. Despite this decline, Brigadier Ali Ajami, Director of the Community Police
at the Ministry of Interior in Baghdad, reported that 600 cases of blackmail were recorded,
80 cases involved male victims, while 520 involved female victims (A. Ajmi, personal

communication, October 30, 2024).
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Under Iraqi law, cybercrimes including blackmail and threats, are addressed in
Articles 430, 431, and 432 of Penal Code No. 111 of 1969. The Penalties for these offenses
vary depending on the severity of the crime, with imprisonment ranging from one to seven
years. In other words, the Iraqi legislation dealt with the crime of threat in articles

430,431,432, whereas the first Article 430 of the Iraqi Penal Code stipulates that:

Any person who threatens another with the commission of a felony against his
person or property or against the person or property of others or with the
imputation to him of certain dishonorable matters or with the revelation of such
matters and such threat is accompanied by a demand or charge to carry out or
refrain from carrying out an act or is intended to be so accompanied is punishable
by a term of imprisonment not exceeding 7 years or by detention. (2) The same
penalty applies if the threat is communicated anonymously or is attributable to

an existing or alleged secret group (National Legislative Bodies, 1969, p.80)

Article 431: Any person who threatens another with the commission of a felony
against his person or property or against the person and property of others or
with the imputation to him of certain dishonorable or disrespectful matters or
with the revelation of such matters in circumstances other than those mentioned
in Article 430 is punishable by detention (National Legislative Bodies, 1969,
p.80).

Article 432: Any person who threatens another by word or action or in a written
or spoken reference or through another person or in circumstances other than
those mentioned in Articles 430 and 431 is punishable by a period of detention
not exceeding 1 year or by a fine not exceeding 100 dinars (National Legislative

Bodies, 1969, p.80)

Overall, the three aforementioned articles criminalize the act of blackmail, as
explained earlier. This is because the key element of cyber blackmail is the act of

threatening. Notably, each article begins with the phrase "any person who threatens...,"
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emphasizing the strong link between cyber blackmail and threats. This indicates that these
two terms are closely interconnected.
2.6 Previous Studies

This section 1s devoted to presenting a number of previous studies that investigated

cyber blackmail, which are listed chronologically

1. Arends (2017)

The study is entitled “The Felicity Condition of Blackmail”. 1t examines the theory
of SA in conducting its theoretical analysis of blackmail to determine the felicity conditions
of blackmail. The framework of analysis is based on Searle's SAs classification.

Since the media aims to provide representations of the world, scenes of blackmail
from the movie “The Ides of March” are selected as the data for the study.

The findings reveal the following: (1) that blackmail is a higher-order speech act
which consists of multiple lower-order speech acts that can be performed over multiple
turns-at-talk. (2) Like most speech acts, blackmail also comes in the form of an adjacency
pair. (3) The blackmail act opens up a ‘slot’ that can be filled by the addressee with either
compliance or refusal to comply. (4) The perlocutionary force of speech acts should not be

taken into account in the analysis of blackmail.

2. Al Asfer (2021)

The title of this study is “The Pragmatics of Cyber Blackmail in Emails”. The study
explores the persuasive strategies of cyber blackmail. It aims to discover and explain how
the blackmailers utilize specific types of strategies in pragmatic analysis. Additionally, the
study focuses on analyzing cyber blackmail through the application of pragma-dialectical
strategies.

The selected data are the utterances collected from emails. This study applies the
theory of Speech Acts, including Searle‘s (1979), Wunderlich‘s (1979), and Yule‘s (1996)
classifications. The eclectic model also includes Brown and Levinson‘s (1987) politeness

theory, Culpeper‘s (1996) impoliteness theory, and some persuasive strategies including
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Manson‘s (2011) authority, scarcity, personalizing, Cukier et al. ‘s (2007) appeal to guilt,
Jason‘s (1987) appeal to force, and Ross‘s (2009) politeness.

The findings expose that (1) blackmailers utilize persuasive strategies to convince
and gain victims ‘compliance. (2) Persuasive strategies are realized using various forms of
speech acts with mainly two functions: threatening and requesting speech acts and
employing (im)politeness strategies. (3) Some persuasive strategies are realized by more
than one utterance, in which the payment request occurs in combination with other
strategies. (4) Blackmailers employ politeness strategies more than impoliteness ones in

introducing face-threatening acts.

3. Igaab (2021)
The study is entitled “The Pragmatics of Blackmail in English and Iraqi-Arabic”.

The aim is to show the similarities and differences in blackmail strategies between English
and Arabic regarding pragmatic theories. The researcher adopts speech acts, implicature,
and impoliteness theories for the analysis. The data are analyzed according to a different
categorization of pragmatics: (1) speech acts, (2) implicature, and (3) impoliteness theory.

Twenty complaints in English and Arabic were collected from the Court of Appeal
in Iraq, Britain, and the United States (US), selected as the data of the study.

The results reveal that English and Arabic are different in blackmail in terms of the
locutionary and illocutionary acts concerning impoliteness. The same strategies are applied
to verbal offence in both languages. While the implicature is concerned, the two languages

are different in blackmail.

4. Najim and Jabir (2024)
This study is entitled “Investigating Speech Acts Used in Criminal Cyber Sexual

Extortion”. It aims to investigate the criminal speech acts that occur in the cases of sexual
extortion as a growing cybercrime that has recently increased on social media platforms.
From the viewpoint of the symbolic meaning and the implications of language
conversation. Discourse analysis is employed to analyze the selected data relying on

conversational implicature.
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The data are collected from the criminal court of Babylon, which is particularly
concerned with different stories of cyber sextortion.

The findings show that (a) the extortionists use threatening, ordering, and false
promises to achieve certain expected behaviors of grooming and manipulating the victims,

and (b) the victims use pleading, claiming, requesting, and promising.

5. Najem and Abbas (2025)

This study is entitled “A Pragmatic Analysis of Emotional Blackmail in the
American Movie No One Would Tell (2018)”. It aims to identify the pragmatic techniques
of emotional blackmail used by victims and blackmailers. The framework of analysis is
based on Forward and Frazier’s (1997) kinds of emotional blackmail, Searl’s (1979) speech
acts, Brown and Levinson’s (1987) politeness, Grice’s (1975) cooperative principles,
Culpeper’s (1996) impoliteness, and Mayfield’s (2007) taxonomy of fallacy.

Three extracts from “No One Would Tell” are selected as the data of the study in
order to understand how characters emotionally blackmail others and explore pragmatic
manifestations of emotional blackmail.

The findings demonstrate that (a) punisher blackmailers tend to be impolite use
directive speech acts and rely on fallacy strategies to justify their position in their
arguments, (b) the victims’ speech reflects a high degree of politeness strategies to avoid
confrontations with blackmailers, (c) the victims tend to use representative speech acts

more commonly without employing impoliteness strategies.

2.6.1 The Current Study

After discussing the aforementioned previous studies, it is necessary to pinpoint
the differences between the current study and the previously mentioned ones.

First, most previous studies have approached the concept of blackmail from either
a CA or a pragmatic perspective. The present study, in contrast, investigates the concept of

blackmail from a forensic and social perspective to reveal how blackmail manifests in the
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data under scrutiny. Additionally, the current study investigates the conversational
strategies of blackmailers, males, and females.

Second, a new approach is used to analyze cyber blackmail cases. While some
strategies, such as hedges, taboo languages, and impoliteness strategies, have been studied
in previous studies, other strategies, such as compliments, minimal responses, have not.
The model is divided into three parts: types of cyber blackmail concerning gender
differences, conversational strategies encompassing sixteen strategies are included in the
former (seven related to sociolinguistics and nine to forensic linguistics and pragmatic
strategies that help impoliteness strategies manifest. As a result, the model is expected to
differ from those used in previous studies

Although focusing on the concept of cyber blackmail, some of the aforementioned
studies emphasize the aspects of various strategies, such as politeness, implicature, and
speech acts. Furthermore, the selected cyber blackmail cases are distinct from one another;
the current study limits the cyber blackmail cases to twenty-three, including both male and
female blackmailers.

To conclude, to the best of the researcher’s knowledge, none of the previous studies
shed light on the comparison between the language of blackmailers, males and females,
and the concept of cyber blackmail in terms of FL has not so far been studied, which is the

focus of the present study.
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CHAPTER THREE
RESEARCH METHODOLOGY

3.0 Preliminary Remarks

This chapter introduces the research methodology adopted in this study. It discusses
the research design, data collection and selection, the sample size and saturation, and the
context of the situation. Then, the components of the model are identified and explained.
Finally, the workability of the model operated in the present study is assessed.

3.1 Research Design

The most common types of research methods used by researchers are qualitative,
quantitative, and mixed methods. The current study utilizes a mixed approach, including
qualitative and quantitative methods. Qualitative research is the study of “concepts which
help us to understand social phenomena in natural (rather than experimental) settings,
giving due emphasis to the meaning, experiences, and views of the participants” (Pope &
Mays, 1995, p.43). The most significant aspect of qualitative research is that it is
"situationally constrained," meaning that the social context is crucial in determining the
meaning of the social actions (Neuman, 2014, p.17). On the other hand, quantitative
research is described as the application of statistical methods that are based on numerical
observation of specific aspects of phenomena; It “seeks measurements and analysis that
are easily replicable by other researchers” (King et al., 1994, p.3). It involves gathering
information that can be measured and statistically treated to validate or refute alternative
knowledge statements. (Williams, 2007).

Qualitative and quantitative methods complete and reinforce one another, producing
research that can be described as “richer and more comprehensive” (Neuman, 2014, p.167).
To enhance the validity of the study and recognize the issue from a more extensive
perspective, a mixed method of such type may help the researcher dig deeply into analyzing
the data. (Creswell, 2009).

The qualitative part of this study is represented by forensic linguistics examining

the concept of cyber blackmail cases on social media in Iraq. Meanwhile, the quantitative
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part involves utilizing the Statistical Program for Social Sciences (SPSS) as a statistical
tool to enhance the study's findings, support the researcher’s interpretation, and avoid bias
or subjectivity.
3.2 Data Collection

This section discusses the procedures of data collection and the criteria by which
the data is selected.
3.2.1 Procedures of Data Collection

In the present study, the data were collected by analyzing real cyber blackmail cases
obtained from various institutions, including police reports and court documents. A total
of 23 cases were selected, involving 12 male and 11 female Iraqi offenders. The cases were
chosen based on their relevance to financial, sexual, and beneficial blackmail. The
researcher ensured the confidentiality of the victims and offenders by anonymizing all
personal information. All of the cases collected and analyzed in this study occurred in 2024.
Each case was carefully examined to identify the threatening strategies used, and the
findings were systematically recorded for further analysis. Accordingly, this selection is
justified by the use of specific criteria.
3.2.2 Criteria of Data Selection

In this study, the data are purposefully chosen. Maxwell (2008) defined purposeful
sampling as a type of sampling in which “particular setting, persons, or events are
deliberately selected for the important information they can provide that cannot be gotten
as well from other choices” (p.235). Therefore, the following criteria can be used to support
the choice of data:

1- All texts are forensic texts that deal with cyber criminals accused of blackmailing,
rather than other types of crimes such as defamation, insult, fraud offenses, and
bribery.

2- The data include conversations between victims and blackmailers who have already

been convicted, ensuring that the study focuses on real cases of criminal activity.
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3- The data are directly connected to the criminal activity of cyber blackmailers and
include written conversations through social media and other forms of digital
communication.

4- The data include three types of cyber blackmail: Financial, Sextortion, and beneficial
blackmail involving male and female blackmailers; other types were excluded.

5- One of the main criteria is to investigate gender differences in the use of
conversational and impoliteness strategies, which reflect a wide range of scenarios
and provide valuable insights into the common and unique aspects of cyber blackmail

6- Since the current study involves blackmail that took place in Iraq, the selected cases
are in Iraqi dialect but translated into English, ensuring that they meet the researcher's
language and cultural requirements.

7- All selected cyber blackmail cases are recent, based on the statistics from the Ministry
of Interior Directorate of Relations and Media in Baghdad, ensuring the relevance and
timeliness of the data.

3.3 Sample Size and Saturation

In all qualitative research, data saturation is regarded a crucial factor in choosing
the sample size (Morse, 2015). Hennink and Kaiser (2022, p.2) define saturation as a phase
during data collection “when no additional issues or insights are identified and data begin
to repeat so that further data collection is redundant, signifying that an adequate sample is
reached”. Saturation focuses on the emergence of new information from the data, with no
redundancy of information, and it is one of the important aspects of the qualitative part of
the current study, which is based on the following factors:

A. The Smaller the Better

One of the most controversial matters in qualitative research is sample size. Sebele-
Mpofu (2021, p.1) maintains that a smaller sample size is considered a “contended
ingredient in the research”. Vasileiou et al. (2018, p.2) affirm that “samples in qualitative
research tend to be small in order to support the depth of case-oriented analysis that is
fundamental to this mode of inquiry” Similarly, Mason (2010, p. 1) believes that a big

sample size “can be time-consuming and often simply impractical” So, a smaller sample
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size 1s better to analyze. Because qualitative research is based on meaning rather than
making a broad statement, Mason (2010) goes on by saying that one occurrence of a code
or a piece of data is “as useful as many in understanding the process behind a topic™. (p.1)

Consequently, no need to add more data if the same information appears. Therefore,
only twenty-three cases of cyber blackmail have been chosen to take advantage of the
smaller sample size. A smaller sample size allows for a more focused analysis of linguistic
features, such as the use of threats, coercion, and manipulation from the blackmailer,
whether male or female, and can lead to more precise findings.
3.4 Context of Situation

To identify the contextual factors of the data under consideration, the researcher
uses Hymes’ (1974) SPEAKING model because it provides a comprehensive explanation
of context. Hymes’ model included sixteen components. Then, he presents the term
‘SPEAKING’ as an acronym in which each letter represents a constituent or a factor that
influences the particular speech occurrence and leads the communication process. These
elements are described in brief as follows:

1. Setting and Scene
Setting refers to “the time and place” of a speech i.e., its physical circumstances,

where the conversation takes place, while scene “refers to the psychological setting” or
“cultural definition” of the occasion (Hymes, 1974, p. 55).

2. Participants
Participants include the sender, the address, and the audience (Hymes, 1974).

3. Ends
Ends involve goals, purposes, and outcomes of communication.

4. Act Sequence
It refers to the form and the content of the speaker’s message (p. 54).

5. Key
A speech event's key indicates "the tone, manner, or spirit in which an act is done,"

1.e., mock, joyful, and serious. (p. 57).
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6. Instrumentalities
Instrumentalities refer to the medium of speech transmission or means used in

communication, whether written or spoken (p. 58).

7. Norms
Norms refer to the rules governing speaking, representing the criteria of society and

culture in a specific community.

8. Genre
The term genre refers to “the categories [of correspondence] such as letter, poem, myth,

bh

tale, proverb, riddle, curse, prayers, lecture ...etc.

3.5 Components of the Model

The model used to analyse the data of the study is an eclectic one. This model was
designed to highlight the linguistic differences between male and female blackmailers,
particularly strategies such as the use of taboo language and threatening strategies. It aims
to determine whether male and female perpetrators employ similar or distinct linguistic
strategies to achieve their blackmailing objectives. Because the strategies of cyber
criminals are various, careful investigation is needed to select the strategies that fulfill the
aim of the current study. The analytical model comprises three components. The first
component includes the classification of cyber blackmail into three main types.
Subsequently, it focuses on examining one key social variable: “gender” to explore whether
the cybercriminal is male or female and how this influences their linguistic behavior. The
second component draws on several theoretical frameworks: Coates' (2013) theory of
gender and conversational strategies; Andersson’s and Trudgill’s (1990) classification of
swearing words from a sociolinguistics perspective; and Shuy’s (2005) approach to
conversational strategies within forensic linguistics. the third component includes
pragmatic strategies, adopting Culpeper’s (1996) model of impoliteness.

Therefore, the eclectic model relies on a variety of linguistic techniques and
components. Figure (10) shows in detail the items used to analyze the data of cyber

blackmail cases.
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3.5.1 Cyber Blackmail

Cyber blackmail is the act of threatening to share personal information about
someone with the public, such as their friends or family, to acquire or grab property or
other things (Al Habsi et al., 2021). There are different types of cyber blackmail, and this

section explicates them.

3.5.1.1 Types of Cyber Blackmail

Three types of cyber blackmail are adopted by the current study: financial,
sextortion and beneficial blackmail Mekkawi (2022, pp. 62-76). They are the most
commonly encountered in judicial contexts and are particularly relevant to the objectives
of this research. Each category is analyzed concerning the specific forms and strategies of

cyber blackmail employed within it. (c¢f. 2.4.2).

3.5.2 Gender

Gender is not an innate quality or a fixed attribute; rather, it is a social construct
performed through behavior, including language use. It plays a crucial role in shaping how
individuals express themselves in interactions. Research has shown that men and women
often communicate differently, a phenomenon frequently attributed to culturally embedded
gender norms and expectations within their speech communities. In this context, the
present study aims to investigate the linguistic differences between male and female
blackmailers, with a specific focus on the strategies they employ to manipulate and exert

control over their victims. (¢f.2.1.2.5.1.1).

3.5.3 Cyber Blackmail Strategies

Blackmailers employ a variety of coercive strategies to achieve their intended
objectives. These strategies have been investigated by several scholars, including Coates
(2013) from a sociolinguistic perspective and Shuy (2005) within the framework of
forensic linguistics. Both highlight the linguistic and psychological techniques used in

manipulative and coercive discourse. This section examines the strategies used by
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blackmailers, along with the corresponding responses of their victims, offering a

comparative analysis of the communicative dynamics between both parties.

3.5.3.1 Conversational Strategies of Coates (2013)

Conversational strategies refer to the linguistic techniques employed by participants
during interactions to exchange information, express emotions, and convey ideas. Such
interactions typically involve at least two speakers, who may be of the same gender or
different genders. These strategies play a crucial role in shaping the structure and flow of
conversation, as well as reflecting underlying social dynamics.( Coates,2013).

Numerous researchers have argued that men and women differ in their use of
conversational strategies. Coates (2013), for instance, identifies seven distinct strategies
employed in conversation and discusses the ways in which their usage varies according to
gender. The following section provides a brief overview of each strategy as outlined by
Coates.

1. Minimal Responses
Minimal responses, referred to as “backchannels”, they are brief utterances such as

99 ¢

“mhm,” “yeah,” “right,” and “I agree” According to Coates (2013, p. 87), this strategy is
considered a “women’s specialty,” as it is frequently used by female speakers to support
their interlocutors, and express agreement or encouragement during conversation. for
instance:

(1) Mary: “If you use your long-distance service a lot then you’ll”.
Caller: “Uh-uh”. (Yule, 1996, p. 75).

(2) Victim: rah ?ba ‘?ldahdb watyk fuliis.bachir wallha yamk means “I'll sell the gold
and give you money. Tomorrow, I swear you'll have it”
Blackmailer: ay maf, xwf hych means “Yeah, alrigh”

2. Directive / Commands
According to Coates (2013), directive strategies involve the use of speech acts
intended to prompt the addressee to perform an action, often marked by expressions such

as “let’s,” “gonna,” “can,” and “could,” among others. Previous studies have shown that

this strategy is more frequently employed by male speakers, who tend to use more forceful
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or aggressive forms of directives. In contrast, female speakers are generally observed to
use less direct and more mitigated directives. This gendered difference in directive usage
reflects broader patterns in linguistic behavior. Consider the following example:

(3) “Lie down” (Coates,2013, p.96) o
(4) Blackmailer: fithy kamyra aw t ‘ay linafs almakan means “Turn your camera on or come
to that spot”

3. Swearing and Taboo Languages

Swearing words and taboo language can function as a strategy for expressing
anger, deep frustration, or intense emotions and may or may not be directed at a specific
individual. According to folk linguistic beliefs, men tend to swear more frequently than
women. Moreover, as Coates (2013) notes, the swearing words typically used by women
are often less offensive in comparison to those used by men. For instance, women may
choose euphemistic expressions such as “goodness” or “gosh” rather than more explicit or
profane terms.

Swearing, obscenity, profanity, blasphemy, name-calling, verbal insults, taboo
expressions, ethnic and racial slurs, vulgarity, slang, and scatological references are all
considered forms of taboo language. Trudgill (2000) explains that the term "taboo" refers
to expressions that are socially or culturally forbidden, often governed by irrational or
emotional prohibitions. While swearing is commonly associated with expressions of strong
emotion, it also functions as a powerful social expression intended to provoke, offend, or
draw immediate attention. In many cases, swear words carry a similar intensity to cursing,
with the speaker deliberately aiming for it to be noticed or reacted to immediately.

Swearing words appear in various forms and are frequently employed in spoken and
written communication to serve different pragmatic functions. According to Anderson and
Trudgill (1990), swearing words can be classified into four main categories: expletive,
abusive, humorous, and auxiliary. For the present study, three of these types are adopted
(expletive, abusive, and humorous) as they are most relevant to the analysis of language

used in cyber blackmail interactions.
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i. Expletive swearing words (ESW)

Expletive swearing consists of expressions used to convey strong personal
emotions such as happiness, sadness, anger, frustration, or shock. Unlike abusive swearing,
expletives are not directed at a specific individual and are typically uttered without the
intention to insult or harm. Instead, they serve as emotional outlets or reactions to events.
However, such expressions often including terms considered obscene or profane, such as
“hell,” “shit,” “fuck,” and “goddamn” are commonly labeled as “bad words” due to their
taboo nature. For example:

(5) Harley Quinn: “Down here. Follow me”
Montoya: “Holy shit!” (Syahla&Hartati,2023, p.109)
(6) Victim: lay[ heich tsawy Allah yaxdak means_“why you are doing that, May Allah

take you”

ii. Abusive swearing words (ABSW)

Abusive swearing refers to insulting language, including name-calling and curse
expressions, intended to attack or degrade the addressee directly. Unlike expletive
swearing, which may serve expressive or emotional functions, abusive swearing is
explicitly derogatory and often used to cause psychological harm or assert dominance in

verbal confrontations, as in:

(7) “You asshole!” (Jatmiko,2018, p.268).
(8) Blackmail: ?Pnta xalasitha byoot dara flatxaf tqdar means “you 've already wasted

yourself in brothels, so don’t stress, you can handle it”

iii. Humorous swearing words (HSW)

Humorous swearing represents a subcategory of swear words that, while containing
abusive or offensive language, serves a non-threatening function rather than intending to
insult. These expressions are often used to create a playful or humorous atmosphere,

particularly among close friends. For instance:

(9) Marshall: “Will you marry me?
Lily: Of course, you idiot! “[Lily feels happy to be his fiancée, and there was no way she
would refuse Marshall ] (Sarnika,2018, p.89).
(10) Victim: [bik chanak xibil means “You look insane!”
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In cases involving threats, harassment, hate speech, or blackmail, understanding the
type of swearing used can help interpret the offense's severity and nature. so that forensic
linguists can better analyze the context in which the words were used and determine the
intent behind the use of swear words. For example, distinguishing between expletive
swearing (expressing frustration) and abusive swearing (intending to harm) can be crucial
in legal contexts. This can aid in understanding the social dynamics and relationships

between blackmailers and their victims involved in a case.

4. Compliments

A compliment is a communicative act used to express appreciation, admiration, or
positive evaluation, either directly or indirectly. Such as expressions “I like your...,”
“that’s good,” or “nice!” While compliments are generally associated with positive
politeness, serving to enhance social harmony, they may also function as face-threatening
acts in certain contexts. This occurs when a compliment implies envy, desire, or
competition, potentially threatening the addressee’s privacy (Coates,2013).

Compliments may become problematic when they occur in cross-sex
interactions, particularly in professional settings. As Coates (2013, p. 100) notes, such
compliments can be interpreted as inappropriate or intrusive and, in some cases, may
constitute sexual harassment “Cross sex”. For instance, a man offering a personal
compliment to a female colleague in the workplace may cross boundaries of professional
conduct, as illustrated in the following example:

(11) Man: “You look so sexy today; Faye I must remember to have a cuddle with you
later” (Coates, 2013, p. 100).
(12) Blackmailer: [ufi habybty tadryn ?nti galiya alay means “Listen pet, you know
You're special to me, but what can I do?”

5. Questions

According to Coates (2013, p.93), questions are “part of the conversational
sequencing device known as the Question + Answer” As a conversational strategy,

questions are used to engage interlocutors and prompt responses. There are two types of
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questions: yes/no questions, which elicit short, direct answers, and Wh-questions, which
demand longer, more descriptive responses. Both types serve essential roles in supporting
dialogue and facilitating the exchange of information. In building interaction, women often
use questions as a strategy to invite participation, introduce new topics, hedge statements,
check the perspectives of other participants, and initiate storytelling. (Muthia et al.,2021).
For instance,

(13) Meg: What does it say?
Petey: Nothing much (Coates,2013, p.93).
(14) Blackmailer: wayn niltiqgi?means “Where we meeting up?”

6. Tag Questions

According to Lakoff (1975), tag questions are a type of conversational strategy that
reflect tentativeness and serve to reduce the force of an assertion. Tag questions typically
consist of an auxiliary verb (operator) and a pronoun, with or without a negative particle,
for example, “isn’t she?”” or “did she?”” (Coates, 2013) argues that women tend to use tag
questions more frequently than men. However, this claim lacks empirical support. as in the
following example:

(15) “He doesn't like his job, does he?” (Quirk et al., 1985, p. 811)
(16) “Wilek treed tkhalif amri, Mu?”” means “Hey!You wanna disobey me,isn’t (that
right)?”” (Albanon,2017, p.111).

7. Hedges

Hedges are linguistic forms that convey vagueness or imprecision in
communication. Lakoff (1973, p. 471) defines them as “words whose meaning implicitly
involves fuzziness, words whose job is to make things fuzzier or less fuzzy,” including

29 ¢

expressions such as “I think,” “I believe,” “you know,” “sort of,” “like,” “maybe,” and
“perhaps.” Hyland (1998, p. 1) further explains that hedges are “any linguistic means used
to indicate either a lack of a complete commitment to the truth of a proposition or a desire
not to express that commitment categorically.” Additionally, Gunnarsson (2009) suggests
that hedges may function as euphemisms, used either to deceive the listener or to convey a

message indirectly, thereby creating a degree of distraction or ambiguity in discourse.
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Particularly within legal contexts, some scholars have associated the use of hedges
with deceptive language. Sporer (2004, p. 92) asserts that hedges occur “more frequently
in deceptive statements,” and therefore, may be regarded as potential indicators of
dishonesty or "lie criteria." In their analysis of forensic texts, Bachenko et al. (2008)
identify hedging as a subset of linguistic markers linked to deception and insincerity. They
argue that expressions such as “maybe” and “to the best of my knowledge” function as
rhetorical strategies to obscure commitment to factual accuracy, thereby avoiding direct or

definitive statements (pp. 43—44).

7.1 Taxonomy of Hedges
According to Salager-Meyer (1997, pp.131-133), the most common set of linguistic
devices of hedging in English includes:

1. Modal auxiliary verbs

Verbs denoted possibly, permission, or necessity to express a sense of tentativeness
or conditional actions. verbs like “may, might, can, could, would.... etc. (p.130)

(17) “Such a measure might be more sensitive to changes in health after specialist

treatment”.

(18)  Blackmailer: ymkin ynhoon hayatich means “They might end your life”

2. Modal lexical verbs
They are called “Speech acts verbs” and are used to perform doubting, evaluating,
and criticizing rather than describing as seem, think, agree, propose, believe, assume, etc.
For instance:

(19) Without specific training, medical students’ communication skills seem to decline
during medical training” (p.132).

(20) Blackmailer: ?tiqid tarufin maslahtich zain means “Recon you know what’s good
for your proper”

3. Adjectival, adverbial, and nominal modal phrases

Phrases use adjectives, nouns, or adverbs to qualify statements. These include:
a. Adjectives like possible, probable, un/likely
(21) “Septicemia is likely to result, which might threaten his life”’
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(22) 2l zahir kalami maijabich means “Guess you didn’t like a fan of what I said”.
b. Nouns as an assumption, claim, possibility, estimate, and suggestion

(23) “Possibly the setting of the neural mechanisms responsible for this sensation
is altered in patients with chronic fatigue syndrome”
(24) Plsaraha ?nti gabiya means “Frankly speaking, you're dumb”

c. Adverbs are like perhaps, possibly, probably, practically, likely, presumably,
virtually, and apparently. It could be non-verbal modals. For example:

(25) “This is probably due to the fact that Greenland Eskimos consume diets with
a high content of fish”

(26) Umuman kul am wa ?nta bixyr umr Pltawil watahqiq Plamani means
“Anyway, holidays, long life and may all wishes come true”.

4. Approximators of degree, frequency, quantity, and time

Words or phrases refer to approximation in terms of degree, like approximately,
roughly, about, often, occasionally, generally, usually, somewhat, somehow, and a lot of,
for instance,

(27) “Persistent subjective fatigue generally occurs in relative isolation” (p.133)
(28) Ma ?Ptlub hway flus minch tagriban sabat Pwraq,xw fwaya “Ain’t asking for much,
just 700 dollars,it’s nothing right?

5. Introductory phrases

Phrases convey the author's perspective, uncertainty, and personal engagement, for
instance, expressions like I believe, to our knowledge, it is our view that, and we feel that...

(29) We believe that the chronic fatigue syndrome reflects a complex interaction
of several factors”
(30) Blackmailer: hasab ¢lmi tdrin Pndalkum bait bait” means “ I know how to
track you lot down house by house”
6. If clauses

They are conditional clauses that introduce hypothetical situations or conditions
such as if true or if anything...etc.

(31) “If true, then, our study contradicts the myth that fishing attracts the bravest
and strongest men”
(32) Pida ¢ala tariqi yaret twasini means “If you are on my way, I wish you can

give me a lift” (Al-Ahmad & Al-Rssam,2021)
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7. Compound hedges

Some phrases are present from the combination of multiple hedges. The compound
hedges include two types of alternative questions:

i. A modal auxiliary combined with a lexical verb with hedging content (e.g., it
would appear).

iil. The lexical verb combined with an adverb or adjective where the adverb (or
adjective) reinforces the hedge already inherent in the lexical verb (e.g., it seems
reasonable/probable). Compound hedges can be:

1. Double hedges, e.g., it may suggest that; it seems likely that; it would
indicate that; this probably indicates

2. Treble hedges, e.g., it seems reasonable to assume that.

3. Quadruple hedges, c.g., it would seem somewhat unlikely that, it may

appear somewhat speculative that...etc.

3.5.3.2 Conversational Strategies of Shuy (2005)

Blackmailers employ different strategies to achieve their objectives, which are
categorized as conversational strategies. According to Shuy (2005), these strategies
represent the deliberate or subconscious methods used to manipulate and control the flow
of conversation to reach a specific goal within the criminal's mind. Shuy (2005) assumes
that such strategies often involve "planning and negotiating the discourse structure during
extended segments of conversation" (p. 34), thereby shaping the interaction to achieve a
desired outcome.

1. Using Ambiguity

It is a purposeful strategy that blackmailers often try to be ambiguous or vague to
keep their victims from knowing exactly what they mean. Even though most blackmailers
are clear, this strategy helps them create the appearance of crime in conversation.

(33) S1: “Clean it up!!”
S2: “Yeah, they want you to clean it up or whatever” (Shuy,2005, p.36)
(34) Blackmailer: illa ?rawykum nijoom Plzihr means “I’ll make your day as dark as

night”
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2. Blocking the target’s (victim's) words
Blocking the target’s words is one of the strategies that can be accomplished in at
least four ways: creating static on the tape, interrupting or overlapping, speaking on the
target’s behalf, or manipulating the on /off switch. Two types of conversational blocking
related to the data:
a- Interrupting or overlapping the target’s words
Both the blackmailers and victims interrupt or overlap with each other for different
reasons, including strong disagreement, a lack of interest in what is being said
between them, or the blackmailer’s extroverted habits of domination.
b- Speaking on behalf of the target
It is one of the strategies that happens due to escalating, further interrupting,
or overlapping. Schiffirin calls this strategy “speaking for another”. It means the
blackmailer blocks the victim’s turns and usurps that turn to speak on their behalf.

(35)  Agent: “I hope, Ken, that there won’t be any problem with you”
Mayor: “[interrupting and speaking on behalf of McDonald]: No, there’s no

problem” (Shuy,2005, p.16).

(36)  Blackmailer: mihtaj fulus wa ?Pridhi biasra waqit means “I need dosh, need it

sharpish”.
Victim: fuf ?na ?xuha wa rah 2ftiki alayk means “Hey, I’m her brother and I’m

gonna report you”.

3. Hit and Run

The hit-and-run strategy refers to conversational strategies in which the blackmailer
briefly introduces a topic, often with a hint of illegality, and then suddenly shifts the topic
before the victim has the opportunity to respond meaningfully. In this way, the blackmailer
implies a suggestive or incriminating idea and then promptly changes the conversation to
another topic, thereby avoiding confrontation while continuing to advance their hidden
agenda.

(37)  Peter: “I've been thinking what you said to me yesterday and I’'m thinking that you
mentioned that you would shoot him yourself.
Arshed: If I get the chance if nobody else can do it... Yes, I would.
Peter: Okay, so that’s what I'm gonna do,okay? Now do you have any preference the
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way you want that done? What type of firearm’s used?
Arshed: Sorry?” (Shuy,2005, p.67)
(38)  Blackmailer: ?Patiqid taurufyn mslahtich zyn [ufi frah ?sawy bas tahzryni means
“Recon you know what’s good for your proper,see what I’ll do when
you don’t add me!!”

4. Camouflaging the illegality

Camouflaging illegality is a deceptive conversational strategy in which
blackmailers present unlawful activity as entirely legal. This involves portraying the act in
a “benign light” to reduce suspicion and encourage the victim’s initial engagement. In
reality, however, the true nature of the activity is concealed until the victim is gradually
drawn into a discussion or negotiation, at which point the illegality is subtly introduced and
slowly carried out. This strategy is often referred to as a form of “bait and switch” (Shuy,

2005, p. 18). For instance,

(39)  Petal: “I'm just going by the articles that I read in the paper, you know, reading
here.
Agent: Yeah, and I know, I mean your hands are staying clean” (Shuy,2005, p.33).
(40)  Blackmailer: xal ?fufich fithy kamira means “let me see you, turn your camera
On »
Victim: kafi ma?qdar means “Enough,I can
Blackmailer: qitlich rah ?sawrich wa rah ?msahin kulhin wa?dizlich ?lfidieo tara
tabiyiy bad leif matqidryn means “Told you I’ll take your pics, then delete the lot

and send you the video, it’s normal, innit, why can’t you?”

,t ”»

5. Isolating the target (victim) from important information
Isolating the target from crucial information is a common strategy used by
blackmailers. Here, victims are denied access to essential information needed for decision-

making. Consider these examples:

(41)  You don’t need to know why, just do what I said.

(42)  Blackmailer: hadani ily nifarithin wahid min ?lif wa mahad rah yrhamak
means “What I’ve shared is just one in a thousand,and no
one’s gonna show mercy to you”

6. Ignoring the target when says No
To persuade their victims to comply with their demands, blackmailers frequently

employ a strategy of ignoring the target (victim), where they ignore the victim's refusal and
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continue the pressure until their demands are met, regardless of the victim's resistance or
objections.
(43)  Petal: “The FDA is controlling everything, which is fine. I mean, it don’t[doesn’t]
matter. it’s fine. We can make good money at it, but the jail time is not worth it.

Agent:_No, no. it’s you’ve got to be careful” (Shuy,2005, p.34)

(44)  Victim: kafi ma ?qdar means “Enough, I can’t”

Blackmailer: fithy Plkamyra ma 2qdar Pntazrich ?kOar means “Turn your camera

on now, can’t wait any longer”

7. Withholding crucial information from the target (victim)

This strategy involves withholding crucial information that is necessary to maintain
control over the victim, thereby ensuring the blackmailer's continued influence. For
instance,

(45) I know something that could ruin you, but I haven’t decided whether to use it yet.
(46) Blackmailer: ma rah aqulich mnean jibit 7l suwar means “I ain’t telling you where

I got the pics”

8. Lying to the target about crucial information
Blackmailers often deceive their victims by providing false information, which is a
foundation for the victims' decision-making processes. Additionally, they may employ
deceptive strategies, such as assuming a false identity, to further manipulate and control
their targets (Shuy, 2005).

(47) The police are already watching you; I’m trying to help before things get worse.
(48) Blackmailer: dzi flus bad wa Pmsah kul suwarich means “Send money again and
D’ll delete your pics”
Victim: wa timsah kul /i Pkeed means“And delete everything” [later, he asked
her to send money again]
Blackmail: dzi flus zarory Iw ?nfr means“Send the money or I’m sharing your
ics”
Victim: mu waditny rah tihoif kul /i means “Didn’t you promise you were gonna

delete everything?”

9. Scripting the target
In cases of blackmail, the language used by the blackmailer constitutes one of the

most reliable forms of evidence in court, as it directly reflects the blackmailer's intent and
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actions. This phenomenon is referred to as "self-generated guilt," wherein the blackmailer’s
own words serve as critical evidence of their criminal behavior. The blackmailer may
explicitly instruct the victim on what to say or may manipulate others into delivering
specific messages to the victim, thereby coercing them into compliance with the demands
made.

(49) “I want him removed so nobody knows where he is” (Shuy,2005, p.62)

(50) Blackmailer: ?gulkum xaf tarhun taftakun tara ?0ikum watitwaratun means “Don’t

even think about running to the cops, alright? I’ll make life proper hard for you

In the context of forensic linguistics, these strategies play a crucial role in
understanding how language is utilized as a tool for manipulation, control, and coercion.
By analyzing the structure, choice of words, and strategies employed in the conversation,
forensic linguists can interpret the fundamental objectives of the blackmailer and the
psychological dynamics of the threat. Shuy's framework provides a useful lens for
examining the discourse of blackmailers, particularly in criminal investigations in the
context of forensic linguistics. these strategies are essential for understanding how
language functions as a tool for manipulation, control, and coercion. Through the analysis
of discourse structure, word choice, and conversational tactics, forensic linguists can
interpret the underlying objectives of the blackmailer and the psychological dynamics at
play in the threat. Shuy’s framework offers a valuable lens for examining the discourse of
blackmailers, particularly in criminal investigations, where linguistic analysis can reveal
both explicit and implicit elements of the interaction, uncovering the concealed motives

and strategies employed.

3.5.4 Pragmatic Strategies
Pragmatics involves various strategies such as speech acts (SAs), reference, implicature,
cooperative principles, politeness, and impoliteness. The current study adopts the theory of

impoliteness, which serves the purpose of the study:
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3.5.4.1 Impoliteness Strategies

In order to gain a deeper understanding of impoliteness, it is crucial to start by
reviewing ideas of politeness. Linguistic politeness is characterized by addressing others
in a manner that is appropriate to the nature of the relationship. According to Holmes
(2008), being polite involves speaking to people appropriately in the light of the
relationship. Consequently, the level of politeness depends on the social relationship
between the interlocutors, which defines the level of formality employed in their
interaction.

According to Eleen (2001), impoliteness is the absence, lack of practice, or
deviation from politeness. Impoliteness is described as "communicative strategies designed
to attack face, and thereby cause social conflict and disharmony" in Brown and Levinson's
(1987) theory of politeness (Culpeper, 1996, p.349). Culpeper (1996) asserts that
purposefully harming or demeaning another person's face is an example of rude behavior.

Impoliteness is characterized as a negative attitude toward specific actions occurring
within particular contexts (Culpeper, 2010). Although Culpeper’s (1996) model of
impoliteness was not the first to be derived from Brown and Levinson’s (1987) politeness
model, Culpeper (1996) developed a framework of impoliteness strategies based on
politeness strategies, identifying a corresponding impoliteness strategy for each politeness
strategy.

Five impoliteness strategies for handling face-threatening activities (FTAs) were
identified by Culpeper (2005). When the victim and the blackmailer have an acrimonious
interaction, the blackmailer may target the victim's unfavorable face. In other words,
because they don't have a positive relationship, blackmailers threaten or damage the
victim's reputation. The following are Culpeper’s impoliteness strategies:

1- Bald on record
Bald on record is a face-threatening act in which the speaker or sender intentionally
seeks to damage the addressee’s face. It is usually performed in a direct, clear,
unambiguous, and concise manner, particularly in situations where the speaker does not

attempt to minimize or mitigate the threat. As Culpeper (1996, p. 256) states, this strategy
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1s used “in a direct, clear, unambiguous and concise way in circumstances where the face
1s not irrelevant or minimized”, for instance,

(51) S1: “You have never used to ask me so many damn questions”.
82: No, I just wondering, you’ve got a job to do. Why don’t you just do it and shut
up? (Wahid and Omar,2010, p.202)
(52) Blackmailer: latzlin tasalyn ,sawarti Iwla batily hay ?lklawat means “Stop asking
questions, you taking pics or not? Stop this nonsense”

2- Positive Impoliteness
Culpeper (1996, p.258) asserts that positive impoliteness involves the use of
strategies intended to attack the addressee’s positive face, that is, their desire to be liked,
accepted, and approved of by others. This form of impoliteness is typically realized through
several sub-strategies, including:
Table 2
Positive Impoliteness Strategies (Culpeper, 1996)

Strategy Example

1- | Ignore and snub the other (53) 1 will not wait for you
(54)  Lw Pbuch ym Allah ham ?hadidch “

2- | Exclude the other from an activity | (55) Keep away; we don’t want you here.

3- | Disassociate from the other (56) Do not blame me; it is your fault

(57)  Blackmailer: ?ma tigin wa ?la itifaqina aw
latlumini bad “Either you come on our terms or
don’t blame me after”

Be disinterested, unconcerned, (58)  You go and complain; I do not care.

4- | unsympathetic (59)  Victim: haram ?Pleik “Have mercy”
Blackmailer: dazeitlich maqtich al
WhatsApp,wa malumat wa tanbih “‘Sent you
clips to your WhatsApp, sent you info and a

warning”
5- | Use inappropriate identity (60) My young fellow, did you thought that you
markers could get away with it that easy?

(61)  Blackmailer: 20wal ?bu haliqg Plawaj
“you crooked-mouthed muppet”

6- | Use obscure or secretive language | (62) [ do not believe that he has the magic
bullet.
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(63)  Blackmailer: Yaba kilfi biwagta hilw
“What goes around comes around” [God’s
generous]|

Seek disagreement

(64)  A: I think he may win this time
B: Do not count on that
(65) Victim: itrikni ?rjook “Leave me alone
please”
Blackmailer: ma 2gdar, “can’t do it”

Make the other feel uncomfortable

(66)  You have made my life miserable, and now
it is your turn

(67)  Blackmailer: simati an hadi ?Pltaliba
intihrat hay talitich “Heard about that student
who did herself in? That’ll be you next, innt”

Use taboo words

(68)  You are so crazy.

(69)  Blackmailer: rah ?kitlich ?nti wa had
Plgirin ?Plgibalty bi means “I’ll kill you and that
thick-headed cuck you got married to”

10-

Call the other names

(70)  Mr. James. Now, everyone knows what a
big loser you are
(71)  Blackmailer: hada ?l himar “That stupid

donkey”

3- Negative Impoliteness

Negative impoliteness is a strategy utilized to damage the addressee’s negative face

wants. As Culpeper (1996, p. 356) explains, this form of impoliteness can be realized

through various sub-strategies, including:

Table 3

Negative Impoliteness Strategies (Culpeper, 1996)

Strategy Example
1- | Frighten, i.e., instill the belief that | (72)  You will be sorry for this.
action detrimental to others will (73)  1oa ma?xleech ilich fhloug Plalam “I’ll
occur. have everyone’s mouths running about you”
2- | Condescend, scorn, or ridicule Be | (74) You are acting like a little child, do you

contemptuous.

know that!
(75)  Blackmailer: ?6wal Pbu haliq Plawaj
means “you crooked-mouthed muppet”
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(76)  Whom have you been talking to?
3- | Invading the other's space

Explicitly associate the other with | (77)  Without me, you would not have been

4- | a negative aspect successful.
5- | Put the other's indebtedness on (78)  You are the reason for my failure, and for
record your information, the failure of the son is the
failure of the father.
4- Sarcasm

In this strategy, the Face Threatening Act (FTA) is conducted indirectly through a
politeness strategy characterized by sincerity. This entails the act of showing politeness,
while the intended meaning may be contrary or distinct from the speaker's verbal
expression, thereby not preserving the addressee’s face.

Culpeper’s understanding of sarcasm closely adjusts with Leech’s (1983)
conception of irony. According to Leech (1983, p. 82), the Irony Principle (IP) states: “If
you must cause offense, at least do so in a way that doesn't overtly conflict with the
Politeness Principle (PP), but allows the hearer to reach the offensive point of your remark

indirectly, by way of an implicature”. For example,

(79) “Of course, of course. It’s a real struggle and my heart goes out to them. It’s very
tough, very sad. I don’t want to get any letters. But this guy, come on!” (Sari et al.,
2019, p.234)

(80) Blackmailer: xatiya xaf ma idkum rah ?sawyhin xams malayin, which means “Aw,
poor you. Maybe you can’t afford it, I’ll drop it to 5 million”

5. Withhold Politeness

This strategy reflects the absence of expected politeness behavior, particularly in
contexts where politeness is socially expected. It involves intentionally withholding
politeness cues, such as verbal acknowledgments or responses. As Culpeper (1996, pp.
356-358) notes, withholding politeness, such as failing to thank someone for a gift, can be
interpreted as a deliberate act of impoliteness rather than a mere mistake, for instance,

(81) Bannerman: “What up, McGregor...
Thomas: Bannerman. Congratulations.

Bannerman: I didn't even want it. I was in Ibiza last night. Heavy lies the crown,
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yeah?” (Sari et al.,2019, p.230)
(82) Blackmailer: Jeeb filus wa bas, la tsawy swalif Zaida, which means “Drop the

money off and quiet the nonsense”.

It is worth mentioning that the current study adopts Culpeper’s (1996) model of
impoliteness to explore the linguistic strategies employed by both male and female
blackmailers in cyber blackmail. As one of the most significant frameworks in impoliteness
research, Culpeper’s model has been refined to incorporate the discursive nature of social
interaction. Impoliteness theory is fundamental to understanding how cybercriminals
establish dominance and instill fear through language. By analyzing the aggressive and
coercive linguistic tactics used in cyber blackmail, this study highlights how perpetrators
manipulate and intimidate their victims.

Furthermore, this research provides critical insights into the power dynamics of
cyber blackmail, demonstrating how language is strategically employed by both male and
female blackmailers to assert control over their victims. In forensic contexts, the analysis
of these impoliteness strategies serves as legal evidence by revealing the perpetrators'
malicious intent and the psychological distress inflicted upon victims. Additionally, the
study employs Shuy’s strategies to offer a systematic approach to identifying threats,
coercive techniques, and the communication patterns of offenders. By examining gender-
based differences in blackmail strategies, this research contributes to a deeper
understanding of cybercriminal behavior and the role of language in exerting power and

control.
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3.6 Testing the Workability of the Model
This section provides a practical example to examine the applicability of the model
developed in this study. For this, the following forensic text is utilized:
Forensic Text
Blackmailer: Qi my love, where are you? Better respond immediately.
When you sending over the dosh?
Victim: I gave you yesterday!!!
Blackmailer: Stop chatting, send the money.
Victim: I’ve got nothing left.
Blackmailer: your pics.
Victim: I swear I didn’t do anything!
Blackmailer: You are so polite! I know,
Oi, just so you know, today’s your last day. Don’t send the money, watch me share your
pics and expose you.
Victim: I swear I’ve got nothing.
Blackmailer: Send the money or I’'m sharing your pics.
If you don’t send money, I won’t show you any mercy.
I swear I won’t leave any bloody place without postin everything.
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A. Contextual Analysis
This case is a financial blackmail, where the perpetrator hacked the victim’s account
and subsequently threatened to publish her pictures unless she sent him money, using

threats as “Send the money or I’m sharing your pics.” The blackmailer conducted these

threats through the WhatsApp application.

B. Conversational Strategies

In order to coerce the victim into agreeing to his demands, the blackmailer utilizes
the strategy of “Directive /Commands.”” He tries to create a sense of urgency by implying
an imperative language, as in

“jawbiny bisura” (4c_u n ) means “Better respond immediately

“rislyly folous” ( u+s¥ ) means “Send the money”

The blackmailer not only conveys commands, but he also seeks to exert pressure
and prompt immediate action from the victim, which eliminates any possibility of
discussions or negotiations, forcing the victim to comply with the demands.

It is also evident that the blackmailer employs the “Compliment” strategy to
manipulate the victim or get her to respond. He praises her by saying:

“hayaty” and “habybty” (s ,Sbs &) means “Oi my love”

In an attempt to flatter her and draw her into conversation, it is more than just a
compliment; it is a deliberate attempt to break down her defenses and elicit a response.

The blackmailer attempts to elicit detailed and open responses from the victim by
utilizing the “Question” strategy, as in

“wyn ?nti hasa” (4« <l 01 9) means “Where are you?”
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“by/ ?lsaa trslyn flous ( osslt (plu i 4elud) (i) means “When you sending over the
dosh?”. The blackmailer aims to obtain as much information as possible.
Furthermore, the blackmailer utilizes the hedging expression as in

“Bilmunasaba hada ?xir youm ilich”(g) s Ja) 13 4duliall ) means “just so you

know, today’s your last day”. To convey uncertainty regarding whether the victim is aware
that the blackmailer has extensive knowledge about the last day of sending money serves
to subtly suggest awareness while maintaining a degree of ambiguity by allowing the
blackmailer to exert psychological pressure over the victim. This type of hedge is called an
“Introductory phrase”

As clearly evident, the blackmailer uses the strategy of “Hit and run” in

“walla ma?xaly makan ma ?nfir bi kil [i” (o5 2 i L o8 a1 L 4 5) means “7
swear I won’t leave any bloody place without postin everything” which shows that before
the victim has the chance to respond appropriately, the blackmailer swiftly issues a threat
and then disappears, leaving the victim in a state of uncertainty and distress.

Additionally, it can be observed that the blackmailer employs the strategy of
“Ignoring the victim when she says No”. When the victim responds that she does not have
a lot of money to send, “maindi wallah” ,( 4l 5 sicl) the blackmailer ignores her, saying:

“Pswar” (Ls<=ll) means “pour pics”

“rislyly flous” (w58 L)) means “Send the money”

Finally, the blackmailer provides clear evidence of his guilt as his words reveal
unlawful actions, “the blackmailer’s self-incrimination” by employing the strategy of
“Scripting the target” saying:

“i0a matrislyn flous rah ?nfir suwarich wa ?fidhich” means “Don’t send the money,
watch me share your pics and expose you” (g>=8 5 z )5 330 715 e sl Galu il 131)

“rislyly flous Iw ?nfir suwarich” means “Send the money or I'm sharing your pics”

“ 10a matrislyn flous ma rah ?rxamich” means “If you don’t send money, I won’t
show you any mercy” (gl ) ool onlas 5ila 1))

“walla ma?xaly makan ma ?nfir bi kil [1” means “I swear I won’t leave any bloody

place without postin everything” ( 5 JS 2 551 L 13 g% JaT Lo dl 5 )
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C. Impoliteness Strategies

The blackmailer uses three strategies of impoliteness. Firstly, he uses “Bald on
record” strategy, saying “jawbiny bisura” and “rislyly folous” to maintain his control over
the victim and create intentional face damage directly.

Secondly, he attacks the victim’s negative face by employing the sub-strategy of
impoliteness “Threatening,” as in:“i0a matrislyn flous rah ?nfir suwarich wa ?fidhich” ,
“rislili flous lw ?nfir suwarich” , “walla ma?xaly makan ma ?nfir bi kil [1” and * i0a
matrislyn flous ma rah ?rxamich”. At the same time, he uses another strategy of
impoliteness, ‘“mocking, belittling, or ridiculing the victim, making her feel weak,
worthless, and powerless” as in “?dri bich klif killlllllllif muadaba”

(fape CUMMMMMMNG 3K =y s ,00) means “You are so polite! I know,”. This
utterance is a “sarcasm” strategy; on the surface, the blackmailer conveyed his expression
with a sympathetic pattern, but the real intention is mockery and humiliation for the victim.
Table (4 ) demonstrates the blackmailer’s strategies.

Table 4

Conversational Strategies and Pragmatic Strategies in Forensic Text

Conversational Strategies Pragmatic Strategies
. | Exp. Impoliteness S.
2 — P > AR p
= o ) = | &b| oo 20
5] S = = S| | & §| 5| B Bald on record 2
ol o| 9 o 2| .9 =N T B B s
ARARE 21 5|2 8|2 2|2 2 o 2 "
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CHAPTER FOUR
DATA ANALYSIS AND DISCUSSION OF RESULTS

4.0 Preliminary Remarks

This chapter introduces the practical part of this study. It mainly describes the
analysis procedures and analyzes the targeted data based on the model in Chapter Three.
Furthermore, it introduces the results of the analysis and their discussion.
4.1 Analytical Procedures

The process of analysis involves a number of procedures that are followed to
achieve the purpose of the current study. These procedures are as follows:

1- Identify and select cases of cyber blackmail based on the data selection criteria

(cf. 3.2.2).

2- Identifying the types of cyber blackmail for each case.

3- Providing a comprehensive overview of the contextual factors before analyzing the
cases of cyber blackmail, such as setting, participants, and the other elements of
Hymes’ SPEAKING model, to get the reader intellectually prepared to understand
what is going on.

4- Translating the cyber blackmail cases from Iraqi Arabic dialect into informal
English, followed by transliteration using the International Phonetic Alphabet
(IPA), ensuring linguistic accuracy and clarity throughout analysis. (See p. xix) for
clarification.

5- To avoid redundancy and excessive length in the forensic texts, twenty-three cases
representing different types of cyber blackmail were selected as samples for analysis
based on the richness of the strategies outlined in the model rather than on the length
of the texts. The aim is to ensure that each strategy is represented at least once within
the selected forensic texts across the entire chapter.

6- The analysis of the data is conducted according to the model described in Chapter
Three (cf. 3.5). As previously indicated, this study adopts mixed methods approach.

Each case is qualitatively analyzed and presented in a table to illustrate the linguistic
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strategies used by the blackmailers. The data analysis consists of two sections: the
first focuses on conversational strategies, while the second examines impoliteness
strategies.

7- A quantitative analysis was conducted using the SPSS program to examine the
occurrences and frequencies of both conversational and impoliteness strategies
employed by male and female blackmailers. This analysis aimed to identify the most
commonly used strategies and to determine whether statistically significant gender-
based differences in their usage.

8- Finally, discussing results, drawing conclusions, proposing recommendations, and

offering suggestions for further research.

4.2 Analysis of Cyber blackmail Cases

This section displays the qualitative analysis of cyber blackmail cases, which
contain conversations between cyber criminals and victims. (Perpetrators and victims).
4.2.1 Contextual Analysis

The common contextual factors for all cyber blackmail cases are in Table 5 below.
However, only the objectives (ends) and means (instrumentalities) differ from one case to

another and will be described in more detail before each case analysis.

Table S
The Contextual Factors of the Cases of CBM

Contextual Factors Description

The time (date) goes back to 2024.

The place of the data is unknown because criminals use different
Setting and Scene | websites, and there is a web relationship instead of the crime
scene. They also use undetectable usernames.

There are two participants: the blackmailer (perpetrator, sender)
Participants and the victim (plaintiff, receiver) of the messages.

Ends The cybercriminals who send messages through various websites
are attempting to coerce the victim into paying money, engaging
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in unlawful services, submitting to revenge, or providing sexual
favors to ensure the criminals' silence.

Act Sequence

The selected cases of cyber blackmail are drawn from actual
conversations between blackmailers and their victims. These
interactions typically unfold in identifiable phases. Firstly, the
blackmailer attempts to establish communication with the
victim, often under the guise of familiarity or persuasion.
Secondly, the blackmailers begin to demand various requests for
money, sexual favors, or other forms of compliance. This is
usually followed by explicit or implicit threats, where the
blackmailer threatens the victim to disclose sensitive personal
information or private material.

Key

Most of the time, blackmailers are serious, clear, conflicted, and

don’t have any humor if the demand is not met. On the other
hand, the blackmailers sometimes make fun of the victim’s
situation.

Instrumentalities

The data collected for this study consists of cyber blackmail
messages exchanged through platforms such as Facebook,
Instagram, Telegram, and WhatsApp. These written
conversations are sent via mobile devices or computers.

Norms

The social norms govern both the flow of the event and the
participants’ behaviors, including their actions and reactions. In
the context of cyber blackmail, these norms often involve
secrecy, power imbalance, and compliance with the
blackmailer’s demands to avoid threats or exposure. Such norms
shape the communication dynamics and contribute to the
victim’s constrained responses.

Genre

The selected cyber blackmail cases are classified as part of non-

institutional yet legally relevant discourse, placing them within
the broader category of forensic texts (cf. 2.2). Despite their
informal nature, such conversations carry evidential value and
are subject to forensic linguistic analysis.
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Forensic Text 1
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Blackmailer: Where we meeting up? Send the money or 1'm sharing your pics.

Victim: I gave you money yesterday - what's with asking for more every bloody day?

Blackmailer: Stop chatting - where we meeting?

Victim: Same place.

Blackmailer: Get there and give the money to the lad who comes to you. Don't try

anything clever. I'm warning you and this is a threat.

Victim: Just don't send anything and delete what you've got.

Blackmailer: Send what?? I'll show your minging face to everyone so they know

exactly who you are, you filth. What's this, gone quiet, have you? Hiding in shame?

You tramp.

Victim: Do what you want.

Blackmailer: Think I'm having a laugh? You filth, I'm warning you proper. Don't

send the money, watch me share everything. Then you'll see what happens.
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(Appendix A. Case 1, p. i)
A. Contextual Analysis

This case is a financial blackmail, in which the perpetrator is a male and coerced the
victim by threatening to disclose her private photos unless she provided additional financial
payments. The blackmailer threatens the victim through the WhatsApp application.

B. Conversational Strategies

The blackmailer employs the strategy of "Directives and Commands" in the
utterances "rslilT fulous" (s L)) “Send the money”, "ruhi hnak” (dis .~ 5)), and
"salimi.ilflous™ (o4l GAL-u) “Get there and give the money”. These imperative forms are
used to pressure the victim into complying without hesitation or resistance. By issuing
direct commands, the blackmailer creates a sense of urgency and implicit threat,
reinforcing their dominance over the victim. They demonstrate the blackmailer's authority
and coercive control, referring to the lack of politeness markers, and serve to assert control.
These commands are forceful and devoid of mitigating politeness markers, emphasizing
the power imbalance between the blackmailer and the victim. The blackmailer asserts
control and compels obedience through this syntactic structure, exploiting linguistic
authority to manipulate the victim’s actions.

The blackmailer uses “swearing and taboo languages” by saying “qadira, (s_3)
which means “ filth” and “‘ar”; (Ule)which means “Hiding in shame” and “tafa”
(“i'"»\-la)which means “ tramp”. he uses abusive words to attack his victim verbally. These
words, “‘ar”, “qadira”, and “tafa” reflect strong societal judgments and are often used to
criticize individuals whose behavior is deemed unacceptable, reinforcing social norms and
expectations.

In Iraqi dialect, the words “‘ar” (U\e), “qadira” (s0%), and “tafa” (<ilbk) are used to

describe individuals who are viewed as disgraceful or dishonorable within society.
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The word “ar” is used to label someone as a source of disgrace or dishonor to their family
or community. Calling someone ‘ar implies that their actions are socially unacceptable and
humiliates those associated with them.

The word “qadira” is used as an insult to describe someone as morally corrupt or
despicable. This term not only carries a sense of physical dirtiness but also connotes a deep
moral impurity.

The word “tafa” is a colloquial term used to refer to someone who is notorious in a
negative way. It describes a person whose bad reputation is widely known and who 1is
spoken about as an example of disgrace.

It is also noticeable that the blackmailer strategically uses the “Question” in the
utterance “wayn niltiqi?” ( €& ¢ns), which means “Where we meeting up?”’ to reinforce
his control over the victim and facilitate the exchange of money. By inquiring about the
meeting location, the blackmailer asserts his dominance in the interaction, ensuring
compliance with his financial demands. This question is typically used in a context where
the time of the meeting has already been determined or is implicitly understood, further
emphasizing the blackmailer's manipulation and persistence.

To reinforce his demand, the blackmailer employs a “Tag question” strategy in the
utterance "matsadqiynt hu?" (f& 8aaic), which means “Think I'm having a laugh?” he
seeks to confirm whether the victim acknowledges the credibility of his threat. This
linguistic technique functions as a coercive strategy, compelling the victim to recognize
the blackmailer's dominance and the seriousness of his threat. By eliciting the victim’s
response, the blackmailer reinforces psychological pressure on the victim, which increases
her compliance. This coercive linguistic strategy not only enhances the power imbalance
between the blackmailer and the victim but also serves as a means of psychological
manipulation, compelling the victim to acknowledge the seriousness of the threat and
reducing her resistance to the blackmailer's demands.

As clearly evident, the blackmailer strategically uses the strategies of “hit-and-run,

isolating the target from important Information, and scripting the target” in the utterances
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“?Tada matirsliyn fullis rah Pnfir” (5 IS ol 71 Gesld il e 131) which means “Don’t
send the money, watch me share everything”, “rislili fuliis waila ?n/ir swarich”

(5= a3l 5l (sl L ) “Send the money or I'm sharing your pics” and “rah tfufyn
Jsyr” (Lpad (8 i85 7)), which means “Then you'll see what happens”. These utterances
are intentionally structured to instill a sense of panic in the victim, effectively isolating her
and narrowing her ability to seek assistance. By creating an atmosphere of fear and
urgency, the blackmailer manipulates the victim into a state of helplessness, increasing her
compliance with his demands. The blackmailer manipulates the victim into compliance
through psychological coercion by exposing sensitive information. This explicit and direct
nature of the blackmailer’s language serves as compelling evidence of himself, as his own
words function as a self-incriminating admission of guilt.

C. Impoliteness Strategies

As a part of pragmatic strategies, blackmailers use impoliteness strategies to
intimidate and pressure their victims through direct and offensive language. The
blackmailer employs the strategy of “Bald on Record” to give his orders concisely, utilizing

99 ¢¢

the verbs “rslil1,” “ruhi,” and “salim1” and intentionally causes face damage.

Then, he uses a conventional formulaic swear word by which he shows his
offensiveness to humiliate his victim who wants to delete everything after receiving the
money. The blackmailer calls the victim “qadra, ‘ar.” and “tafa.” Using these words is
considered a swearing expression that includes damaging the face of the victim, and they
are sub-strategies of positive impoliteness. At the same time, he uses the utterance of
“wajhich ?iqaéir” (L) z¢>5), which means “pour minging face” which is a derogatory
term in which the blackmailer is aimed at attacking the victim’s positive face.

Finally, the blackmailer employs a negative impoliteness strategy, and the
realization of this strategy is threatening “rislili fuliis waila ?n/ir swarich.” He threatens his
victim directly by publishing her photos if she does not send the money. This conditional
threat implies negative consequences if the demand is not met. The blackmailer’s

conversational strategies and pragmatic strategies (impoliteness strategies) are shown in

the Table below.
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Conversational Strategies and Pragmatic Strategies in Forensic Text No.1

Conversational Strategies

Pragmatic Strategies
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4.2.3 Analysis of Case 2

Forensic Text 2

Blackmailer: Oi my love,

Listen pet, you know you're special to me but what can I do - I need dosh, need it

sharpish. Tell X that today I'm gonna wreck her world - yours too. Tell her all her pics

and videos are going everywhere today, first to your lot and that muppet Y's people.

You idiot, let everyone see who you really are and how shameless you are. Got it or

what? Stop messing around- send it to this number ####.

I can do whatever I fancy, just wait and see.

Get a move on, bye.
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(Appendix A. Case 2, p. ii)

A. Contextual Analysis
This case is a financial blackmail. where the blackmailer contacted the victim
through the Instagram application with the intent to extort money. The defendant, through
a direct, clear, and unambiguous message, demanded an immediate monetary transfer,

stating, “I need dosh, need it sharpish”

B. Conversational Strategies

In this forensic text, the blackmailer uses different conversational strategies. The
first strategy is the “Directive and Commands” strategy through imperative sentences that
start with the verbs “gliy li x ?iyav"vm ?ldinya tahtiriq ala rasich wa rasha ”

(L) y s gl y ale & ias Laall 2l () J K )which means “ Tell X that today I'm
gonna wreck her world - yours too” “latmatlyn” ( okl )“Stop messing around” and
“disT fulous ala hada alragm”  (usst 2 800 1a e ) which means “send it to this
number”. By employing this strategy, the blackmailer exerts control over the victim's
behavior, he tries to minimize any opportunity for resistance or negotiation. The strategy
of the directive and command is a directive speech act, reflecting an attempt to manipulate
the victim through authority and urgency too, thus enhancing the pressure to comply.

The utterance “gliy li x ?lyawm ?ldifya tahtiriq ala rasich wa rasha” contains a
command through the verb “gliy” "tell". However, the rest of the sentence functions as a
manipulative threat, using fear and coercion to pressure the victim into acting as the
blackmailer desires. It can be understood as an emotionally charged statement. It serves as
a direct threat, intensifying psychological pressure on the victim. It functions as an
aggressive and emotionally manipulative threat. It plays on fear, urgency, and guilt, making
the victim feel like she has no choice but to comply. The use of strong, metaphorical
language in Iraqi Arabic adds to the intensity of the blackmail, reinforcing the power

imbalance between the blackmailer and the victim.
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When the blackmailer uses "1a tumatilina" (¢cpblaY), “Stop messing around,” he is
not only commanding the victim to take immediate action but also intensifying the pressure
to ensure compliance without hesitation. This prohibition reinforces a sense of urgency and
coercion by forbidding any delay in carrying out the demand. The blackmailer is essentially
limiting the victim’s autonomy, making it clear that further delay is unacceptable and will
result in negative consequences.

In the expressions "0wla" (4li), meaning “idiot”, and "dayha" (4=2), meaning
“shameless”, the blackmailer employs a strategy of verbal abuse through offensive
language to target the victim. In the Iraqi dialect, "Owla" describes an individual who is
foolish, slow-witted to comprehend others, easily deceived, or acts in a silly or clueless
manner. It is a slang term used to describe someone who is not very sharp or makes dumb
mistakes. Lacking intelligence and equivalent to being "slow on the uptake,” It can be used
jokingly among friends or as an insult, depending on the context. Meanwhile, "dayha"
(4x21) refers to someone who is not very responsible and excessively aimless or wandering.
When used for men, "dayh" typically means someone irresponsible, reckless, or unfocused
in life, perhaps someone who lacks ambition or direction. But if it is directed at women,
"dayha" carries a much heavier moral importance. It often implies indecency or immorality,
or can imply a lack of self-restraint, an improper lifestyle, possibly hinting at being too
open, careless about reputation, engaging in behavior that is frowned upon, or a lack of
social respectability. Sometimes, it can be used between friends or siblings to gently
criticize someone for being too relaxed or unfocused.

In this case of blackmail, the use of "dayha" against the victim is particularly
powerful due to its strong association with shame, moral judgment, and social dishonor.
Given the cultural significance of reputation, especially for women, such a term can serve
as an effective tool for psychological manipulation, instilling fear and coercing the victim
into compliance to avoid public disgrace.

In an attempt to manipulate the victim and gain her trust, the blackmailer
strategically utilizes the “compliments” strategy as a tool of deception. By employing

flattering language, the blackmailer seeks to create a false sense of closeness and affection,
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making the victim more vulnerable to manipulation. The phrases "halo hayaty" (&b sla),
meaning “Oi my love,” and "[ufi habybty tadryn ?nti galiya alay"

(e e <l ) JSwes A od), Meanings “Listen pet, you know you're special to
me, but what can I do?” are used as flattering expressions designed to lower the victim's
protection. These words evoke trust and a sense of emotional connection, luring the victim
into a false sense of safety, thereby facilitating further manipulation or eliciting responses
that serve the blackmailer's purpose.

As evidenced in “la tumatilin, riSli fulds bisrah ala hada ?lragm”

(FHH 230 138 e (a sl 5 30 cllblail s ) which means “Stop messing around- send it to
this number ####”. The blackmailer employs “Blocking the target’s words” to prevent the
victim from verifying the threat and create a sense of urgency or seeking help. Additionally,
the utterance "?lyawm ?Idinya tihturug ‘ala rasha wa rasich"

(Lewls gl ale & jias Liall o ) which means “Tell X that today I'm gonna wreck
her world - yours too” likens the unfolding situation to a fire burning over someone's head,
suggesting that trouble is not just approaching but already consuming them. It represents
impending disaster, loss of control, or severe consequences. It is a common threat in the
Iraqi dialect and carries a strong emotional and cultural weight, which roughly means,
"Today, the world will burn on your head and hers". This utterance works as a
psychological manipulation tactic to increase fear and make the victim feel that severe
consequences are inevitable. The blackmailer uses this statement to create panic, implying
that the victim will face trouble if the demands are not immediately met. It implies trouble
or a major scandal is unfolding, directly affecting the person being spoken to and someone
else. This phrase metaphorically illustrates a situation where the victim is under extreme
stress, facing a crisis that threatens to consume their reputation, security, or stability. In
short, this phrase is not just a simple statement but a powerful psychological tool used in
Iraqi discourse, often to intimidate or pressure someone.

The blackmailer makes the victim unable to seek help by utilizing the strategy of

“Isolating the victim from important Information” in the utterance “giliylha alyawm
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titwaza“ kul ?lsliwar wa maqati ?ﬁ&yﬁ malatha.” He threatens her by exposing sensitive
information and trying to make her feel alone.

The last utterance “giliylha alyawm titwaza‘ kul ?lsiiwar wa maqati ?fidyd malatha”
(Alle 52l dalia s saall JS & 555 o o) WLK) which means “Tell her all her pics and videos
are going everywhere today” differs from the previous ones; it is the strategy of “Scripting
the target,” in other words, scripting the victim’s future, whereas the blackmailer shows
that this is not a random or reckless act of blackmail. He has already planned the victim's
fate and demonstrates that the blackmailer is aware of his actions, making him guilty of
manipulation. He deliberately uses his power to instill fear and submission in the victim. It
reveals his guilt and unlawful actions and demonstrates clear self-incriminating intent.

C. Impoliteness Strategies

In cyber blackmail, language is not just a tool for communication but a means of
coercion. Blackmailers strategically employ pragmatic strategies to exert power over the
victim, often employing impoliteness strategies to intimidate and pressure them through
direct and offensive language.

The blackmailer utilizes impoliteness strategies in the first line of this forensic text.
To manifest his control, he uses three strategies: bald on record, positive impoliteness, and
negative impoliteness. At first, he starts with the verbs “gliy”, “latmatlyn” and “ri$li” which
mean “tell” “don’t stall” and “send”, where the blackmailer does not attempt to save the
victim’s face while ordering his victim to send the money and appears impolite. The verb
“latmatlyn” in Iraqi Arabic refers to the person who tries to get more time to solve his/her
problem or run away from what is being demanded.

After presenting the power of control using imperative verbs, the blackmailer uses
the second impoliteness strategy to insult the victim’s face: the positive impoliteness
“Owla” and “dayha,” where he attempts to attack and humiliate the victim. These taboo
words are regarded as sub-strategies of positive impoliteness.

Lastly, the blackmailer threatens the victim by employing the “Negative
impoliteness” strategy, saying, “?lyowm ?ldiifiya tihturg‘ala rasich wa rasha. gililyha

aiya\i'vm tatawaza ‘kul alstiwar wa muqati’ aiﬁ&yﬁ malatha”. He utilizes this strategy to
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intimidate the victim. The utterance “?lyowm ?ldtinya tiflturg(ala rasich wa rasha” is used

a lot in the Iraqi dialect to refer to something that will happen dangerously or when

someone threatens another one. It serves as a direct threat, intensifying psychological

pressure on the victim.

Using another sub-strategy of negative impoliteness, the cybercriminal offends his

victim by belittling her in “Owla” for being unable to know that he deceived her. “Owla”

refers to the person who is easily fooled by others. Table (7) demonstrates the blackmailer’s

conversational strategies and pragmatic strategies (impoliteness strategies).

Table 7

Conversational Strategies and Pragmatic Strategies in Forensic Text No.2

Conversational Strategies

Pragmatic Strategies
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4.2.4 Analysis of Case 3

Forensic Text 3

Victim: I don't do nothing at all, I say God's stronger than everyone.

Blackmailer: Love, love, just let me tell you two words and I'm off. I'm looking out for

you, trust me I want what's best for you, proper honest.
Victim: I'm gonna delete your number.

Blackmailer: Yeah, good one.

Victim: And don't message me again, got it!!!

Blackmailer: Yeah. Swear down I'm waiting for you.

Victim: Whatever, go ahead and share if your conscience lets you.
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Blackmailer: Time's up!!!

Gonna send you a link, and you'll see who's who

Victim: What link?

Blackmailer: You'll know what link, innit?

Victim: What exactly do you want?

Blackmailer: Money, asking for money, give us money, want money, right? And if you
don't give it, I'm sharing the link.

Keep sending you the link, you'll see your sis. I'm off, bye.

Victim: You're proper scum.

Blackmailer: Seen them, have you? You'll send money now, won't you?
Yeah, I'm scum and low-life and you're scum and thick.

What happened to you yesterday? Saw what happened?

I'll make you see what happens and then block you.

Victim: You've got no conscience.

Blackmailer: Yeah, I know.
Got a conscience just like yours <

You don't know who I am!?
Look, got all your pics and I'll tell your husband I've got something going with you if
you don't send money?!
Reckon you get me.
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(Appendix A. Case 3, p. iii)
A. Contextual Analysis
This case 1s a financial blackmail. In this type, the blackmailer informs the victim
that he has already obtained the information concerning the victim. Thus, by exploiting the
victim’s fear and weakness, the blackmailer asserted that unless the payment was made,
her private pictures would be exposed, potentially causing irreparable harm to her
marriage. The conversation was conducted through the WhatsApp application, and the
threat was explicitly conveyed in the following utterance: “Look, got all your pics and I'll

tell your husband I've got something going with you if you don't send money”
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B. Conversational Strategies

Blackmailers often avoid direct threats to maintain denial. Rather than saying, “If
you don’t comply, I’ll expose you”, they employ slight, psychological, and manipulative
language to exert pressure while avoiding direct incrimination. In this forensic text, the
blackmailer uses the “Minimal Responses” strategy as a part of his manipulation tactics
and to keep the victim engaged and unstable. The blackmailer uses short, vague, or
noncommittal responses such as “ay” ('), and “xow[” (Jisa), which means “Yeah” and
“Yeah, good one” he creates uncertainty and forces the victim to keep talking or justifying
himself, which gives the blackmailer more control over the conversation.

The blackmailer has the power to demand his victim act quickly without asking. He
uses the “Directive and Commands” strategy to coerce the victim, as in “atiyn1 fuld”

(w51 ikl )which means “give us money, want money” By using this strategy, the
blackmailer serves as a clear assertion of control, demanding immediate actions from the
victim without giving her a chance for refusal or negotiation. He reinforces his dominance
and power over the victim.

In the utterances “nadil” ( (JX), which means “scum” “haqir” ( _:), which means
“low-life” “nadila” (4%) which means “scum” and “gabiya” (4x¢ ) which means “thick”
or “idiot” the blackmailer uses an abusive swearing word strategy to attack his victim
verbally.

The Iraqi slang words "nadil" (J¥) and “haqir” (U#s) are extremely strong words
that carry adverse connotations and have the tendency to be used to offend one's character
or behavior. Its meaning can vary based on the situation, but it generally describes someone
who is shameless, treacherous, or dishonorable. In Iraqi culture, they are sometimes used
to describe someone disloyal or betraying others. They can refer to a person who betrays
their friends, family, or trust as in “hada nadil, ma yiatamad alayh ” which means “That
guy is a scum, you can’t rely on him” Or describe someone who lacks morals, acts without
shame, and has no regard for honor or dignity as in “hada wahid nadil, ma ‘inda haya!"
which means “That guy is scum, he has no decency” but If someone is unnecessarily cruel

or enjoys hurting others, they might be called “ nadil” or “haqir” .They can be used jokingly
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among friends, but in serious contexts, it’s a harsh insult implying that someone is heartless
and takes advantage of others. These words are rarely used for women directly, but if they
are, they imply extreme shamelessness or lack of morality, making it a serious insult.
Calling a man “nadil” suggests that he is a traitor, dishonorable, or shameless, which can
damage his reputation, especially in traditional or tribal settings.

In an attempt to manipulate the victim and make her trust him, the blackmailer
exploits the strategy of “Compliment” to deceive her or tries to make her talk or answer
him so, he uses complimenting expressions to lure her which is clearly in the utterances
“habybty” (> ), “habybty bas kalimtayan ?glich wa ?rouh ?la mwdich 6qi aryd
mslhtich, sadgyny”, (i8xa gislasy ) Szases sl @8 0l Gu s ) which means
“Love, love, just let me tell you two words and I'm off. I'm looking out for you, trust me
I want what's best for you, proper honest.” 1t is not deceptive by nature, but the
blackmailer uses it strategically to manipulate, gain trust, or soften a threat; it can function
as part of a deceptive linguistic strategy. By employing positive language, the blackmailer
may attempt to lower the victim’s defenses, create a false sense of goodwill, and distract
from the underlying coercion. In such cases, this politeness strategy is not real but an
intentional attempt to influence and control the victim's responses.

Another strategy the blackmailer uses is “Questions ” whereby two question forms
are used: a Wh-free narrative question, “[sar biych 2rhs?” (Ul = Jbad ) means “What
happened to you yesterday?” he demands a prolonged answer to figure out what happened
to his victim. He wants to make the victim feel uncertain and pressured to talk. Besides, he
maintains his control via the yes-no direct question, “[ift1 fsar?” ( _lbwd 84 ), which
means “Saw what happened?” wherein the blackmailer wants specific information to elicit
specific, clear, and brief answers that he knows recently. The blackmailer wants to create
doubt, fear, and control over the victim. It’s a psychological trick to make the victim feel
helpless before the real threat is delivered.

Additionally, the blackmailer employs the hedging phrase "azin tfhmini"

(e ohl), which translates to “Reckon you get me” This makes the statement less

direct, softening its force while still suggesting a demand. The victim is left uncertain,
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creating discomfort and confusion about the blackmailer's true intent. The blackmailer’s
goal is to coerce the victim into complying with his instructions. By using the model lexical
verb "reckon” (U5, he effectively hedges his statement, making it less forceful but still

implying pressure.

C. Impoliteness Strategies
Several impoliteness strategies are employed by blackmailers to intimidate or
dominate the victim through direct and offensive language. The blackmailer's strategy of
impoliteness in this utterance, ‘“?tiyni fulis” is “bald on record.” The blackmailer is
demanding money, likely under threat or coercion. He uses an imperative form, “atyny,”
and does not attempt to save the victim’s face.
Another impoliteness strategy used to insult his victim is taboo words, which is a

99 ¢¢

sub-strategy of impoliteness. The blackmailer uses the words “ghabiya” “nadil” and
“haqir” to attack and insult the victim.

The blackmailer employs a negative impoliteness strategy when he tries to attack
the victim’s face, and the realization of this strategy is threatening “‘ind1 kul swrich rah
agil 1zwjich ‘ind1 ‘?laaqa wyaha ?0a matrislyn fuliis”.

(0ot Alule 138 WLy 483le (saie za g N JS) 215 o sa IS (s2ie) which means “Look,
got all your pics and I'll tell your husband I've got something going with you if you
don't send money” He threatens her directly by exposing her pictures and sending them
to her husband if she does not send the amount of money.

Another sub-strategy of negative impoliteness that the blackmailer uses to offend
his victim is belittling her in “ghabiya”

Finally, in the utterance, “?y 2drT ‘undi zamir miflich” (7 sesa (g2ic EBAINT) )
which means “Yeah, I know, Got a conscience just like yours”. The blackmailer uses a
sarcastic impoliteness strategy to insult the victim. He intends to attack the face of his
victim sarcastically. On the surface, he conveyed his expression by a sympathetic pattern,
but the intended meaning is completely the opposite. Table (8) explicates the blackmailer’s

conversational strategies and pragmatic strategies (impoliteness strategies).
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Table 8
Conversational Strategies and Pragmatic Strategies in Forensic Text No.3
Conversational Strategies Pragmatic Strategies
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4.2.5 Analysis of Case 4

Forensic Text 4

Blackmailer: Reject my request and you'll see what happens. Give me both your
accounts - this one and the old one - and don't dare delete anything.

Accept the request I said, see the scandal you'll have at uni and round your way.
Yesterday had a secret chat with your brother then pulled out, today I'll chat to him
again and show them what their girl's like, they'll see how reckless and off the rails
you are, yeah, and might end your life.

Look, I want money, won't keep waiting.

Won't give me money, will you? Fine then.

Victim: Leave me alone please

Blackmailer: Went to uni today? See what a scandal?

Victim: Have mercy, May God ruin you.

Blackmailer: Sent you clips to your WhatsApp number ending ###, sent you info and a
warning, and I swear by Hussein the martyr and Ali I'll end your life, go read them
quick, I'm gonna share.

Reckon you know what's good for you proper.

See what I'll do when you don’t add me!!!
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(Appendix A. Case 4, p. V)
A. Contextual Analysis
This case is a financial blackmail, in which the blackmailer coerced the victim by
threatening to release a video featuring her, either by posting it online or sending it directly
to her brother, unless she complied with the financial demand. The conversation was on
the WhatsApp application.
B. Conversational Analysis
In this forensic text, the blackmailer is likely trying to exert control and ensure
compliance by using the strategy of “directives and command”, as in “atyny xisabich hada
wa ?1 qadeem” (a5 138 zlua Jikl) which means “Give me both your accounts - this
one and the old one” “lathdhfyn” ( 0#3>1) means “don't dare delete anything” and
“qiblt,” (u.—ﬂjai\ )  which means “Accept the request” He obliges the victim to do his
orders instantly. He eliminates any possibility of discussion or negotiation, forcing the
victim to comply with the demands.
In the utterances “mustahtirah” (e_f¢iww)and “dayha”,(4=212), the cybercriminal uses

the “Swearing and Taboo language” strategy to attack his victim verbally. The term
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“mustahtira” (>_sigiue), which means “reckless” is a negative term used to describe a woman
who is reckless, irresponsible, or lacks seriousness. In Iraqi dialect, it represents a person
acting recklessly and disregarding the consequences, while “dayha” (4>2) means “off the
rails” In cases of cyber blackmail or verbal threats, this term is often used to shame or
humiliate a victim, especially a woman, implying she is at fault.

The usage of the “Questions” strategy in the utterances “rhti aiya\?vma llklyh?”

(f4dSW a ol As ), which means “Went to uni today?” and “[ifty [sar bich ?lyom”

((adda osbd 85 ) which means “See what a scandal?” These inquiries, framed
straightforwardly, compel the victim to provide precise details, allowing the blackmailer
to maintain control over the interaction and reinforce their manipulative tactics. Then, the

99 ¢

blackmailer seeks confirmation by employing the strategy of “Tag question” “mw” ( s ),
in the utterance “marah tintini filous,mw” (= (sl suhii ~) ), which means “Won't give
me money, will you?” He seeks confirmation or agreement from the victim by asserting
whether the victim will give money. In other words, it is a way to seek confirmation about
the victim and create fear or to exert control over the victim, often implying dangerous
consequences.

Furthermore, he uses the underlined hedging expression in “?htimal yufihiin
hayatich” ( g~ Ot Jwial), which means “might end your life” and “?atiqid tarifyn
maslahtich” (gislas (s =5 siic] ) means “Reckon you know what's good for you proper”

At first, the blackmailer utilizes the noun “?htimal” which means “might” and uses
it as an indicator of the degree of possibility that makes the threat more ominous.
Additionally, he uses the verb “?atiqid” (&=l ) “reckon” to hedge his utterance. He uses
different types of hedges, “Modal auxiliary lexical verb” as in “reckon”, and “Adverbial
modal phrases” as in “might”. By using the “Hedges” strategy, the blackmailer wants to
reduce the aggressiveness of coercive language, soften the directness of a threat, and
maintain ambiguity.

As clearly evident, the blackmailer exploits the strategies of “hit-and-run, isolating
the target from important Information and scripting the target” in the utterances “?atiqid

tartifyn mslahtich zyn, [Uf1 Jrah ?sawy bas tflidrini”,
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(st Gu gl o8 Aeb (n) gialias (8 25 Jel) means “Reckon you know
what's good for you proper” and “See what I'll do when you don’t block me!!!” “dazytlich
mqatich ?la rgmich al watsab, rqmich nihayata ### wdzytlich m?ltimat watanbihi axir ?la
?nhi hyatich rahi agrihin bisirah”

(4 g Ol glaa =l 30 g ###H Al el ) Dl )l g ) e makalie =I5 30) means “Sent you
clips to your WhatsApp number ending ###, sent you info and a warning” and ‘“?la ?nhi
hyatich” (& &l Y1), which means “I'll end your life” The blackmailer deliberately
leaves the victim in a state of panic, then disappears, making her feel isolated and unable
to seek help by threatening to expose private information. The use of unambiguous and
direct language coerces the victim into obedience, serving as evidence of the blackmailer's
guilt. His own words act as self-incriminating proof.

C. Impoliteness Strategies

This case has numerous impoliteness strategies. To manifest his control, the
blackmailer uses three strategies: Bald on record, positive impoliteness, and negative
impoliteness. At first, he starts with the verbs “?tiyny”, “lathidhdfiyn”, and “qibl1 ?1talab”
where the blackmailer does not attempt to save the victim’s face. These utterances have
rising intonation even without hearing the tone of voice, so the blackmailer wants to
maintain his power by damaging the victim’s face.

After presenting the power of control by using imperative verbs, the blackmailer
uses the second impoliteness strategy to show his offensiveness and insult the victim’s
face: the positive impoliteness in “mustahtirah” and “dayha”. it is one of the sub-strategies
of positive impoliteness.

Lastly, the blackmailer threatens the victim by employing the “Negative
impoliteness” strategy, saying, “rah ynhiin hayatich”, “[Gfi [rah ?Sawy ?T1ada hdartyny” and
“rah ?nh1 hayatich.” The realization of this strategy is threatening. Table ( 9 ) shows the

blackmailer’s conversational strategies and pragmatic strategies. (impoliteness strategies).
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Conversational Strategies and Pragmatic Strategies in Forensic Text No.4
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4.2.6 Analysis of Case 5

Forensic Texts 5

Blackmailer: Ten in the morning's your limit. Transfer me money. This is your last chance.

Victim: Can't take it anymore. Please tell me what you'll do with the video

If my dad finds out he'll kill me. Please, enough. Delete everything.

Blackmailer: Yeah.

Victim: How can I trust you?

Blackmailer: Yeah, I'll delete everything.

Victim: Then you'll use it to threaten me again, won't you?

Blackmailer: Nah, won't do that.

Victim: I know what you're like.

Blackmailer: Tomorrow at ten you must send a million.

Victim: Yeah, at ten you'll get it. For all this grief you've caused. Don't want to talk to you.
Blackmailer: If you don't transfer, I'll do something you won't like, I'll act differently.
Victim: Told you I'll transfer it.

Blackmailer: Yeah, alright.

Victim: I'll sell the gold and give you money. Tomorrow, I swear you'll have it.
Blackmailer: Yeah, alright, that's more like it, send it to this number ####

Victim: But how can I trust you've deleted the video?!
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Blackmailer: Take a pic of the transfer, you get me?
Victim: OK, what else.

Blackmailer: What's happening? Taken the pic? Tomorrow we'll see, I swear I'll destroy you.
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(Appendix A. Case S, p.vi)
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A. Contextual Analysis

This case is a financial blackmail, in which the blackmailer initially deceived the
victim by falsely promising marriage following their relationship. However, he later
resorted to threats, warning that he would release videos and photos if she failed to provide
the requested money. Additionally, he intimidated her by stating that he would inform her
family about their relationship, suggesting that it could put her life at risk. The conversation
was conducted through the Instagram application.

B. Conversational Strategies

Blackmailers often avoid direct threats to maintain denial. Rather than stating, “If
you do not comply, I will expose you”, they employ slight, psychological, and
manipulative language to exert pressure while avoiding direct incrimination. In this
forensic text, the cybercriminal utilizes the “minimal response” strategy five times as part
of his manipulation tactics and to reinforce his control over the situation or keep the victim
engaged and off balance. At first, he showed his agreement, “ay” ('), which means
“Yeah” when the victim asked him to delete everything if the blackmailer got the money,
and repeated that in “xhwsh” to assert that he would delete them. Then, the victim tried to
assert that he would not threaten her. His answers were “la maaswy” which means
“Nah,won’t do that” “ay, mashi” and “ay, mumtaz” which means “Yeah, alright”; and
used short, vague, or non-committal responses.

The second strategy is “directive and commands,” where the blackmailer asks his
victim to do something in “hawli filous”( os% JAd3s ), which means “Transfer me money”,
“ bachir bil ?frah lazim tarslin milytin” “Tomorrow at ten you must send a million”,

(Csele Cpbu 53 a ¥ o il jabi)  ““riSlT “alay hada ?Iraqum” (2200 13a Je JLw ) which
means “ send it to this number” and “auxdi suwidra liltAhwil” ( Jdisaills ) sa s3al) which
means “take a pic of transfer” This strategy serves as clear assertion of his control,
demanding immediate actions from the victim without giving her a chance for negotiation
or refusal. The blackmailer reinforces his dominance and power over the victim. which
may not be done as the victim wants, but she is obliged to do the blackmailer’s orders

against her will.
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It is also noticeable that the blackmailer uses the “Question” strategy in the
utterances “fsar?” (Ub=d), which means “what happened” and “?xadti surah?” which
means ( 3,5 3330) “taken the pic”. At first, he utilizes this strategy to elicit as many open
and expanded answers from his victim as possible, as in “[sar?” Then, he utilizes another
question to elicit a specific, precise, and brief explanation. The blackmailer asks his victim
to tell the truth by employing a yes/no direct question.

To assert whether his victim understands his demands or not, the blackmailer
employs a “Tag question” strategy, he seeks agreement or confirmation about his question
in the utterance “?fthamtyny mw?” (¢ s ifiegidl ) which means “pou get me?” using this
linguistic strategy, the blackmailer exerts psychological pressure on the victim, subtly
coercing her into compliance. Tag questions function not only as a means of verification
but also as a manipulative tool to reinforce dominance and control within the interaction.

Finally, before moving on to the next topic, the blackmailer employs the “hit-and-
run” strategy to threaten his victim, and then he intends to evade and leave the victim in a
state of panic as in “bachir ysir xyr wallah ?2dmrich”. The blackmailer makes a threat
quickly without offering an opportunity for discussion or clarification.

Clear language coerces the victim, which is regarded as evidenced in these
utterances as in “bachir ysir xair wallh 2admrich”, (z <3 405 »& sua) al) which means
“Tomorrow we'll see, I swear I'll destroy you” “?1a0a mathwlyn gwlyly ‘“almwd ?asaraf
gyr tasarlif” ((Ciwal s Gl Js maade 5 g3 21 Gl aile 1Y) means “If you don't
transfer, I'll do something you won't like, I'll act different” and “bachir lazim trslin
malyon” ( Ose Gala 53 a3Y o xSl 52l ) which means “Tomorrow at ten you must send a
million” They are not only exposing his intent to manipulate and control the victim but
also revealing his acknowledgment of the power he holds over her. These words are a self-
incriminating confession, as they directly reflect his manipulative and unlawful behavior.

C. Impoliteness Strategies

One common pragmatic strategy used in blackmail is impoliteness, where the

blackmailer employs aggressive and offensive language to intimidate and dominate the

victim. The blackmailer utilizes impoliteness strategies in the first line of this forensic text.



92

To manifest his control, he uses three strategies: bald on record, positive impoliteness, and
negative impoliteness. At first, he starts with the verbs “hawli fuliis”, “dz1”, and “?x01” he
directs his victim to “transfer, send, and take” the required amount of money, and then asks
her to take a picture of the way of wiring money by using imperative sentences that start
with the verbs “hawl1”, “dz1”, “auxdh1”. Also, the blackmailer shows his control through
his orders to damage the face of his victim.

Once again, the blackmailer employs a negative impoliteness strategy in “?1ada
mathwlyn gwlyly ‘Imwd ?asaraf gyr tasarif”, “bachir h(~1ic}_1 ?lsah?[rah waila” and “bachir
yasir xyr walla 2dmrich” he intends to frighten his victim of damaging consequences and
then threaten her to push her to meet his demands. However, all these expressions refer to
the frightening and threatening in Iraqi Arabic formulaic. Table (10) demonstrates the

blackmailer’s conversational strategies and pragmatic strategies.

Table 10

Conversational Strategies and Pragmatic Strategies in Forensic Text No.5
Conversational Strategies Pragmatic Strategies
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4.2.7 Analysis of Case 6
Forensic Text 6

Blackmailer: Shut your gob.
I'll show everyone at work what you're like, let the whole lot know about you.

You're coming to the house today, got it?
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Don't show up and watch yourself get exposed; I've warned you. Just wait and see
what happens.
Oty aad) ; aall
LS i) ol gmanadl g | al gally grauadi )
i Cpadall il Lat3lg, Y o) (agil cunll i a gal)
) L) jad b i ) @ )
(Appendix A. Case 6, p. vii)
A. Contextual Analysis
This case is a sextortion blackmail, in which the perpetrator threatened to reveal
private information about the victim at her workplace unless she complied with his
demands to visit his home. The blackmailer, who had previously been in a relationship
with the victim, secretly recorded intimate moments without her consent. When the victim
discovered these recordings, she refused further contact with him. The blackmailer resorted
to issuing threats in an attempt to coerce her into compliance. Their conversation was
conducted through the Telegram application.
B. Conversational Strategies
The blackmailer employs the strategy of “Directive and commands” in the
utterances" latihchyn” ( (w23 ), which means “shut your gob” , “inchabi” ()
which means “Shut up” and “?lyum tigin lilabayt” (<uwll (a3 a sall)) which means “You're
coming to the house today, got it? ”. By employing the imperative mood, the blackmailer
asserts his dominance and control over the victim, compelling compliance through direct
and forceful language. He tries to minimize any opportunity for resistance or negotiation.
The strategy of “Directive and commands ™ 1s a directive speech act, reflecting an attempt
to manipulate the victim through authority and urgency too, thus enhancing the pressure to
comply. In particular, the verb “inchbi” in the Iraqi dialect functions as an imperative
command, meaning "shut up." However, it can also serve as a profane or abusive
expression, often used in moments of anger to degrade or intimidate the receiver. These
linguistic strategies serve not only to command submission but also to instill fear and

humiliation in the victim.
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As clearly evident, the blackmailer exploits the strategies of “hit-and-run, Isolating
the target from important Information and scripting the target” in the utterances “rah
afdhich bildawam wa afdhich gidam ?Inds” ( o & gauzadl s ol sally mauzail #1)  which
means “ I'll show everyone at work what you're like, let the whole lot know about you”
the blackmailer tries to threaten his victim illegally and then quickly changes the topic
before the victim has the chance to respond appropriately.

Intentionally, in the utterance “rah tftGfin [ysir 10a ma ijyty”

() W13 jual 04 o355 ~) )) which means “just wait and see what happens” he wants
his victim to feel lonely, and unable to seek help especially when the blackmailer threatens
her, he will expose sensitive information while in the utterance “?iy\?vm lazim tijian libayt
tftihamaty W 13, 10a ma ijyty tijin lilbagt’( 5 oeseaisi Jial Le 135 Y 5l Jlegiil canll faad o 5l )
which means, “ You're coming to the house today, got it? Don't show up and watch
yourself get exposed; I've warned you.” This direct threat emphasizes the blackmailer’s
self-generated guilt, as his own words serve as undeniable evidence of his commitment to
the crime. By clearly coercing the victim, the blackmailer inadvertently provides a
confession of his actions. His statement not only exposes his intent to manipulate and
control the victim but also reveals his acknowledgment of the power he holds over her.
These words are a self-incriminating confession, as they directly reflect his manipulative
and unlawful behavior. In this context, the blackmailer’s language becomes a critical piece
of evidence, as it is his expression of guilt.

C. Impoliteness Strategies

In blackmail, impoliteness is a key pragmatic strategy, with the blackmailer using
harsh language to assert control and instill fear in the victim.

One notable strategy is the "Bald on Record", where the blackmailer uses direct
and unambiguous language to assert dominance. He attacks the victim's face by using the
imperative form of the verbs “lathchyn”, “anchbi” and “tigin” which obliges the victim and
makes her unable to oppose the blackmailer's demands.

Then he threatens the victim by employing a “Negative impoliteness” strategy to

impose fear or compliance in the utterances “rah tftfin [ysir10a ma ijyty” and “rah afdhich
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bifglich wa gidam ?Inds.” By employing this sub-strategy, “threatening”, the blackmailer
creates an atmosphere of intimidation, fear of reputational damage, and workplace

consequences. Table (11) shows the blackmailer’s conversational strategies and pragmatic

strategies.
Table 11
Conversational Strategies and Pragmatic Strategies in Forensic Text No.6
Conversational Strategies Pragmatic Strategies
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4.2.8 Analysis of Case 7

Forensic Text 7

Blackmailer: Alright darlin', it's (X) here, got a new number. What's going on lately?
They're saying you're poorly - what's up with that? Tell us.

Spotted you yesterday, looking proper stunning even when you were ill.

Giving me the silent treatment, are ya? Right then, I'll sort you out.

One of these days I'll have a word with that brother of yours down at the council, and

your lad's gonna hear about it too, or I'll get someone else to tell him, you useless cow,
ain't got no conscience.

Where you at? Wheeeeeere you aaaaat

Victim: At home.

Blackmailer: Right then, either we keep this going or I'll make such an example of ya,
nobody'll feel sorry for ya.

Victim: Can't do it no more.
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Blackmailer: Course you can. Get that camera on quick or I won't bother finishing
what I'm saying.
Heard about that student who did herself in?
That'll be you next, innit. think about it proper, get that camera on today.
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(Appendix A. Case 7, p. vii)
A. Contextual Analysis
This case is a sextortion blackmail in which the blackmailer asked his victim to open
the camera, show him her body, and engage in a virtual intimate act. The blackmailer
threatened to disclose the situation to her husband or son if she refused to comply, thereby
threatening to put at stake her family's well-being and personal reputation. The
conversation was conducted through the WhatsApp platform.
B. Conversational Strategies
The blackmailer employs the strategy of “Directive and Commands” in the utterance
“glylr ( ) meaning “tell us” This imperative form functions as a directive speech act,
as a direct illocutionary act, the blackmailer explicitly commands the victim to provide
information, leaving the victim with no opportunity to negotiate or maintain control over

her response.
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In order to insult his victim, the blackmailer utilizes the strategy of “Swearing and
Taboo language” by saying “ya fafila” ( 44&& )which means “pou useless cow”. This
derogatory expression is intended to ridicule and belittle the victim, leading to support the
blackmailer's attempt to insult her personality. Using such harsh language is a form of
verbal abuse designed to insult and provoke feelings of shame or humiliation.

It’s also evident that the blackmailer employs the “Compliment” strategy to
manipulate the victim or get her to respond. He praises her by saying*“tala txblin”

(0l aalda) which means “looking proper stunning even when you were ill ” in
an attempt to flatter her and draw her into the conversation. It’s more than just a
compliment; it’s a deliberate attempt to break down her defenses and elicit a response.

As clearly, this forensic text contains a “Question” strategy that is employed four
times by the blackmailer. The first instance appears in “ly[ maridah?”

(S4&ai 0 i) which means “What's up with that? ”, “wayn Mti?” (<l cny)
“Where are you ?” and “wyyyyyn dntttteti?” (S S Gy 9 )meaning “Whhhhhhere
are youuuuu?” . These three questions are employed to provoke a more detailed
explanation from the victim or to fill in missing details. The third question,
"Whhhhhhhhere are youuuuuuuu?'" is particularly forceful, as it emphasizes the
blackmailer’s insistence on knowing her place. Even without hearing the tone, the phrasing
suggests a rising intonation, indicating the blackmailer's need to assert dominance. He
maintains control by following up with a direct question: "sirhati ‘hada ?lxabar?"

($oa) 13 Jraw), meaning “Heard about that student who did herself in?” This
question seeks specific information, further reinforcing the threat against the victim.

The blackmailer employs the “Question tag” strategy in the utterance “marah
tjawibini ha?” (¢ B Awsad i) which means “Giving me the silent treatment, are ya?”.
Here, he seeks a brief and precise response to establish control and pressure the victim into
obedience. It is a way to seek confirmation about the victim and create fear or exert control

over the victim, often implying dangerous consequences.
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By using various types of hedges, like “talah” ( 4adda )which means “looking proper
stunning” as a “Modal lexical verb” as in “tigkdarin” which means “can” to convey
uncertainty, which serves to accept the blackmailer’s requests more easily.

As evidenced in “simati hada ?Ixabar? bihay ?ltalibah min ?lsadis fIwn iftihraf rah
ysyrljch nafisha fikirT zayn"

() R Wl gl ey 7)) oAt Gebd (alid) (e Al glgr Fraw) which means
“Heard about that student who did herself in? That'll be you next, innit. think about it”
the blackmailer employs the strategy of “Hit and run” Before the victim has a chance to
respond, the blackmailer threatens her “raha ysyrlj nafsuha hay talitich fikriti zayni ” z1_

(G5 ¢ A8 Eill W Wi 7l juay) quickly and then disappears, leaving the victim in a state
of panic.

After refusing the requests of the blackmailer, the victim supplicates but the
blackmailer ignores her by employing the strategy of “Ignoring the target when she says
No” and repeats his demands that she must come with him many times as in “tagdarin,
tiftahin kamira bisirah IW mayhtaj ?kamil” (JaSi gliasla o1 4S | ysalS (il |y ;085) which
means “Course you can, get that camera on quick or I won't bother finishing what I'm
saying”

The blackmailer’s last strategy is “Scripting the target”, in “ila ?axalich ‘ibrah wa
mahad rah yrhmich” (gas ¢ 334y o e 131 W) means “I'll make such an example of
ya, nobody'll feel sorry for ya.” It's a strong threat, implying severe consequences. In the
Iraqi dialect, this is a serious threat implying that the person will be severely punished,
humiliated, or harmed in a way that serves as a lesson to others. It suggests that once the
threat is carried out, the victim will be left to suffer alone, without help or sympathy from
anyone. The blackmailer wants to intimidate his victim into giving them money or obeying
his demands. “simati biltalibah min ?lsadis [Iwn intihrat rah ysyrljch nafisha fikirT zayn”

G Sh il oW gl gy 7)) il G gl Guabead) (pa AdUal) sl € A0 138 e Jiraw)
(1 owa\S (i a0l () means “Heard about that student who did herself in? That'll be you
next, innit. think about it proper, get that camera on today” where the blackmailer, in

clear language, coerces the victim to do whatever he wants. In other words, it's a clear
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threat, implying that the person being addressed might meet the same fate as someone who
took their own life. This direct threat serves as obvious evidence of his guilt, as his own
words reveal his intent to manipulate and intimidate the victim. In other words, His
language not only demonstrates coercion but also constitutes self-incriminating proof of
his unlawful actions.

C. Impoliteness Strategies

Impoliteness is a prevalent pragmatic strategy in blackmail, where the blackmailer
uses offensive language to threaten and manipulate the victim. In the first line of this
forensic text, the blackmailer employs a “Bald on record” strategy. To assert dominance
and control over the victim, he directly attacks his victim's face by using the imperative
form of the verb “gliyli” meaning “tell me”. The blackmailer performs a direct
illocutionary act that demands action from the victim without the usual politeness or
mitigations. In doing so, he attacks the victim's face, which emphasizes the blackmailer’s
dominance in the conversation.

Another impoliteness strategy employed by the blackmailer to insult his victim is
the use of taboo words, which form a sub-strategy of impoliteness. In this case, the
blackmailer uses the utterance “fafila” which is intentionally chosen and aimed at belittling
and humiliating the victim.

Lastly, the blackmailer employs the "Negative impoliteness" strategy to further
intimidate and control the victim. He uses the utterances saying “ila ?axalich ‘ibrah w
mahad rah yrhmich” and “simati hada ?Ixabar ibhay ?ltaliba min ?1sadis [Iwn intihrat rah
ysyrljch nafisha fikirT zayn”This threat functions as a Face-Threatening Act (FTA),
designed to erode the victim’s sense of security and heighten her anxiety, pushing her
toward compliance. This utterance operates as an implicit threat, creating an indirect yet
highly disturbing comparison between the victim and the girl who took her own life. The
blackmailer’s strategy here is psychological manipulation, forcing the victim into a state
of panic and distress, making her feel trapped and powerless. In other words, the function

of this utterance is indicated as an indirect warning, implying that noncompliance will lead
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to horrible consequences. Table (12) demonstrates the blackmailer’s conversational

strategies and pragmatic strategies

Table 12
Conversational Strategies and Pragmatic Strategies in Forensic Text No.7
Conversational Strategies Pragmatic Strategies

qé ﬁ Exp. - E a E’o E.)D Impoliteness S.
Sl »| & g | 8 2| = gn S| 5| 8 Bald on record
gl 2| & El & g8l3 5 2| 22l _
2| S| < |Abu. | S| B| 3| D E| B| w| | €| = Positive Imp.
3| £| 2 A EERE R
gl Al E 5| & | F| | =| 5| E| E| 2 Negative Imp.
£ 5 S = ST E| 2| g & g i
= o) =
= % Hum. = S| & 2| A Sarcasm

3 1 211 1|1 1 2 Withhold
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4.2.9 Analysis of Case 8

Forensic Text 8
Blackmailer: You know of course what it means - turn your camera on or come to that
spot.
Victim: Got problems though, can't come out every day.
Blackmailer: Right then, I'll wait till tomorrow and see, but turn your camera on now,
can't wait any longer.
Victim: So, you're threatening and using me, do what you like.
Blackmailer: Do what I like, will I? Maybe you don't know me proper yet.
Victim: What you gonna do then, do it.
Blackmailer: Look here, if you don't come to the house, I'll proper hurt you. Either
you come on our terms or... don't blame me after.
Victim: You want to expose me and then say don't blame you.
Blackmailer: Let me see you, turn your camera on and take pics like we used to .
OMSall bl ad 8 |yl ah gl 0y s ] g ;S
a5e JS 1 mals i g athl HaK) La JSLEa gdie Gy 3 4paual)
ST ) a8 La ) paalS a8 Aoy gy Cigdl g jalad Uia g BT 21, gl Sal)
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(Appendix A. Case 8, p. viii)
A. Contextual Analysis

This case is a sextortion blackmail in which the perpetrator (blackmailer) demanded
the victim open a camera and take pictures of inappropriate acts through the WhatsApp
application. At first, the blackmailer persuaded her to come with him to different places
and took pictures without her knowledge. As a result, the blackmailer saved these pictures
and some videos to threaten her if she refused to do what he wanted.

B. Conversational Strategies

In the following utterances, “fithy kamyra aw t‘ay linafs aimakﬁn”

(Ol il (slad gi | jualS A8 ) which means “Turn your camera on or come to that
spot”, “xaliyni afwfich” (gdsél 4d3) which means “Let me see you” and “fithy kamyra
waxdi siiwar’( s g3y | S a3 ) which means “ turn your camera on and take pics
like we used to ”. The blackmailer employs the “Directive and Commands” strategy in
order to take immediate actions by using the imperative form; they are directive speech
acts, as the blackmailer attempts to get the victim to perform specific actions. Depending
on the tone and context, the directives could be interpreted as coercive, particularly if the
speaker is in a position of power or if the listener feels pressured to comply.

By stating “rah aftadir mina ilbachir”( skl Ga i 1, ), which means “I will wait
till tomorrow” rather than demanding immediate action, the blackmailer might be
softening the directive or showing patience, thus reducing the pressure on the victim by
employing the “Hedges” strategy that is embodied by using the “Modal auxiliary verb”

As evident, the blackmailer obliges the victim to accept his demands, but he

ignores her refusal “ma agdar ?tla wa ?ftah kamira kul yawm”
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(P2 JS ) als bl g Al )8 La)  which means “Got problems though, can't come
out every day > by employing “Ignoring the target when she says NO” strategy as shown
in the utterance “fithy ?lkamyra ma agdar ?afntazrich 2kfar” ( JASi LB Jas) L | jpualslf asd)
which means “Turn your camera on now, can't wait any longer”

Finally, the blackmailer uses the “Scripting the target” strategy in the utterances “10a
ma tijyn libayti rah ?adich” ( @33 z)o Al ¢aila Y )which means “Look here, if you don't
come to the house I'll proper hurt you ” and “Ima tjin waala itifaqina latlwmyny ba“ad”
( dan e gl LAWY o g cpaila) ) which means “Either you come on our terms or... don't
blame me after” which provides clear evidence of his guilt, as his words reveal his
unlawful actions.

C. Impoliteness Strategies
A common pragmatic strategy in blackmail is impoliteness, where the blackmailer
utilizes controversial language to dominate and intimidate the victim. The blackmailer uses
two strategies: bald on record and negative impoliteness. To give his orders concisely and
create intentional negative face damage with no mitigation or politeness markers, he
utilizes the “bald on record” strategy as in “fithy kamyra aw t ay linafs almakan” , “xalfyni
afwfich” and “fithy kamyra waxdi siwar”

In the last utterances of this forensic text, the blackmailer employs a sub-strategy of
negative impoliteness “threatening,” saying “10a ma tijyn libayti rah ?adich” which means
“if you don't come to my house, I will hurt you”, it is “if conditional” which functions as
negative impoliteness. He implies his demands by hypothesizing that the victim will not
come to his home, which indicates uncertainty. Then he tries to frighten his victim of the
evil consequences that will happen to make her comply as it is the only way to her situation
as in “rah ?adich” “ama tijin wa‘ala itifagina aaw .... latlwmyni ba“ad”. Table (13 )

explicates the blackmailer’s conversational strategies and pragmatic strategies.
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Table 13
Conversational Strategies and Pragmatic Strategies in Forensic Text No.8
g g g

Conversational Strategies Pragmatic Strategies
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= % Hum. = S| & = @ Sarcasm
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4.2.10 Analysis of Case 9
Forensic Text 9

Blackmailer: Come on, where are you? You want to play it hard? It’s easy, tomorrow
your pics'll be everywhere.

Come here flower, hurry up.

Victim: Yeah, come on then, where are you?

Blackmailer: Take pics of.... come on quick, call me with no sound.

Victim: Enough, I can't.

Blackmailer: Told you I'll take your pics, then delete the lot and send you the video, it's
normal, innit, why can't you?

Victim: Alright but answer me.

Blackmailer: You taking pics.... or not?

Victim: And if I turn the camera on and take pics, what happens after?

Blackmailer: I’ll delete your pics and we'll both go our separate ways.

Victim: And what's the point of that then?

Blackmailer: Stop asking questions, you taking pics or not? Stop this nonsense.
Victim: Answer me, let me understand.

Blackmailer: Right then, I'll teach you a lesson or rip you apart, just watch.
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Victim: Stop. Talking to you.
Blackmailer: This is what's gonna happen to you. I’'m off now. Just wait.
e S g5 b o g Ly, Algees () ) | eing Sy 2 el
Ady gladiod )
iy, Jui L ; 4aul
Gy 9% A el | A8 e D i : Sl
80 L S s Al
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(Appendix A. Case 9, p. ix)
A. Contextual Analysis
This case is a sextortion blackmail, which occurred through the WhatsApp
application. The perpetrator, who worked as a driver delivering orders, obtained the
victim's number. The victim was a school student, and he initiated a relationship with her.
He then promised to marry her, which led her to trust him and meet with him every day
after school. Eventually, the victim began refusing to meet him daily, prompting the
perpetrator to threaten her to turn on the camera and record her inappropriate acts.
B. Conversational Strategies
The blackmail employs the strategy of “Directive and Commands” in the utterances

“swiryly” b= ) ( which means “Take pics of.... come on quick ”, “itasli bidiin sawt”
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(Csa o5y hail ) which means “call me with no sound ”, “latdlyn tsalyn”(oabs oalay)
“Stop asking questions > and “batili hat ?lklawat” ( < SN sla &-Lu) which means “Stop
this nonsense” to take immediate actions by using the imperative form. These orders
reinforce the blackmailer's power since they are straightforward, coercive, and lack
mitigating politeness markers. The use of imperative forms naturally establishes a power
dynamic where the blackmailer holds control over the victim. The blackmailer uses this
syntactic structure to enforce obedience. The expression "batili hat ?lklawat," which means
to "stop making excuses” In the Iraqi dialect, is an imperative verb that conveys a
dismissive and condescending tone, suggesting not only impatience but also an implicit
assertion that the victim’s concerns or justifications are not acceptable.

The blackmailer uses the “Question” strategy by saying, “Waynich?”’( fzuys )
which means, “Where are you?” He wants additional information from the victim to elicit
details about her place. At the same time, he maintains his control by using direct questions
two times in this forensic text, such as “tsawrin Iw 1a?” ,(¥ sl () 3) which means “ You
taking pics.... or not?” This direct question is intended to compel the victim to provide
specific information, thereby enabling the blackmailer to intensify the threats and maintain
control over the victim.

The blackmailer strategically employs the “Isolating the Target” and “Scripting the
Target” strategies to manipulate and control the victim, further deepening her sense of fear
and helplessness. Through the utterance “bachir tfufin ?Istiwr bikul makan”

(USe IS5 kall (d i3 ab) “Tomorrow your pics'll be everywhere.” He creates an
atmosphere of impending disaster, leading the victim to believe that exposure is inevitable.
This threat of public humiliation isolates the target by ensuring that she feels alone and
unable to seek help. Additionally, the blackmailer enforces psychological domination
through the phrase “?a‘Imich ila ma ?armzqjch wafGfi"(s8sds g8l L ¥ zalel), meaning
“Right then, I'll teach you a lesson or rip you apart, just watch' This utterance embodies
both coercion and psychological abuse, framing the victim’s compliance by portraying

himself as someone who holds ultimate control over her fate.
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Moreover, the utterance “ktlich rah aswrich” ( zos=l 1 &X ) “Told you I'll take
your pics” reinforces the scripting strategy, where the blackmailer illustrates the scripting
strategy in which the blackmailer dictates the victim’s expected actions and responses.

C. Impoliteness Strategies

One of the most effective pragmatic strategies in blackmail is impoliteness, with the
blackmailer utilizing hostile language to undermine the victim’s autonomy. The
blackmailer strategically employs bald-on-record impoliteness and negative impoliteness
to exert control over the victim. These strategies function not only as coercive tools but
also as psychological mechanisms designed to instill fear, compliance, and a sense of
powerlessness. Bald-on-record impoliteness occurs when the blackmailer sends a message
in an explicitly forceful and unmitigated manner, without taking into consideration
conventional politeness norms. In the blackmailer's discourse, this is evident in the
blackmailer's speech:

"swiryly" (Take pics of.... come on quick)

"itaslt bidiin sawt" (Call me with no sound)

"latdlyn tsalyn" (Stop this nonsense)

"batili hat ?lklawat" (Stop this nonsense)

Negative impoliteness involves strategies that undermine the victim’s autonomy,
often through coercion, humiliation, or intimidation. The blackmailer achieves this through
threatening, as seen in the utterance “bachir tftfin ?Istiwr bikul makan” which means
“Tomorrow, your pics’ll be everywhere” (JSe JS: ) pall 8385 2L ), The blackmailer’s

conversational strategies and pragmatic strategies are shown in the Table below.
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Table 14
Conversational Strategies and Pragmatic Strategies in Forensic Text No.9
Conversational Strategies Pragmatic Strategies
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4.2.11 Analysis of Case 10

Forensic Text 10

Victim: For God's sake leave me be, end this thing, enough - you're like a nightmare,
get off my case.
Blackmailer: Today we're getting that camera on, ain't here to mess about or play
along with you.

victim: There's something called dreams mate - live with those.
Blackmailer: Right then, you're on your own then, your fate's in my hands. Know your
dad, know your house, know where your department at the college is, know your area,
and your brothers too. Want more or that'll do?

victim: Getting anywhere with all this chat?
Blackmailer: Either you come out with me or turn that camera on.

Victim: What's that about? Let me go get some grub, better off.
Blackmailer: It's your choice, innit, but I swear I'll do what I want - you've brought it
on yourself. And trust me, I know how to track you lot down house by house.

Victim: God help me.




108

Blackmailer: Even got your brothers' accounts down pat, imagine? One more word
and everything's finished. Talking, don't push me over the edge - I'll sort you out
proper, easy.
Get that camera on, sharp.
Victim: Threatening me, huh? Right out in the open too! And you've got the nerve to
demand something back - like I'm the one who messed up, not you!
Blackmailer: Where we off to today then?
o 0 GusilS el S AR Ja g 0 ee Al dlile ; Apaall
& sl ¥ 9 ABLE) (slaa 0 alS gz a 3Y o gl 2 isall
) Gl oS A ala dand L oS ; dpaal
b Egal g 4d e mavd g Aduil sl g ad e g @ sl g s g umean A0a] adi (8 Al ghesa il dila: Flaal)
A 5l s g
§aalla (e aghild s 4aal)
| palS Gpadds 6l sl g cpadlad ) gl Cpadlal 2 3Y ;i)
el 081 Tl IS Ciagiba g1 : 4aall
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(Appendix A. Case 10, p. x)
A. Contextual Analysis
This case is a sextortion blackmail conducted via the Telegram application, where
both the blackmailer and the victim were university students. After a relationship for three
months, the blackmailer began threatening the victim by exposing her if she refused to
meet him daily or did not engage in inappropriate acts with him through video or the

TikTok application. Their conversation was conducted through the WhatsApp application.
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B. Conversational Strategies

The blackmailer employs the strategy of “Directive and Commands” in the
utterances “lazim titlain wayay” ( ¢lbs oedld o 3¥) which means “Either you come out with
me or turn that camera on ” and “fithi kamira” () xS ~% )which means “Get that camera
on, sharp” to persuade the victim to comply with his demands by instilling a sense of
urgency. This strategy is evident in the imperative form of utterance; the blackmailer
eliminates any possibility of discussions or negotiations, forcing the victim to comply with
the demands.

In this forensic text, the strategy of “swearing and taboo languages™ appears in
“tabich marad” ( u=_= zik) which means “Sod off and rot for all I care”. The blackmailer
uses “Abusive word” to show how the blackmailer is angry and does not care about the
victim. In the Iraqi dialect, this expression is used to express frustration, sarcasm, or
exasperation, often emphasizing how one negative situation was compounded or led to
another.

The blackmailer uses the “Question” strategy by asking “wayn nrith ?2lyawm?”’

(Sesdl z 5% Cns) which means “ Where we off to today then?” to know a more
accurate explanation from the victim. This strategy highlights how questioning can serve
not only as a means of extracting information but also as a tool for psychological
manipulation. Through the use of an open-ended question, the blackmailer subtly coerces
the victim into revealing more information, which can subsequently be exploited for
manipulation or control. Furthermore, the blackmailer utilizes the hedging expression,
“hasab ‘iim7” (s=le ), which means “And trust me, I know”, to convey uncertainty
regarding whether the victim is aware that the blackmailer possesses extensive knowledge
about her life. serves to subtly suggest awareness while maintaining a degree of ambiguity,
allowing the blackmailer to exert psychological pressure over the victim. This type of
hedge is called an “Introductory phrase”

Eventually, his last utterance “msyrich bidi” (s» g _sas )which means “your fate's
in my hands” provides clear evidence of his guilt. This statement explicitly exposes his

coercive intentions, revealing his unlawful actions and reinforcing his role in the blackmail.
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The explicit nature of this statement minimizes any ambiguity, emphasizing the
blackmailer’s control over the victim and further demonstrating the manipulative and
coercive aspects of his actions.

C. Impoliteness Strategies

Impoliteness is a prevalent pragmatic strategy in blackmail, where the blackmailer
uses offensive language to threaten and manipulate the victim. The blackmailer uses three
strategies: bald on record, positive impoliteness, and negative impoliteness. To maintain
his control over the victim, he employs a “bald and record” strategy as in “titlain wayay”
(b cpalll Y)which means “Either you come out with me or turn that camera on” and
“fithi kamira” ( \_w=\S 2% ) which means “Get that camera on, sharp” to create intentional
face damage directly.

To insult the victim's positive face, the blackmailer utilizes a sub-strategy of positive
impoliteness, a “swear word” in the utterance “tabich marad” (v=_« gik), which means
“Sod off and rot for all I care”.

As evidenced in “lad msyrich bidi wa abwch wauffah wabaytkurh ?adia wa qsmich
2arufah hath” (s g8sals 4ol maudy alail oSing 48 el 5 7 oy 2w 7 suae 220 )which means
“Right then, you're on your own then, your fate's in my hands. Know your dad, know
your house, know where your department at the college is, know your area, and your
brothers too. Want more or that'll do?” The blackmailer employs a negative impoliteness
sub-strategy, threatening to insult the victim's negative face and indicate the power of the
blackmailer. Table (15) illustrates the blackmailer’s conversational strategies and

pragmatic strategies.
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Conversational Strategies and Pragmatic Strategies in Forensic Text No.10

Conversational Strategies

Pragmatic Strategies
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4.2.12 Analysis of Case 11
Forensic Text 11
Blackmailer: Salaam [Hello].
Victim: Yeah, Salaam [hi].

Blackmailer: Listen, I'm gonna talk for your own good - what's your deal with (X) and

what info you got?

Victim: I know what's good for me, mate. Don't know 'em, got nothing to do with "em.

Blackmailer: Look here, I'll believe you for now, but consider this a warning. Better

watch yourself before it's too late.

Victim: Alright then, no worries.

Blackmailer: Watch yourself these next few days, and mind you don't slip up.

Victim: Yeah.

Blackmailer: You're not scared of me, are you? What d'you know about (X)? Answer

me You know full well I don’t go easy on any one.

Victim: OK.

Blackmailer: You’re pretending not to know me, aren’t you? I swear I'll wreck you.

Give me (X)'s account Tonight, I'm telling you, the dirt's getting spread around the

group if you don't give me (X)'s account.

aSle adli; Fisall
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(Appendix A. Case 11, p. xii)
A. Contextual Analysis

This case is a beneficial blackmail in which the blackmailer wants from the victim
the name of someone who works in the Ministry of Interior (MOI), The blackmailer
threatened the victim that he would publish the names of all members of MOI on the
Telegram application and showing all their phone numbers, their places even their families

if the victim did not give the name who asks about.

B. Conversational Strategies

To coerce the victim into agreeing to his demands, the blackmailer utilizes the
“Directive and Commands” strategy. He tries to create a sense of urgency by implying the
imperative language of “ityny” (les b)), which means “Give me (S)’s account” and
“jawbini” (uss) which means “Answer me” functions as explicit directives. The
blackmailer not only conveys a command but also asserts power, thereby influencing the
victim's behavior. Through these direct commands, the blackmailer seeks to exert pressure

and prompt immediate action from the victim.
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The blackmailer attempts to elicit detailed and open responses from the victim by
utilizing the “Question” strategy, as in “[niiw ?al ma‘lamat ily ‘indak?”

( tlaie ) il sladl 5i%), which means “What info you got? > and “[niiw ily ta‘tufa
an ...7”7 (f.... oo 44l &5\ sid ) meaning “what's your deal with (X)?” aiming to obtain as
much information as possible about one of the members who work in the MOI.

Two tag questions are utilized in this forensic text; The blackmailer utilizes the “Tag
Question” strategy as in “matxaf mw?” ( ¢« ik Y)which means “You’re not scared of
me, are you?” and “mat‘arfiny mw?” ( ¢ s« 8 =3 ) which means “You know who I am,
don’t you?” These tag questions serve to confirm the blackmailer's assumptions while
pressuring the victim to acknowledge fear or recognition. By using this strategy, the
blackmailer subtly manipulates the victim into a position of psychological weakness,
making her more susceptible to coercion.

The same turn embraces another conversational strategy: “Scripting the target”. It
is manifested by using threatening utterances as in “?hadrak, tlahag nafsak qabil fawat
alawan” ((O)sY) &) sd Jd eluds Sad 4 BN )which means “ consider this a warning. Better
watch yourself before it's too late” and “Wallah ?bahdilak” (<l 4 5 )which means “I

»

swear I'll wreck you ” are clear evidence of his guilt, as his words reveal his unlawful
actions. This means the use of manipulative and coercive language by the blackmailer
provides clear evidence of his guilt, as his words reveal his unlawful actions; it
demonstrates clear self-incriminating intent.
C. Impoliteness Strategies

Firstly, the blackmailer uses the strategy of “Bald on record”, saying “ityny” and
“jawbini” to give his orders concisely and create intentional negative face damage with no
mitigation or politeness markers. Secondly, he threatens the victim directly by utilizing the
sub-strategy of negative impoliteness “Threatening” as in “?hadrak, tlahag nafsak qabil
fawat alawan” “?iya\i'vm bil 1ayl tara alfadayih tinzil * 2al alfariq ityni hisab x”

(0 Sl i) Ga il ¢ U35 mduadll 5 Qi a5l ) which means “Tonight, I'm telling
you, the dirt's getting spread around the group if you don't give me (X)'s account ”

whereby he uses the utterance “turuf zayn mai‘ndy lihyd musardh( 4=l gdicle (p) b =)
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4a e which means, “I don’t go easy on anyone” 1t is indirect, but the threat is clear and
acts as a warning to the victim that what’s coming may be unavoidable, and no one can
prevent it. “You have no power to resist me; you’d better comply, or things will get worse
for you'.

In the Iraqi dialect, this formulaic expression refers to the fact that the speaker either
doesn’t have a beard at all or if they do, the speaker is not requesting anything from the
listener, he wants the listener to be aware of what will happen and no one will stop him so
that the blackmailer uses this expression to threat the blackmailer in an indirect way. This
means that it could be interpreted as a subtle threat or warning. Table (16) demonstrates

the blackmailer’s conversational strategies and pragmatic strategies.

Table 16
Conversational Strategies and Pragmatic Strategies in Forensic Text No.11
Conversational Strategies Pragmatic Strategies
) i | Exp. o 2 sl gl s Impoliteness S.
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Ml ol — |Abu. | =| G| 8| X E| B @ =| =] = Positive Imp.
S E| 2 El 2| S| 2| S| S| E 228
El /| £ S o é‘) 2 = § S| 5| £ Negative Imp. 2
= 0 % S| | &| 5
= % Hum. = S| 2| 2 a Sarcasm
3 3|2 2 Withhold

4.2.13 Analysis of Case 12

Forensic Text 12

Blackmailer: I swear by Almighty God, you step out - to the street, school, wherever -
I'll kill you, I'll kill you. And by the Prophet Mohammed and Ali, I'll shoot you. Don't
think I'm not around you lot. You and that thick-headed cuck [stupid donkey], [horned
donkey] you got married to. Don't think I'm not here - either I'll kill you myself or 1'll
have my mates kill you, and by Mohammed, 1'll kill you, I'll kill you. Have you heard
me or not? That's fine. and I swear by [Imam] Ali, I'll keep watching and waiting
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there, and when you go out with him, I'll have someone put a bullet in both of you. So
shut your mouth, stay put, and stick to your house - and accept it.
3 gl (B g dana g ElIS) LS (g (5 ) La Cpallal A pdall Cpath @ JLAN Cpathat alial) g ; Final)
L ) ST L La 3 g gala Ul mlle G o ALSY ¢ S0 Jlaad) 138 U aSay ) 3 92 gale gelle GilA
sl lis] sanag g 58 ) A
ol g il Al 7 NS agal] J& oly g Cppmllal Gy a7 plia JB Ao g ¥ 5l ran
R oSl el )
(Appendix A. Case 12, p. xiii)
A. Contextual Factors
This case is a beneficial blackmail, in which the blackmailer attempts to coerce the
victim into marrying him. After the victim’s refusal, the blackmailer started to threaten her
through the Messenger application
B. Conversational Strategies
The blackmailer utilizes the strategy of “Directive and Commands” in the utterances
“inchabi’ ( 223 )which means “shut your mouth”, “wa lizmi beytich” ( zis <\ )which
means “stick your house” and “qibalia biha” (42 85 )which means “accept i’ function
as speech acts intended to coerce the victim into compliance with the blackmailer’s
demands. By employing an imperative form, the blackmailer tries to create a sense of
urgency and fear, increasing psychological pressure on the victim. In daily Iraqi
conversations, the verb “inchabi” (=233), meaning “shut your mouth” is generally
considered harsh and impolite, especially if said in a serious or angry tone. But it can be
used in friendly, informal situations. The phrase can shift from a casual, humorous tone to
a harsh insult, depending on who says it, how it is said, and to whom it is directed. So, it is
not a direct swear word but a strong, dismissive command that can be offensive if said in
anger. It is similar to English phrases like "shut up' or "keep your mouth shut’ not a
curse, but rude and aggressive when used in the wrong tone.
In this forensic text, the “Swearing and Taboo languages” strategy is employed
twice. Firstly, the blackmailer expresses his scorn for the victim's fiancé by saying “hada

?himar” ( Jleall 138), which means “That stupid donkey . The term "girin" (0_<), which
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means “thick-headed cuck” refers to a small horse animal with long ears. It is commonly
used in a derogatory manner to insult someone's intelligence and metaphorically convey
his anger and frustration regarding the victim's impending marriage.

Like many other dialects, these phrases can carry an especially heavy negative
connotation in the Iraqi conventional. The expression “hada ?lhimar” (Jlesll 138) meaning
“Horned donkey”, “thick heeded cuck” or “that stupid donkey” can be used
metaphorically to describe someone perceived as slow-witted or obstinate. or it symbolizes
“thickness” or stupidity”. It is used not only for personal insults but also to degrade
someone's behavior or belittle this person, which often appears exaggerated. In Iraqi
culture, as in many Arab cultures, animals are sometimes used metaphorically to describe
human traits. Donkeys, in particular, are often associated with stubbornness or lack of
sophistication, though they can also symbolize hard work and patience in some contexts.

The term "girin" (0_X) is an Iraqi colloquial expression used derogatorily to describe
a man who has married a woman with a doubtful reputation. In the present day, this term
i1s prevalent, especially on social media platforms, where it is employed to convey
disapproval or anger towards those men and their wives or girlfriends.

As clearly evident, the blackmailer employs the strategies of “Hit-and-Run,
Isolating the target from important Information and scripting the target” in the utterances
“ bas titldin wyah gubal ?xaliburh yktlwluch talqa ?fti wyah”

(o5 ) 4dlla 7 1Sy agdal A& oli5 (pallas wi)  which means “ if you go out with him
before that, I’ll have them put a bullet in both of you” and “ ya akitlch ?ny ya ?xIi rabiy
yktilwch wa muhamad aktlich akitlich”

() ST daa 5 g S oy T G ) #8ST L) means “either Il kill you myself, or
DI’ll have my mates kill you, and by Mohammed, I’ll kill you, I’ll kill you ”. Intentionally,
the blackmailer creates a state of panic in the victim before disappearing, leaving her
feeling isolated and unable to seek help. Eventually, the use of manipulative and coercive
language by the blackmailer provides clear evidence of his guilt, as his words reveal his

unlawful actions; in other words, it demonstrates clear self-incriminating intent.
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C. Impoliteness Strategies

To manifest his control, he uses three strategies: bald on record, positive
impoliteness, and negative impoliteness. At first, he starts with the verbs “inchabi wa gidy
wa lizmi1 beytich wa qibalia btha” where the blackmailer wants to give his orders concisely
and create intentional negative face damage with no mitigation or politeness markers.

To insult his victim, the blackmailer uses one of the sub-strategies of positive
impoliteness, which includes conventional formulaic taboo words by which the
blackmailer shows his offensiveness. The blackmailer metaphorically uses the animal’s
name just to attack and damage his victim's positive face. It is used to show his hatred for
the victim’s fiancé.as in “ girin”.

The perpetrator uses direct, clear, and unambiguous threats. He asserts that he will
do something for her by using these utterances “I will kill you” (z58V) “I’ll have them put
a bullet in both of you” (z<,) “ I'll have my mates kill you > (z 555 ‘_,Ja\ ) and “I’ll
have them put a bullet in both of you.” (v\s <l 4ilk z S agdal U8)  These expressions
indicate how the perpetrator uses an aggressive way. He asserts that by using the verb “kill”
just to make his victim frightened, swear words like “Wallah”, “W Muhammed, and W
Al (e 5333w 5) stand as the promise of killing her fiancé.

Using another sub-strategy of negative impoliteness, the cybercriminal offends his
victim by belittling her fiancé or using a derogatory form in “hada ?lhimar.” Table (17)

shows the blackmailer’s conversational and pragmatic strategies.
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Table 17
Conversational Strategies and Pragmatic Strategies in Forensic Text No.12
Conversational Strategies Pragmatic Strategies
. | Exp. - Impoliteness S.
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IR Ele oI 2SS E 8 EE
=) en | = = = o= =) 1
g @ : S o 2 2 & %: = é 2 Negative Imp. 7
= o =
S % Hum. ) S| & & A Sarcasm
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4.2.14 Analysis of Case 13
Forensic Text 13
Blackmailer: Right now, I know what I'm gonna do at night, it'll be sorted, innit?
I swear I won't leave any bloody place without postin' everything.
You worthless, vile, cheatin' coward.
I'm givin' you just two days, that's it. Send the dosh and send everything I want and I'll
delete all the videos and clear off.
And you won't see me again after. Decide quick, yeah?
(S Ay il La 1) S sl La dll g i ey Jallly (g s e () A 3 i)
Ok (A s O
il g LGS b gaad paal g 21 (o S J39 gt S G (e g9 Alga kel
g iy 508 0 8050 ) a9
(Appendix B. Case 13, p. xiv)
A. Contextual Analysis
This case is a financial blackmail, where the perpetrator demanded money from the
victim. After their secret marriage, she obtained sensitive information about him.
Subsequently, she started blackmailing him through the Telegram application, demanding,
“Send the dosh and send everything I want and I'll delete all the videos and clear off"'.




119

B. Conversational Strategies

In this case, the blackmailer utilizes the "Directives and Commands" strategy to
exert control over the victim. This strategy is evident in the imperative form of the
utterance, “qarir bi ?sra‘ waqit” ( <85 ¢ b %), which means “Decide quickly”. By
employing a direct and command strategy, the blackmailer eliminates any possibility of
discussion or negotiation, forcing the victim to comply with the demands.

By stating abusive swearing words in “nadil haqir kayn jaban ( obas oals | s | JX),
meaning “You worthless, vile, cheatin' coward. ”, the blackmailer uses a “swearing and
taboo language” strategy to condemn the victim’s morality and loyalty, in an extremely
negative way. The word “nadil” is one of the most substantial insults that describes
someone untrustworthy, shameless, and capable of betraying others for personal gain.
“haqir” refers to disgust and contempt for someone.

In the Iraqi dialect, it sometimes indicates that someone is not worth respecting.
“Khayin” is a highly offensive word; It implies betrayal of trust, whether in friendships,
relationships, or national/political contexts. Here, the blackmailer describes the victim,
“Khayin” which refers to the personal betrayal. At the same time, it is used in everyday
argument as “You betrayed our bond and the food we” ( glally 3all i ¢35 ydall Cid) in
some situations, this word is also used in a political sense for someone who is perceived as
betraying their country, party, or causes as in “These people are all traitors; they sold the
country” (sl sebh Aisa aglS Al ga)

Calling someone “jaban” questions his courage, strength, and ability to stand up for
themselves. In Iraqi culture, this word is sometimes regarded as a deeper insult, especially
for men, meaning “not even a man”.

In the same vein, the blackmailer uses the “Hit and run, Isolating the target and
Scripting the target” strategies in the utterance “?ntik muhla yawmayn bas, tdiz fuliis wa
tdiz kilfT ?ryd warhsah fydywhat kulha warh(T’

(a5 LdS b 5028 el 5 2 ) (o IS Ja5 sl 335 Gar (e 2 4lgw @lilail) which means
I'm givin' you just two days, that's it. Send the dosh and send everything I want and I'll

delete all the videos and clear off” . The blackmailer instantly threatens the victim and



120

then disappears in an attempt to create a state of panic, creating a feeling of loneliness that
prevents him from asking for help, the blackmailer seeks to intimidate the victim “qarir
bi ?sra‘ waqit” (<85 ¢ L %) which means “Decide quick, yeah? ” but in utterances of
threat “wallah ma ?baqi makan 10a ma ?nfir byh Kil[i” ( < 4n 5 L 13 e &l L 4l 5)
which means “I swear I won't leave any bloody place without postin’ everything  reveals
to her guilt and unlawful actions, it demonstrates clear self-incriminating intent.

C. Impoliteness Strategies

One common pragmatic strategy used in blackmail is impoliteness, where the
blackmailer employs aggressive and offensive language to intimidate and dominate the
victim. By utilizing pressure and intimidation, the blackmailer reinforces her control over
the victim. In this case, the blackmailer employs a “bald, on-record” impoliteness strategy
by giving a direct and forceful command: “qarira biasra‘ waqit,” which means to “Decide
quickly” and threatens the victim’s negative face directly.

To insult her victim, the blackmailer employs a positive impoliteness sub-strategy
by using conventional formulaic swearing; she aims at damaging the victim’s positive
face by saying “nadil haqir kayn jaban”.

Lastly, the blackmailer employs the negative impoliteness sub-strategy
“threatening” to insult the victim's negative face and indicate the power of the blackmailer
saying “wallah ma ?baqi makan 10a ma ?nfir byh kil[T”. Table (18) shows the blackmailer’s
conversational strategies and pragmatic strategies.

Table 18
Conversational Strategies and Pragmatic Strategies in Forensic Text No.13

Conversational Strategies Pragmatic Strategies
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4.2.15 Analysis of Case 14
Forensic Text 14
Blackmailer: Where are you?
Victim: Go ahead.
Blackmailer: Bottom line, 50 million today or I'm sharing the photo. So, what've you
decided? I’m waiting.
Transfer the money quickly.
Bye.
I'm gonna share it, you've gotta pay the price.
Sl g 3 yieal)
(alli; il
o gl L il ol a gall g gale 5O LAY (a2 el
EW- PR TATSATY
4 o sl A ga
sl
Ol adas Y Wl 7
(Appendix B. Case 14, p. xiv)
A. Contextual Analysis
This case is a financial blackmail, conducted via Instagram, in which the
blackmailer threatens to ruin the victim’s reputation by exposing his picture unless he pays
50,000,000 IQD. This threat is explicitly stated as: “Bottom line, 50 million today or I'm

sharing the photo. So, what've you decided? I’'m waiting.”

B. Conversational Strategies
In this forensic text, the blackmailer utilizes the “Directive and Commands” strategy
“hawyli ?1 flus bisrah” ( 4e s (s 5l Q s> ) which means “Transfer the money quickly” .
By employing this strategy, the blackmailer exerts control over the victim's behavior; she

tries to minimize any opportunity for resistance or negotiation. The strategy of the directive
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and command is a directive speech act, reflecting an attempt to manipulate the victim
through authority and urgency too, thus enhancing the pressure to comply.

In an attempt to gain more details that would help the blackmailer exert more control
over the situation and figure out where the victim is, the blackmailer uses the “Question”
strategy, asking “wayn ?ntah?” ( < (u5) which means “Where are you?”.

Eventually, her last utterance “rah ?nfirha ,lazim tidfa ?”( o< ad35 2 3Y |l il 7))
which means “I'm gonna share it, you've gotta pay the price ” and “xamsyn million yijan
?1 yowm lw ?nfirha ?lsurah” ((e_swall W il o asill oo (5050 )which means “ 50 million
today or I'm sharing the photo” The blackmailer instantly threatens the victim and then
disappears in an attempt to create a state of panic, before the victim has the chance to
respond appropriately creating a feeling of loneliness that prevents him from asking for
help, the blackmailer seeks to intimidate the victim. This utterance provides clear evidence
of her guilt, as her words reveal unlawful actions.

C. Impoliteness Strategies

The blackmailer uses two strategies: bald on record and negative impoliteness. To
maintain her control over the victim, she employs a “Bald and record” strategy as in
“hawyli ?1 flus bisirah” to create intentional face damage directly.

Furthermore, the blackmailer employs the negative impoliteness sub-strategy
“threatening” to insult the victim's negative face and indicate the power of the blackmailer
as in “xamsyn million yijan ?1 yowm Iw ?nfirha ?lsurah” and “rah ?nfirha ,lazim tidfa ?1
thaman” . Table (19) shows the blackmailer’s conversational strategies and pragmatic

strategies.
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Table 19
Conversational Strategies and Pragmatic Strategies in Forensic Text No.14

Conversational Strategies Pragmatic Strategies

Exp. Impoliteness S.

Bald on record 1
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Negative Imp. 2
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Isolating the target

Ignoring the target

Scripting the target
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Withhold
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4.2.16 Analysis of Case 15
Forensic Text 15
Blackmailer: Today your uncle wants to complain about me, So what? I'll teach you lot
a proper lesson, I swear D’ll finish you off.
Look, I've got your pictures now.
Listen mate, I need money. What you've sent ain't enough for me. Send me more, and
if you don't, I'll wreck your family and you're finished. Even your missus will ask for a
divorce. You know bloody well what I've got on you, so let's make a deal, yeah? That's
better for everyone.
e L ; Fiaal)
Al g aSale) ) Ale Sidy 3 ) dlas o)
a8 g g
diag) fay iy dilile QAT 5 cudile 13y am 30 Wda LU uiSie b i pugld e gl
@l g
Crunl (B85 LA elle A BUa () ity

(Appendix B. Case 15, p. xv)
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A. Contextual Analysis

This case is a financial blackmail; the blackmailer is the victim's wife, and after one
year of secret marriage, they face numerous problems, which lead the wife (blackmailer)
to threaten her husband (the victim) by exposing their secret relationship to his family if he
refuses to continue giving her money.

B. Conversational Strategies

The directive and command strategy “ dzli ba“‘d” ( 2= I 39), which means “Send
me more money” used by the blackmailer is expressed in an aggravated form, reinforcing
the forceful and commanding nature of her speech. The blackmailer creates a sense of
power over the victim by giving orders, preventing any opportunity for compromise or
resistance.

Using ambiguity is one of the most powerful strategies used by blackmailers to
instill fear and uncertainty in their victims. in the utterance “wata ‘ruf zayn [lazima ‘alayk”
(a0 Ldad elle 4 30UE (4 ) G =i 5), which means “You know bloody well what I've got
on you, so let's make a deal, yeah? That's better for everyone”. Here, the blackmailer
avoids detailing a direct threat, instead relying on implication and uncertainty to increase
the victim’s suffering. This vague utterance forces the victim to imagine severe
consequences and aggravates his sense of helplessness and fear, leaving the victim
guessing.

As clearly evident, the blackmailer uses a “Hit and run” strategy, which shows that
before the victim has the chance to respond appropriately, the blackmailer swiftly issues a
threat and then disappears, leaving the victim in a state of uncertainty and distress.

The last conversational strategy, “Scripting the target” is also noticeable in the
utterances “Wallah ?nhykum” ( +Sied) &5 )which means “I swear I'll finish you off”,
“stiiwarak saraf yamiy” (= <bad)sa) means “Look, I've got your pictures now ” and
“dzI1 ba“da wa 10a madazyt tara ?xarub ?yiltak” ( <ilile a5al 5 cyala 135 20 I 30) which
means “Send me more, and if you don't, I'll wreck your family and you're finished”. 1t

suggests that the blackmailer is willing to cause harm to the victim’s personal life or
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relationships and provides clear evidence of the blackmailer’s guilt, as her words reveal
unlawful actions.
C. Impoliteness Strategies

In blackmail, impoliteness is a key pragmatic strategy, with the blackmailer using
harsh language to assert control and instill fear in the victim. The blackmailer uses the
strategies: bald on record and negative impoliteness. To maintain his control over the
victim, he employs a “Bald and record” strategy as in *“ dzli bad” to create intentional face
damage directly. While in the utterances “dzI1 bad” and “dz 11 ba“da wa 10a madazyt tara
?xarub ?yiltak” and “Wallah ?nhykum”, the blackmailer employs a negative impoliteness
sub-strategy “threatening” to insult the victim's negative face and indicate the power of the
blackmailer. Table (20) demonstrates the blackmailer’s conversational strategies and
pragmatic strategies

Table 20
Conversational Strategies and Pragmatic Strategies in Forensic Text No.15

Conversational Strategies Pragmatic Strategies
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4.2.17 Analysis of Case 16

Forensic Text 16

Blackmailer: Answer on Snapchat quick. I'll have everyone's mouths running about
you and make it so killing you becomes fair game - get lost, bye.

Victim: What you on about with these threats?

Blackmailer: Told you I’m in a sticky situation - help me out, and that, yeah? But

you're just not accepting it, dunno why.
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Listen, everything's good when it's time, innit?
God's generous' generous [What goes around comes around].
Victim: But I've got nothing left, sold everything and gave it to you - that's enough now
Blackmailer: Alright then, I'll show you how you’d sort it out, God's generous [What
goes around comes around], alright.
You told me your brother works at the restaurant, right then, you turned out to be a
proper snake.
Victim: I swear I've got nothing, understand?!
Blackmailer: Get it from your mate.
Sort it from your mate, your mum, your brother, sort it sort it.
Don't care how, just sort it sort it - I've got no other way but I'm stuck on you so sort it
out for me.
AS juy i) £ (g glan: Fisall
b ey B may gliS Al allal) Koy mle gidila 1)
A gid dual)
il e L bl ) (g () 138 g (e luw i gy af g @I: Fial)
o gy LAl Al
A S A
g (A8 bl g ool IS ity | gaiSla (uy sdal)
il a8 ) gt ol gldl 2, U e s el
G ialls e 4l padaally iy g sd) A
ol g gaisla 3 daal
Tihada G 53 Sl
b gsdl Al milisa G b e
b g i) cudl g Ja gaisla (Al g i diei b
(Appendix B. Case 16, p. xv)
A. Contextual Analysis
This case is a financial blackmail in which the blackmailer and the victim were

friends in college; However, the blackmailer began threatening her victim after obtaining
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compromising photos of the victim and her sisters. To carry out the threats, the blackmailer
created a fake account, impersonating a boy to add an element of deception and disguise.
This conversation was conducted through the Instagram application.

B. Conversational Strategies

The use of imperative verbs such as “ jawbi ?lsnab bisirah” ( 4c s Ll & o 4la)
""Answer on Snapchat quick.”, "dabryly” (k)" sort it sort it", and "dz1 min sdyqtich”

( &8aa (e 32) which means “Get it from your mate” refer to “Directive and
Commands” strategy that serves as a clear assertion of control, demanding immediate
actions from the victim without a chance for negotiation or refusal. The repetition of the
verb "dabryly" is used six times to emphasize the coercive nature of the blackmailer's
demands, reinforcing her dominance and power over the victim.

In this utterance “tai‘aty hayah” (4 Sxlk) "You turned out to be a proper snake”
is being used as a swearing or insulting word, making it a taboo term, especially when used
to describe someone negatively. When someone is called a "snake" it implies that they are
deceitful, dishonest, or dangerous. It can be a harsh criticism and is meant to convey strong
negative emotions toward the person being insulted. Overall, the blackmailer uses this
strong, offensive “Abusive swearing word” strategy to hurt the victim or discredit
someone's reputation by associating them with a dangerous, untrustworthy creature.

By not specifying her exact demands, the blackmailer employs a strategy of “Using
ambiguity” in the utterances “yabah kil [T biwaqtah hilw” ( s~ 48 s 23IS 43 Y)which means
“Listen, everything's good when it's time, innit? ” and “?llah karim” ( =S &) “Allah
Kareem” [God's generous],[ generous| and [What goes around comes around] to create
uncertainty and aggravate the psychological pressure on the victim. The blackmailer wants
to leave the victim guessing about the type of threat and uncertain about what is being
demanded, so the victim may imagine the worst possible consequences, leading to
increased fear and a stronger probability of compliance. While not directly stating the
consequences, the blackmailer’s utterances suggest that the victim should be concerned

about an unknown outcome.
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In the Iraqi dialect, the phrase “?llah karim” ( ~_S 4¥) can be used in many ways,
including to express reluctant hope but the use of this phrase from the blackmailer does not
provide clear information about what will happen next, it implies that the victim’s future
is uncertain and dependent on the blackmailer’s decision, which heightens the victim’s
sense of helplessness. Thus, the blackmailer’s use of this ambiguous, colloquial phrase
manipulates the victim’s emotional state by creating fear and uncertainty while avoiding
clear threats. This strategy is effective because it forces the victim to imagine the worst
possible outcomes, heightening the psychological manipulation and making the blackmail
more effective.

One of the conversational strategies used by the blackmailer, in this case, is the “Hit
and Run” strategy in which the blackmailer does not give the victim a chance to respond
appropriately, she swiftly issues a threat and then disappears, leaving the victim in a state
of uncertainty and distress as it clear in “ma ?ruf dabryly dabryly maindy hal bas ?nti
?tamasak bych fadabryly” (b g eleadl &l a da gaiels S b s b <o sel W) which
means “Don't care how, just sort it sort it - I've got no other way but I'm stuck on you so
sort it out for me”

Additionally, it can be observed that the blackmailer employs the “Ignoring the
victim when she says No” strategy. When the victim responds that she does not have money
“ma indy” ( gx=W), meaning “I swear I've got nothing, understand” the blackmailer
ignores her by saying “ma ?ruf dabryly”( b < el W) “ Don't care how, just sort it sort
it ” the verb is used to directly command the victim, disregarding any politeness or potential
for negotiation.

Finally, the blackmailer provides clear evidence of her guilt, as her words reveal
unlawful actions by employing the strategy of “Scripting the target” saying “10a maxlytch
‘ilich bihalig ?i‘?lam waxali katlich yasir halal (Ja uay g8 ) 5 allall dllay e zilala 131)
meaning “I'll have everyone's mouths running about you and make it so killing you
becomes fair game”. In the Iraqi dialect, it is a strong, threatening expression in which the

blackmailer threatens to ruin the victim’s reputation by ensuring that people talk about her
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constantly as if they were chewing gum in everyone’s mouth. It is a common threatening
metaphor in the Iraqi dialect that is likened to defamation.
C. Impoliteness Strategies
The blackmailer uses three strategies: bald on record, and negative impoliteness. To
maintain his control over the victim, he employs a “bald and record” strategy as in “jawibi
‘ ?lsnab bisirah”, “dabryly”, and “dzi min sadyqtich” to create intentional face damage
directly. but in the “t,ai‘aty hayah,” the blackmailer utilizes one of the sub-strategies of
positive impoliteness, “Abusive word” that includes damaging the face of the victim who
refuses to submit to her demands.
The last sub-strategy of negative impoliteness is “threatening,” which can appear in
“10a maxlytch ‘ilich bihalig 21 ?lam waxali katlich yasir halal” This utterance is an explicit
threat, demonstrating negative impoliteness and a severe face-threatening act (FTA). The
blackmailer employs direct and aggressive language, implying a serious consequence if the
victim does not comply. The blackmailer’s conversational strategies and pragmatic

strategies are shown in the Table below.

Table 21
Conversational Strategies and Pragmatic Strategies in Forensic Text No.16
Conversational Strategies Pragmatic Strategies
o i | Exp. - 2 2l sl s Impoliteness S.
= o - - 5= = | 20| go| B0
2 ol B = 5 5l gl oo 8| 8| S Bald on record 1
o g = o0 a ) - = +
gl 2| £ £l S| 2| 8| B = 2| 8] 8 —
2| S| < |[Abu. | S| B| Q| D] E| B| m| | == Positive Imp.
— (D] (o (] an
s = & Sl 2| TSl S| E| B 22 :
:g @ : S o 2 g E %s % ;é § Negative Imp. 2
= 2 | Hum. = S| 2| 2 A Sarcasm
4 1 3011 1 1 Withhold
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4.2.18 Analysis of Case 17
Forensic Text 17
Victim: Who are you, girl?
Blackmailer: Doesn’t matter, just take this as advice from your sister.
Victim: I still need to know who you are. Thanks for the advice though. There's
nothing that can't be sorted; it's just a matter of time.
Blackmailer: I don't want to gloat, but look - it's been ages and you still haven't given
me anything.
Victim: Thanks.
Blackmailer: Haven’t figured out who I am yet, eh?
What I've shared is just one in a thousand, and no one's gonna show mercy to you or
your sister - she might as well top herself, get it over with. If you don't sort this out, I'm
posting it all public.
I won't show you any mercy and you know it - you better come today.
f e s rdaal)
W _ie ) did) e damal g s agala @ il
dagallle o9k, oS pan sia i e Al
b g dliua A G Jadile o ¢Sl
i Aladila () aadg gl gn B g AR g G Coaddil 3y ) La : ial)
o 984ka 1Al
W A8 el s sl
Cyguba 13y, Lpta | guald Ay adii b 5 390 AT aa g dlas 7)) dnag Gl (ha 2al g (g AN A
aladl g il ) Ja
poal) (25 a3Y agdl el g dlas i ) 1
(Appendix A. Case 17, p. xvii)
A. Contextual Analysis
This case is a sextortion blackmail in which the plaintiff complained that the
perpetrator exploits explicit images to exert coercive control over the victim. The

blackmailer, who was once the victim’s roommate in the dormitory, secretly took several
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pictures of the victim in sensitive situations. When the victim refused to comply with
further demands for additional images, the blackmailer began to threaten the victim and
the victim’s brother, thereby extending the psychological pressure. The continuous
intimidation leads the victim to multiple suicide attempts, which points to the profound
psychological impact of sextortion. The blackmailer conducted these threats through the
WhatsApp application.

B. Conversational Strategies

The blackmailer seeks confirmation by employing the “Question Tag” strategy,
saying “ma rafitny ha" ( ¢ W 8 el )which means “Haven’t figured out who I am yet,
eh?” . She wants to assert whether her victim knows her or not; it conveys uncertainty. The
meaning of ( ¥ i el )depends entirely on the situation, tone, and relationship between
the people talking. It can be friendly, sarcastic, intimidating, or even dangerous, depending
on how it is said and the intention behind it. In this utterance, it is a way to seek
confirmation about the victim and create fear, and exert control over the victim, often
implying dangerous consequences.

By not specifying her exact demands, the blackmailer employs a strategy of “Using
Ambiguity” in the utterances “marah ?rhmak wa ?fita tafham” (aei <l 5 clas )i #) 1), which
means “I won't show you any mercy and you know it”. It can imply a threat or warning,
showing that it is not to be messed with the blackmailer.

In an attempt to isolate the victim and make him feel powerless, the blackmailer
uses “Isolating the victim from important information” and “Scripting the target” strategies
in the utterance “hadani ily nafarathin wahid min ?1if wmahad rah yarhamak”

(Slax 3 71y 2 s <l (e 2a) 5 (4 s uJS\ ) which means, “What I've shared is just
one in a thousand, and no one's gonna show mercy to you or your sister”. To isolate the
victim and make him feel powerless, the blackmailer uses the threat of revealing sensitive
information, leaving him without any possible help. In a similar vein, the blackmailer
provides clear evidence of her guilt, as her words reveal unlawful actions as seen in this
utterance and “wa 10a maswyt hal rah ?nfir © al‘ama” (sl & il 71 da Cy sule 1315 )means

"If you don't sort this out, I'm posting it all public” and “marah ?rhamak wa ?nta tatham
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lazim tigy ?lyoum” (pssll (o3 a3Y aedi il s dlas )i =) 0) “T won't show you any mercy and

you know it - you better come today”

C. Impoliteness Strategies
In this forensic text, the blackmailer utilizes a “Negative impoliteness sub-strategy”
“Frightening” and “Threatening” which involves threatening the victim to create fear and
to expose the victim’s secrets, insulting the victim's negative face (FTA) in the utterances
“hadani ily nafarathin wahid min ?lif wmahad rah yarhamak” , “wa 10a maswyt hal rah
nfir < al‘ama” and “mardh ?rhamak wa ?fta tatham lazim tigy ?lyoum”. Table (22)
illustrates the blackmailer’s conversational strategies and pragmatic strategies.

Table 22
Conversational Strategies and Pragmatic Strategies in Forensic Text No.17

Conversational Strategies Pragmatic Strategies

Exp. Impoliteness S.

Bald on record 1

Abu. Positive Imp.

Directive
Compliment
Question
Tag question
Hedges
Hit and run

Negative Imp. 3

Using Ambiguity

Hum.

Minimal Response
Swearing / Taboo L.
Conflating illegality

Isolating the target

Ignoring the target
Scripting the target

Sarcasm

[
[
[
Jr—
(8]

Withhold

4.2.19 Analysis of Case 18

Forensic Text 18

Blackmailer: Hi,

Better respond, it's proper urgent innit?

And if you don't, I'll try something else - either way mate, you're the one who's losing.
Check out these pics I sent ya - this is just the first warning, and there's loads more
Do you really have the guts to not respond, you crooked-mouthed muppet.

Victim: I'm proper knackered from dealing with you, can't take it anymore
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Blackmailer: Whatever, innit? you're used to it now. - you've already wasted yourself
in brothels haven't you, so don't stress, you can handle it.
L a2 el
M sUsras A sl
Ol il aa agal) Giglad & addiad 3 sia 1319
5 A Coa s s g3 O3 gt A sl i i s
g K gl Jfil quglatag Ba dly ay el A
SRile 3y e ot i ; dpaial
DR G G oo e g Ltkald ol g day Cilda g dall gl il gale ;)
(Appendix A. Case 18, p. xviii)
A. Contextual Analysis
This case is a sextortion blackmail, where the blackmailer deceived the victim into
visiting her home by luring him and secretly recorded inappropriate acts without his
awareness for three months. She subsequently exploited these images to threaten him
because he refused to come again. Their conversation was conducted through WhatsApp.
B. Conversational Strategies
The blackmailer employs various offensive abusive language, including the word
“0wal”( Js51 ) which means “fool”, which is a derogatory insult used to describe someone
who is easily deceived by others. Additionally, the phrase “?bu haliq ?1 ?1¥wa;”
(zs=Y) X 5l) means “with the crooked mouthed muppet” which is a highly
offensive utterance used by the blackmailer to attack and insult the victim verbally.
“Buytt darah” (s_le < su)which means “brothels”. 1t is a taboo phrase that carries
strong offensive connotations, causing discomfort to those who hear it. The blackmailer
employs it as a means to provoke and disturb the victim. Additionally, it refers to locations
associated with offering sexual services, further intensifying its derogatory and disturbing
impact.
To obscure the unlawful nature of the blackmailer’s demands, she employs language
that seems acceptable legal discourse, employing the strategy of “camouflaging the

illegality”. The blackmailer attempts to depict demands in a manner that appears harmless
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and within the boundaries of the law, thereby minimizing its criminal connotations as in
“Cadi ?nta tawadit ?1 mafrood matxaf bad hwa ?nta xalasitha dara flatxaf”

(GATY oo jled g Lghals il s amy Calaie (g jiall Caagad il sale) which means
“Don't worry, you're used to it. You shouldn't be scared anymore, you already dealt with
it in brothels, so you can handle it”.

In an attempt to isolate the victim and make him feel powerless, the blackmailer
uses “Isolating the victim from important information” as seen in the utterance “hadani
?stiwr ily dzythum 2wl tahdid” (336 Jsl aei 3o G ) sall 338), which means “Check out
these pics I sent ya - this is just the first warning, and there's loads more”

When the victim claims "ma ?qdar” “I'm proper knackered from dealing with you,
can't take it anymore”, The blackmailer ignores this response and asserts that the victim
has no option but to comply with her demands, as expressed in the utterance "flatxaf tqdar"
“ 85 GlAY Goojled ials <l meaning “pou’ve already wasted yourself in brothels
haven't you, so don't stress, you can handle it” This strategy is called “Ignoring the
target(victim) when he says No”

The last conversational strategy is “Scripting the target” in which the perpetrator's
threatening statements towards the victim are regarded as a clear indication of her guilt, as
the utterances represent direct evidence in the form of the perpetrator's own words as in
“hadani ?dsiwr ily dzythum ?wal tahdid” (¢ sl ety U sl 53 ) which means
“Check out these pics I sent ya - this is just the first warning, and there's loads more”
and it is an attempt to establish dominance, which may be followed by further coercive
actions to maintain power.

C. Impoliteness Strategies

In this case, the blackmailer uses two strategies of impoliteness: “positive and
negative impoliteness”. At first, she employs a sub-strategy of positive impoliteness,
utilizing offensive language such as the taboo expression "buyiit darah," the derogatory
utterance “?bu haliq ?1 ?1¥waj," and the expletive "?0wal.". Through these verbal attacks,
the blackmailer seeks to humiliate and insult the victim's positive face, thereby exerting

psychological pressure. On the other hand, the blackmailer in a direct, clear, and
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unambiguous way, threatens the victim to reveal his secrets and instill fear. This sub-
strategy of “negative impoliteness” 1s called “threatening”, saying “hadani ?lstwr ily
dzythum ?wil tahdid” and “wa i0a matrid ?§taxdim gayr 2§luwb”.

Employing another sub-strategy of negative impoliteness, “hasah ?nta ya ni bik haz
wa matjawib” ((«slaie s ba ey <l 4a ), “Do you really have the guts to not respond”
which means the blackmailer attempts to belittle and insult the victim by narrowing his
ability to respond or comply with her demands”. This strategy undermines the victim's self-
esteem while simultaneously reinforcing the blackmailer's dominance and control over the

victim. Table (23) shows the blackmailer’s conversational strategies and pragmatic

strategies.
Table 23
Conversational Strategies and Pragmatic Strategies in Forensic Text No.18
Conversational Strategies Pragmatic Strategies
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4.2.20 Analysis of Case 19

Forensic Text 19

Blackmailer: Oi, listen up, yeah? I’ve got your daughter—picked her straight up from
school. Next, my lot are gonna take the other one.
And don’t even think about running to the cops, alright? I’ll make life proper hard for
you lot. See, I write these messages from my own gaff and time ’em just right, so when
you go crying to the coppers, they’ll think it’s you making the threats. I even know
your bloody Wi-Fi password.
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Here’s the deal—either (X) marries me, or (Y) does, or you find me someone else. If
none of that works, then (Z) has to dump his missus and marry me, or I’ll just take him
myself.
Listen, if you don’t sort this, I’ll come to your house, and drag your name through the
dirt. Sod off and rot for all I care.
You lot know I ain’t messing—I know exactly where he is, and right now, I’'m standing
outside your gaff.
Oh, and your car? Proper trashed it—4 in the bloody morning. Today, I sent some lads
to keep an eye on your daughter. I've got a little arrangement with some bloke from the
street—I write the messages, pass ’em on, and he sends ’em your way.
G o) s el
Al Cibit olaa 53l 7)) B g Amidall (ha LgudA] aSily cuilad
G99 CsSIET Agale (4ol g (i G il ST U 0 (shlsiig aSadl (s 5 (sSIAT (g i LA pSK
4d o] Al Jay (Fay aSia 2agal (8L Ayl
iag) s (08 ) skl gl Aagl s skl ol Al (09) B (09) AT 13 18
4J) 4dhaij g i JS
A aSih g aSauzd] g il Al 71, Cgd e 1)) S
Al JL& 489) g Ul g adash 0 68 a5 Le Guean
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(Appendix A. Case 19, p. xviii)

48854 U

A. Contextual Analysis
This case is a beneficial blackmail in which the blackmailer coerces the victim into
marrying her, mentioning his prior promise. She threatens to damage his reputation, as well
as that of his family. Furthermore, the blackmailer increases threats by promising to kidnap
the victim's sisters with the assistance of her partners in crime. These coercive threats were

conveyed through the Telegram application.
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B. Conversational Strategies

The blackmailer utilizes the “Swearing and Taboo language” strategy as a means of
insulting her victim, in the utterance “tabkum marad”( u=_= Sik) which means “Sod off
and rot for all I care.” so the blackmailer will not care about them, she will do what is in
her mind. In the Iraqi dialect, this abusive swearing word conveys the notion that the victim
is responsible for their suffering and, therefore, undeserving of sympathy or support.

The blackmailer employs the conditional structure “If Clause” “1da mtrdwn ?na rah
T libaytikurh (Sis) 2l 7)) 5353 13 ) which means “Listen, if you don’t sort this, I’ll
come to your house, and drag your name through the dirt.” as a hedging strategy to
introduce her statement less directly, thereby creating a sense of ambiguity or plausible
deniability. Furthermore, the “introductory phrase” "haSab ma ta‘rufin" (08,5 L s,
which means “You lot know” is utilized by the perpetrator to introduce uncertainty or
indirectness into a statement and asserts her familiarity with the subject matter, subtly
reinforcing her credibility and control over the discourse.

Scripting the target is the last conversational strategy which is used in the utterances
“xtafit bintukum ?xadtha min ?Imdrsah waba “d rah ?wadi jama ati taxtif ?1thaniah”

(Al Calads Jelea g3l gl dmy 4moddl e WAl oS8y csld) “P've got your
daughter—picked her straight up from school. Next, my lot are gonna take the other
one”, “2qulkurh xaf tathiin tashtakin taray ?dikurh wa tatawardtiin”

(Osh 7555 23 (5 3 0 S5 () ey ala 2SI ) which means “And don’t even think about
running to the cops, alright? I’ll make life proper hard for you lot”, “?xifa ilah

(4l 4ilaal) means “or I’ll just take him myself. ” and “wa damaritha ?1sa‘h 4 ?1siibh
walyawm dazyt wild ‘almwd yuraqibin bintakurh”

(PS5l 2 sale Aly i n a sl 5 maall 4 4c Bl Ll a0 5 63 2K) which means “Oh, and
your car? Proper trashed it—4 in the bloody morning. Today, I sent some lads to keep
an eye on your daughter”. The perpetrator's use of threatening language as seen above
toward the victim highlights her guilt and provides compelling evidence in particular since
these utterances are the blackmailer’s self-incriminating and expressed in her own voice as

revealing unlawful actions.
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C. Impoliteness Strategies

The blackmailer’s use of “tabkum marad” indicates the “positive impoliteness”
strategy through the deliberate use of derogatory words aimed at humiliating and damaging
the victim’s positive face and through the use of explicit threats, conditional coercion,
intimidation, and the imposition of consequences. At the same time, the blackmailer attacks
the victim’s negative face by restricting their autonomy, instilling fear, and asserting
dominance by using a sub-strategy of negative impoliteness “threatening” as in “xaf tarhtin
tashtakin taray ?dikum wa tatawaratin”. Table (24) explicates the blackmailer’s
conversational strategies and pragmatic strategies.

Table 24
Conversational Strategies and pragmatic Strategies in Forensic Text No.19

Conversational Strategies Pragmatic Strategies
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4.2.21 Analysis of Case 20

Forensic Text

Blackmailer: Salam Alaikum [Hello].

Salam Alaikum.

Salam, Salam, Salam.

Listen, brother, if you don’t give me 7 million, I’ll post your daughter’s pictures all
over social media...

Do you know who helped me get her pictures? It’s (X) — she hates you. And someone

else gave me her wedding photos too.
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Aw, poor you. Maybe you can’t afford it, I’ll drop it to 5 million— just as much as the
number of your creatures.
1 will make your day as dark as night.
Sile a3 : Fisall
pSile ks
TR T W
oSy ) gea & #1) (Bl 7 (shiia 13) 43 3 Al K
Leal s s Silail 4l odn 55 oSa S5 (Y (9) (o W sea il 5 Hine L gia ()5
Sl sae o e eed il 71 aSacle Cila a3kl
el 52 oS50 )
(Appendix B. Case 20, p. xix)
A. Contextual Analysis
This case represents a form of financial blackmail in which the blackmailer demands
a sum of money from the victim, threatening to expose their daughter's pictures if the
demand is not met. The blackmailer explicitly states, ""If you don’t give me 7 million, I’ll
post your daughter’s pictures all over social media...”. The blackmailer conducted these
threats through the WhatsApp application.
B. Conversational Strategies
The blackmailer utilizes the “Hedges ” strategy, she employs the “Modal auxiliary
verb” "may" to present her demand in a less assertive, more manipulative way. At first, in
the utterance “xatiya xaf ma‘idkurn ( sSacle A& 43k3) which means “Aw, poor you. Maybe
you can’t afford it.” This is a colloquial expression, meaning something like “may?”,
“maybe” “might" or “could” It's a softening phrase that suggests uncertainty or shows
some level of possibility.
Using an ambiguity strategy can make the threat feel more powerful because the
victim is left to imagine the worst possible outcomes, which increases anxiety or fear. In
the utterance “illa 2rawykum nijoom ?lzihr” (el asai oS50 YY) “I will make your day

as dark as night” can carry a sense of ambiguity, making the victim guess exactly how or
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what the blackmailer will do. This figurative expression is used to suggest a severe
consequence or threat. In Arabic slang, " x5 » 23" “the stars at noon” refers to something
impossible or absurd because stars are typically only visible at night, not during the
daytime. So, the blackmailer uses this figurative expression in order to do something that’s
either harmful, unthinkable, or will be a big shock, emphasizing the severity of her threat
unless her demand is met. It’s like saying, “You don't want to find out what I'll do”

The last three strategies employed by the blackmailer are “hit and run, isolating the
victim from important information, and scripting the target.”, They are noticeable in “10a
matintwny 7 malayin ?nfir siwar bifitikum (sSiy s &0 ) (e 7 skl 13 1) which
means, “if you don’t give me 7 million, I’ll post your daughter’s pictures all over social
media...” It is a direct, clear, and forceful threat with no ambiguity. The blackmailer is
making an ultimatum: either pay money or face the consequences without giving the victim
a chance to respond. By making the victim feel helpless, the blackmailer reduces the
chances of the victim fighting back or seeking legal action.

The perpetrator's use of threatening language, as seen in this utterance and “rah
?sawyhin xms malayin ‘ala ‘adad xilgatikurh” ( sSEA s e e (eed (g2 sul #15) which
means “ I’ll drop it to 5 million— just as much as the number of your creatures” toward
the victim, highlights her guilt and provides compelling evidence, particularly since these
utterances are the blackmailer’s self-incriminating and unlawful actions.

C. Impoliteness Strategies

In this forensic text, the blackmailer uses two strategies of impoliteness, She attacks
the victim’s negative face by employing the sub-strategy of impoliteness “Threatening” as
in “10a matintwny 7 malayin ?nfir siwar bintikum” directly, she threatens to expose
sensitive pictures. At the same time, she uses another sub-strategy of impoliteness is
mocking, belittling, or ridiculing the victim, making him feel weak, worthless, and
powerless as in “xtiyah xaf ma‘idikurh rah ?§wyhn xarhs malayn ‘ala ‘adad xalqatikurh”
((SEla s e e Gued (el ) aSacle il 43k3) which means “Aw, poor you. Maybe
you can’t afford it, I’ll drop it to 5 million just as much as the number of your creatures.”.

This utterance is also a “sarcasm ” strategy of impoliteness. On the surface, the blackmailer
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sounds like she is adjusting the demand out of sympathy, “I’ll drop it to 5 million” but the
real intention is mockery and humiliation for the victim. Table (25) demonstrates the
blackmailer’s strategies and pragmatic strategies.

Table 25

Conversational Strategies and Pragmatic Strategies in Forensic Text No.20

Conversational Strategies Pragmatic Strategies
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4.2.22 Analysis of Case 21
Forensic Text 21
Blackmailer: Why ain't you coming to my flat tomorrow? Seriously, why ain't you
coming? Come over, we'll get intimate, then sort everything out.
Victim: Sort everything out? How? And then you'll just come back.
Blackmailer: Yeah, I'll sort it all, trust me.
Victim: And that’s it?
Blackmailer: I swear on God.
Victim: Do you even dare look me in the eye after that?
Blackmailer: Listen, don't keep mucking about. Better get rid of me if you can. Right
now, I'm sort of mad keen on you, but ... I will humiliate you; you'll come over whether
you like it or not.
The main thing is I get my enjoyment. You follow?
¢ Al ABEN Al Ade Gl il ¢ Sisal)
(S g Oty g (ud g3 Ul | ke il S
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(Appendix B. Case 21, p. xx)

A. Contextual Analysis
This case is a sextortion blackmail, where the complainant reported that the
perpetrator threatened him through the Instagram application. After their relationship
through the PUBG game, the blackmailer convinced and enticed the victim to visit her
apartment. Subsequently, she began threatening to expose him if he refused her demands.
B. Conversational Strategies
Blackmailers often avoid direct threats to maintain denial. Rather than stating, “If
you do not comply, [ will expose you”, they employ slight, psychological, and manipulative
language to exert pressure while avoiding direct incrimination. In this forensic text, the
blackmailer utilizes the “Minimal Responses” strategy as part of her manipulation tactics
and to keep the victim engaged and off-balance. The blackmailer uses short, vague, or non-
committal responses as in “ayad ?fhi kul [y sadgynT’( Kaa 3 JS & s)which means
“Yeah, I'll sort it all, trust me” and “I swear on God ”’ She creates uncertainty and forces
the victim to keep talking or justifying themselves, which gives the blackmailer more
control over the conversation.
In this forensic text, the blackmailer utilizes the “Directive and Commands” strategy
“fuf 1a tazdl tumatil bilhachy” (>l Jbla Jhs ¥ o 3i ) which means “Listen, don't keep
mucking about ” and “ tiji waga$ban ?layk ” (<lle lu=e 5 a3) which means “pou’ll come

over whether you like it or not”. By employing this strategy, the blackmailer exerts control
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over the victim's behavior, she tries to minimize any opportunity for resistance or
negotiation. The strategy of the directive and command is a directive speech act, reflecting
an attempt to manipulate the victim through authority and urgency, thus enhancing the
pressure to comply.

In this case, the blackmailer employs the “Question” strategy using “why” (Ui )as
in “?hta ly[ mtjT bachir lilfigha malty?” (¢ il 483l 2l ade (il <l ), which means, “Why
ain't you coming to my flat tomorrow? ”. By using this question, the blackmailer attempts
to exert pressure while avoiding direct guilt; she makes it more difficult for her victim to
accuse her of coercion or blackmail. This puts the victim in a state of hesitation in making
a decision; he may think that she wants to lure him to the apartment to gather more photos
and recordings to strengthen her control. or might think, if he doesn’t go, will she release
the photos, or does she have something new to use against him?

In order to create a sense of urgency and fear while minimizing the chances of
resistance or negotiation, the blackmailer employs a "Hit and Run" strategy where the
blackmailer makes a threat quickly and abruptly, without offering an opportunity for
discussion or clarification. As shown in the utterance “tijTi waga$ban ?layk w illa”

Vs e Luat 5 25) “pou'll come over whether you like it or not. ”. Additionally,
through the same utterance, the blackmailer employs the “Isolating the victim from
important information” strategy, creating a sense of panic and loneliness that prevents the
victim from seeking help, further intensifying the intimidation. This utterance and ““?ham
fy ?tawanas [gilit” (2&i o 5l 3 aalwhich means )*“The main thing is I get my enjoyment.
You follow?” reveals the blackmailer’s intention to solicit or offer sexual favors. Finally,
by threatening harm in such explicit terms, the blackmailer is self-incriminating, as the
blackmailer’s words reveal her intent to commit a guilt and the language used provides key
evidence to link the blackmailer to criminal behavior.

C. Impoliteness Strategies

The blackmailer’s use of the “Bald on Record” strategy through the deliberate use

of her orders concisely creates intentional negative face damage with no mitigation or

politeness markers, “[uf 1a tazdl tumatil bilhachy” and “tijT wagaSban ?layk wa ila”.
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Then, the blackmailer also uses the sub-strategy of negative impoliteness,
“Threatening”, saying “tiji wagaSban ?layk wa ila.” It is a direct, clear, and forceful threat
with no ambiguity. Eventually, the blackmailer utilizes another sub-strategy of negative
impoliteness strategy to belittle, and degrade the victim’s negative face by narrowing his
ability to respond or comply with her demands, saying “hasa ?na mayta ‘?layk mafalan bas
ila maadilak” (<dle Y1 L M elle 43 Ul 40 Ywhich means “I'm sort of mad keen on
you, but ... I will humiliate you;”. This strategy undermines the victim's self-esteem while
simultaneously reinforcing the blackmailer's dominance and control over the victim. Table
(26) shows the blackmailer’s conversational strategies and pragmatic strategies.

Table 26
Conversational Strategies and Pragmatic Strategies in Forensic Text No.21

Conversational Strategies Pragmatic Strategies
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4.2.23 Analysis of Case 22

Forensic Text

Victim: I've answered your question, so don't keep yapping on.

Blackmailer: Speak straight, or I’ll do what I say. You'll see—so watch yourself and
cover your back.

What are you scared of? Man up, even if you're the biggest bullshitter. And if there's
any soft git here, it's you.

You're such a bloody coward. I'll make you regret it. Respond, don't be a coward.
Let’s have a voice call. Stop texting. Be careful; make sure no one else knows

anything. Last warning, I swear to God, I've got recordings of everything.
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Anyway, happy holidays, long life, and may all your wishes come true.
415 cupal cpla gigla Allw el ; 4l
LeSadlig dla g a siald Cigpdl ) 59 331 Le Jadl 19 Jas sl : il
N RPN QRN PP PRI S N I P PRI R E QI PR FE QA
b sl 3 dadii § glaa a80E 2ad
A O guie ) Ga g AT 6 e AN | o Gy gl g Jul S5 I G gua il B
£ JS
Al Glatg Jaghall jae jdy il g ale IS L ges
(Appendix B. Case 22, p. xxi)

A. Contextual Analysis

This case is a sextortion blackmail, in which the blackmailer unlawfully obtained
sensitive information as a means of intimidation, threatening, or other consequences unless
the victim complied with her demands. The victim, under intense pressure, was compelled
to provide sexual favors, and through the WhatsApp application.

B. Conversational Strategies

The use of imperative verbs such as “ihchy ‘adl” ( Jae >a)) which means “Speak
straight”, and “xali ?lchi wayak sawt latziil tarasil wa dyir balak wahid yurif [y”

(5 Caymy aalg Al g dul 5 Jadl & e &l aad ) which means “Let’s have a
voice call. Stop texting. Be careful; make sure no one else knows anything” refers to
“Directive and Commands” strategy that serves as a clear assertion of control, demanding
immediate actions from the victim without giving the victim a chance for negotiation or
refusal. The blackmailer reinforces her dominance and power over the victim.

It is also noticeable that the blackmailer uses various offensive, abusive language
by employing the “Swearing and Taboo language” strategy, saying, “xalik rajal”

(Jso <l ywhich means “ Man up” to exert psychological influence by questioning
the victim’s masculinity.

In many cultures, including Iraqi society, telling a man to “Man up” (Ja_ <) is
more than just a simple expression. It is a deeply sensitive statement that carries deep social

and psychological significance. It is a red flag or psychological weapon in threat messages
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that indicates that the blackmailer is psychologically targeting the victim by attacking his
self-confidence. But this expression is often used in a playful, teasing way among friends,
by motivating someone to take action or rise to a challenge in a lighthearted way, rather
than offering a harsh or stern admonition. At the same time, the emphasis is on encouraging
through humor and friendship.

In addition, the abusive swearing word appears in “?kbar chadab” (@\3%)957), which
means “pou'’re the biggest bullshitter” is a highly offensive utterance used by the
blackmailer to attack and insult the victim verbally.

The word “xanif” (&) “soft gif” carries a strong negative and offense, causing
discomfort to those who hear it. It has a derogatory meaning. The blackmailer uses it as a
means to provoke and disturb the victim. It is often used to describe someone, typically a
man, who is perceived as lacking masculinity or being cowardly. In Iraqi culture, the word
“xan10” (<w2) is among the worst insults that one can say to a man because it attacks his
honor, bravery, and strength. The blackmailer aims to break the victim’s resistance by
attacking his identity and sense of self, often with the intent to shame or criticize.

The blackmailer calls the victim "jaban" (Uks) meaning “coward” as in the
utterance “rid latsyr jaban” ( Ok _e<=il 3,) means “Respond, don't be a coward” 1t is like
a direct threat telling the victim that if he doesn’t act as she wants, It pushes the victim into
a trap, making him feel like his only choice is to comply to avoid being called a coward.

The utterance “umiiman kul ‘?am wa ?fta bixayr ‘umar ?Itdwil wa tahqiq
Plamani” W) sty Jyshll jee i <l ale IS Losas) ), which means “Anyway, happy
holidays, long life, and may all your wishes come true.” 1t is not deceptive by nature, but
the blackmailer uses it strategically to manipulate, gain trust, or soften a threat; it can
function as part of a deceptive linguistic strategy. By employing well-wishes and positive
language, the blackmailer may attempt to lower the victim’s defenses, create a false sense
of goodwill, and distract from the underlying coercion. In such cases, this politeness

strategy 1s not real but an intentional attempt to influence and control the victim's responses.
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To reduce the aggressiveness of coercive language, soften the directness of a threat,
and maintain ambiguity, the blackmailer uses the “Hedges” strategy as in “umiman”
(Ls<c) which means “Anyway”

The blackmailer employs a "Hit and Run" strategy to create a sense of urgency and
fear while minimizing the chances of resistance or negotiation. The blackmailer makes a
threat quickly and abruptly, without offering an opportunity for discussion or clarification.
as shown in the utterance “xal ?hchy wyak sawt latzul trasil wadyr balk wahid yuruf [y,
?xar marh agilak whaq rabak indy tasjylat ala kul [y”

st (sie @) Gag Ao ja A1 8 Cam aal s @llly g dud i Jlail i pea dlly ol LS
(s IS e means “Let’s have a voice call. Stop texting. Be careful; make sure no one
else knows anything. Last warning, I swear to God, I've got recordings of everything.”
Additionally, through the same utterance, the blackmailer employs the “Isolating the victim
from important information’ strategy to create a sense of panic and loneliness that prevents
the victim from seeking help, further intensifying the intimidation. The blackmailer
utilizes the “Scripting the targef” strategy in such an explicit manner. It is self-
incriminating, as the blackmailer’s words reveal her intent to commit a crime, and the
language used provides key evidence to link the blackmailer to criminal behavior.

C. Impoliteness Strategies

The blackmailer’s use of the Bald on Record strategy in “ihchy ‘a&l”, and “xal1 ?ﬁcl_ﬁ
wayak sawt latziil tarasul” exemplifies a deliberate face-threatening act (FTA) by issuing
a direct and unambiguous command aimed at eliminating the victim’s sense of choice and
forcing compliance.

It can be observed that the blackmailer's use of “?kbar chadab”, “xani0”, and “jaban"
reflects the “positive impoliteness strategy”. These derogatory terms serve to insult and
demean the victim’s positive face, attacking his character and social identity to exert
psychological pressure and manipulation. Simultaneously, the blackmailer undermines the
victim’s negative face by restricting their autonomy, instilling fear, and asserting
dominance. This is achieved through the negative impoliteness sub-strategy of

"threatening" as exemplified in the utterance " ?axir mara agilak wahaq rabak ‘indi tasjilat
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‘alay kul [y", which serves to intimidate and coerce the victim into compliance. Table (27)

explicates the blackmailer’s conversational strategies and pragmatic strategies.

Table 27

Conversational Strategies and Pragmatic Strategies in Forensic Text No.22

Conversational Strategies Pragmatic Strategies
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4.2.24 Analysis of Case 23

Forensic Text 23

Blackmailer: Listen, I'll send you some proper dodgy pics and vids tonight.

You're not bricking it?

Victim: May God strike you down.

Blackmailer: Know what'll happen if I show these to your brother? Know what that

means?

Check it, got all your pics and your outings. I've got someone in your circle who's

grassing you up. They're bringing me everything - even your voice messages. And

they'll all end up with your brother. Also, got your pics in the uni and the beach resort.

One message from me and you're done for, mate. They'll destroy you.

Right, after uni, I'm coming to get you and we'll go picturing.

o gud g gea gl Jallly B gl s sl
¢ Addla gy
Ellay i 2y, 1 Al

¢ s gAY siall 500 13 ¢ s isal)
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(Appendix B. Case 23, p. xxii)
A. Contextual Analysis

The case 1s a sextortion blackmail in which the victim, who was employed at a
clothing store, was manipulated into performing inappropriate acts by her friend. The
perpetrator, after coercing the victim, secretly recorded the incident and later used the
footage as a means of blackmail. The entire exchange and coercion took place through the
Telegram messaging application.

B. Conversational Strategies

In this case, the blackmailer utilizes the “Directive and Commands” strategy, a
category of speech acts used to impose control over the victim’s actions. The utterance
“shiifi ba“da aljamia‘h ajych wanswiir” (Us—i zssis gual 4xaall 3 455) which means
“Right, after uni, I'm coming to get you and we'll go picturing.”. The blackmailer
demonstrates a clear attempt to exert control over the victim. By issuing direct orders, the
blackmailer eliminates any possibility for negotiation or refusal, reinforcing her power and
ensuring compliance.

It is evident from this forensic text that the blackmailer utilizes the “Question”
strategy as demonstrated in the utterance in “wlch makhfty?” (¢ ik =l5) which means
“You're not bricking it? ” ,“ta‘rufin ida 2dz ?Plstiwr la?xwch [isyr ?”

(¢ srad zsAY Hgall 3ol 13 (4 e3) “Know what'll happen if I show these to your
brother?” and “ta‘rufina shaniiw mu‘andaiha ?” (¢ Llae 514 (25 Y)which means “Know
what that means?” ”. By utilizing a yes/no question, the blackmailer wants to manipulate
the victim’s emotions, implicitly suggesting that fear is the expected reaction. This strategy
serves to reinforce psychological pressure and assert control over the victim. and the

functions of these questions can be indirect threats in coercive discourse. This strategy is
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commonly observed in cases of blackmail, intimidation, and emotional manipulation,
making it a significant forensic linguistic marker in threat analysis.

In order to create a sense of urgency and fear while minimizing the chances of
resistance or negotiation, the blackmailer employs a "Hit and Run" strategy where the
blackmailer makes a threat quickly and abruptly, without offering an opportunity for
discussion or clarification. As shown in the utterance “birisalh wihadad miniy ydfanwich
wa it Pyfah” (4dile <l sz g8y e sas s 4alls 1), which means “One message from me and
you're done for, mate. They'll destroy you.”. In the Iraqi dialect, this phrase carries a
severe and menacing connotation, often used as a threat to instill fear and exert control
over someone. It implies that the blackmailer has the power or influence to cause serious
harm, potentially even leading to the victim's death, simply through a single action, such
as sending a message. This type of threat reflects broader cultural and societal dynamics in
Iraq, where honor, family reputation, and social standing can sometimes lead to extreme
consequences, especially for women facing coercion or blackmail.

Additionally, through the same utterance, the blackmailer employs the “Isolating
the victim from important information” strategy, creating a sense of panic and loneliness
that prevents the victim from seeking help, further intensifying the intimidation.

The last conversational strategy can be seen in “shiufi ba“da aljamia‘h ajych
wanswiir” “birisalh wihadd miniy ydfanwich wa ?ati ?yfah” and, “ta‘tufin ida ?dz ?lstiwr
la?xwch [isyr ?” These statements reveal the blackmailer’s intent. By threatening harm in
such explicit terms, the blackmailer is self-incriminating, as the blackmailer’s words reveal
her intent to commit a crime, and the language used provides key evidence to link the
blackmailer to criminal behavior.

C. Impoliteness Strategies

The blackmailer’s use of the Bald on Record strategy in "shiifi ba“da aljamia ‘h ajych
wanswur" exemplifies a deliberate face-threatening act (FTA) by issuing a direct and
unambiguous command aimed at eliminating the victim’s sense of choice and forcing
compliance. While the utterance”, “birisalh wihadd miniy ydfanwich wa ?nti ?yfah”,

“wswrch biljamia‘h wﬁimuﬁtaja‘a hath waslatn?” and “ta‘rufin ida ?dz ?lstiwr 1a?xwch
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Jisyr?” falls under the sub-strategy of impoliteness: “Threatening,” which is a component
of Negative Impoliteness that falls under the threats and Warnings. By referring to the
victim’s brother, the blackmailer exploits family honor and social consequences,
reinforcing dominance by invoking external punishment rather than a personal action.

Table (27) demonstrates the blackmailer’s conversational strategies and pragmatic

strategies.
Table 28
Conversational Strategies and Pragmatic Strategies in Forensic Text No.23
Conversational Strategies Pragmatic Strategies
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4.3 The Quantitative Analysis

The following section is divided into two parts. The first part presents a detailed
quantitative analysis of blackmailers’ conversational and impoliteness strategies; then, it
compares the findings of the overall analysis. The SPSS program is used to have a clear

picture of the analysis.

The tool of Chi-square is employed to determine whether there are any statistically
significant differences between the conversational strategies or pragmatic strategies used
by blackmailers, males, and females in the data under consideration. Then, the overall
results are tabulated to include frequencies (abbreviated as Fr.) and percentages
(abbreviated as Pr.). Some tables also include the computed Chi-square values for the
conversational strategies in each case, which can be compared with the tabulated value.
4.3.1 Types of Cyber Blackmail

This section examines the various types of cyber blackmail employed by
blackmailers both (males and females) in the data under investigation. See table 29 below:
Table 29
Frequencies and Percentages of Types of Cyber Blackmail

No. Types of Cyber Blackmail Fr. Males Pr. Fr.FemaleIs)r. Chi & p.v
1. | Financial Cyber blackmail 5 41.7 5 45 0.0& 1.0
5 Sextortion Cyber blackmail 5 41.7 5 45 0.0 & 1.0
3 Beneficial Cyber Blackmail ) 16.7 1 9 0.33 & 0.56

Total 12 100% 11 100%

Table (29), shows the distribution of cyber blackmail used by male and female
perpetrators. The types of cyber blackmail identified in the data are financial, sextortion,

and beneficial. The results indicate that financial and sextortion cyber blackmail are the
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most prevalent forms used by both male and female blackmailers. Specifically, (41.7%) of
male perpetrators and (45%) of female perpetrators engaged in financial cyber blackmail.
The same percentages are observed for sextortion cases, suggesting an equal tendency
among both genders to employ these two types. In contrast, beneficial cyber blackmail
appears to be the least frequently used, comprising only (16.7%) of male cases and (9 %)
of female cases. This suggests that cyber blackmail for personal favors or non-monetary
benefits is not as common as financial or sexual blackmail.

Regarding the statistical significance, the Chi-square values and p-values are also
displayed. However, the results show no statistically significant differences between males
and females in the use of any type of cyber blackmail. For financial and sextortion cases,
the Chi-square value is (0.0) with a p-value of (1.0), indicating complete similarity in
distribution. For beneficial blackmail, the Chi-square value is (0.33) with a p-value of
(0.56), which is still well above the conventional (0.05). Therefore, it can be concluded
that gender does not significantly influence the type of cyber blackmail used in the current
database. See Figure 5 for more clarification.

Thus, these findings answer the first question of the study, which reads “What are

the types of cyber blackmail used in the data under scrutiny?”

Types of Cyber Blackmail

6

> H Males

4 E Females

3

2

1

0

Financial Cyber blackmail Sextortion Cyber blackmail Beneficial Cyber Blackmail

H Males 5 5 2
E Females 5 5 1

Figure 5. Frequencies and Percentages of Types of Cyber Blackmail
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(30) demonstrates the overall analysis of conversational strategies
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This section shows the use of conversational strategies by cyber criminals. Table

Table 30
Overall Analysis of Conversational Strategies of Cyber Blackmail
No. Conversational Strategies Fr. Pr. %
1. Minimal Responses 9 3.6
2. Directive /Commands 58 23.1
3. Swearing and Taboo Language 33 13.1
4. Compliment 5 2.0
5. Question 22 8.8
6. Tag Question 9 3.6
7. Hedges 8 3.2
8. Using Ambiguity 6 24
9. Blocking the target 0 0.0
10. Hit and run 19 7.6
11. Camouflaging the illegality 4 1.6
12. Isolating the target 16 6.4
13. Ignoring the target when says No 8 3.2
14. Withholding crucial information 0 0.0
15. Lying the target about crucial information 0 0.0
16. Scripting the target 54 21.5
Total 251 100 .1 %

The most common strategy observed is Directive / Commands (58 times, 23.1%),

involving a direct, forceful way of interacting where blackmailers try to assert power and

control over the victim through explicit instructions or threats. Next is scripting the target

(54 times, 21.5%), a revealing strategy that indicates premeditation and manipulation. By

scripting the target, the blackmailer guides the victims’ responses and actions, often

creating a false narrative that benefits the blackmailers. The high occurrence of this strategy

shows a deliberate effort to influence not only the conversation but also the psychological

state of the target.
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Swearing and taboo language emerge (33 times, 13.1%), indicating an aggressive
and often emotionally charged tone employed in these interactions. This strategy may
function to intimidate the victim or destabilize them emotionally, thereby strengthening the
blackmailers’ control.

Question strategy appears (22 times, 8.8 %), suggesting that interrogative structures
are used to gather more information, trap the victim, or maintain conversational dominance.
Similarly, the hit and run strategy (19 times,7.6 %) suggests a pattern of abrupt
communication that prevents the victim from processing or resisting effectively.

Notably, strategies such as Isolating the Target (6.4%), Minimal Responses (3.6%),
and Ignoring the Target When Says No (3.2%). These strategies reflect more passive-
aggressive forms of manipulation that may co-occur with more direct threats. Meanwhile,
strategies like Compliment (2.0%) or Using Ambiguity (2.4%) seem to function as
deceptive strategies part of the offender's attempt to maintain a false sense of rapport or
confusion.

Blocking the Target, Withholding Crucial Information, and Lying About Crucial
Information appear (0), which may suggest either that these strategies were not observable
in the data set or that they are embedded in more complex strategies like scripting or
ambiguity, and thus not coded independently. these findings answer the second question of
the study, which reads “What are the conversational strategies used by male and female

blackmailers in the selected data?”

4.3.2.1 Conversational Strategies Used by Males and Females Across All
Types of Cyber Blackmail
This section shows the use of conversational strategies by male and female
blackmailers across all types of cyber blackmail (financial, sextortion, and beneficial cyber
blackmail). It highlights the most and least frequent strategies, offering insights into
gender-based patterns and how language is used to manipulate and control victims. Table
(31) demonstrates the overall analysis of the conversational strategies for all types of cyber

blackmail.
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Table 31
Conversational Strategies Used by Males and Females Across All Types of Cyber
Blackmail

Male Female

Ne- Conversational Strategies Er. | Pr.% | Er. Pr. %
1. Minimal Responses 7 4.7 2 2.0
2. Directive /Commands 38 253 20 19.8
3. Swearing and Taboo Language 19 12.7 14 13.9
4. Compliment 4 2.7 1 1.0
5. Question 16 10.7 6 5.9
6. Tag Question 8 5.3 1 1.0
7. Hedges 5 33 3 3.0
8. Using Ambiguity 0 0.0 6 5.9
9. Blocking the target 0 0.0 0 0.0
10. Hit and run 8 5.3 11 10.9
11. Camouflaging the illegality 3 2.0 1 1.0
12. Isolating the target 8 5.3 8 7.9
13. Ignoring the target when says No 5 33 3 3.0
14. Withholding crucial information 0 0.0 0 0.0
15. Lying the target about crucial information 0 0.0 0 0.0
16. Scripting the target 29 19.3 25 24.8

Total 150 | 100% 101 101 %

Table 31 lists 16 conversational strategies used in cyber blackmail and compares
their usage among males and females. It provides frequency counts and percentages for
each strategy. The most common strategies were directive/commands (25.3% for males,
19.8% for females), Scripting the Target (19.3% for males, 24.8% for females); and
Swearing and Taboo Language (12.7% for males, 13.9% for females). One of the most
notable strategies is the use of directive or command statements, which appear in (25.3%)
of male blackmailers’ interactions compared to (19.8%) of female blackmailers’
interactions. This suggests that male blackmailers prefer an assertive and demanding

approach, pressuring the victim with explicit instructions such as “Send me the money
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now” or “Do exactly what I say, or I will ruin you However, female blackmailers using
commands less frequently, possibly because they rely on emotional pressure and implied
consequences.

Another key strategy is Question, used in (10.7%) of male blackmail cases but only
(5.9%) of female cases. Men are more likely to ask their victims directly, asking questions
that reinforce the victim’s fear and compliance, such as “Who knows about this?”" This
strategy helps male blackmailers maintain control by demanding responses. In contrast,
female blackmailers are significantly more likely to use ambiguity (5.9%) compared to
male blackmailers (0.0%), which suggests that females prefer to keep their threats vague
and unpredictable to create psychological distress. Instead of stating the consequences
outright, they might say, “I wonder what your family would think if they found out
something interesting. ” This indirect strategy leaves the victim uncertain about what the
blackmailer knows or intends to do, making it an effective intimidation strategy.

Despite these differences, some strategies are used equally by both male and female
blackmailers. For example, swearing and taboo language appear in (12.7%) of male
blackmail cases and (13.9%) of female cases, showing that aggressive and insulting
language is a universal strategy for intimidation. Similarly, scripting the target, where the
blackmailer dictates the victim’s words or actions, is used by (19.3%) of male blackmailers
and (24.8%) of female blackmailers. The slight increase in female usage suggests that
women blackmailers might focus more on long-term control, ensuring the victim continues
to obey and remains silent.

Specific strategies are notably absent in both genders, such as blocking the target
(0.0% for both) and withholding crucial information (0.0% for both). This is associated
with the nature of cyber blackmail, where blackmailers need to maintain constant contact
with the victim to reinforce their threats. Instead of cutting off communication, they prefer
to engage in persistent psychological pressure.

Overall, these findings highlight distinct patterns in how cyber blackmailers
communicate. Men are more direct, using commands, questioning, while women employ

more manipulative strategies like ambiguity and scripting the target. These differences can
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provide valuable insights for forensic linguistics, cybercrime investigations, and victim

support strategies. See Figure 6 for more clarification

Conversational Strategies

m.hllhjj__ﬂ.n.llh___
X Q X,

e X ('>’b

H Male H®Female Male % M Female %
Figure 6. Conversational Strategies of Cyber Blackmail

4.3.2.2 Conversational Strategies of Cyber Blackmail for Each Type
The detailed findings of conversational strategies in each type of cyber blackmail
between males and females are given below:
A. Financial Blackmail
The results of analyzing all cases of cyber blackmail between male and female
blackmailers in financial blackmail are shown in Table (32) which demonstrates the

analysis of conversational strategies in financial blackmail.
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Table 32
Conversational Strategies of Cyber Blackmail in Financial Blackmail
Conversational Strategies of Financial Male Female
No. Blackmail Fr. Pr.% | Fr. Pr. %
1. Minimal Responses 7 10.3 0 0.0
Vi Directive /Commands 13 19.1 11 25.0
3. Swearing and Taboo Language 13 19.1 5 11.4
4. Compliment 2 2.9 0 0.0
5. Question 8 11.8 1 23
6. Tag Question 5 7.4 0 0.0
7. Hedges 2 2.9 1 2.3
8. Using Ambiguity 0 0.0 5 114
9. Blocking the target 0 0.0 0 0.0
10. Hit and run 4 5.9 6 13.6
11. Camouflaging the illegality 0 0.0 0 0.0
12. Isolating the target 4 5.9 3 6.8
13. Ignoring the target when says No 1 1.5 2 4.5
14. Withholding crucial information 0 0.0 0 0.0
15. Lying the target about crucial information 0 0.0 0 0.0
16. Scripting the target 9 13.2 10 22.7
Total 68 100% 44 100 %

These findings reveal that in financial blackmail, male blackmailers tend to use
directive or command strategies (19.1%), using direct orders such as “Send me the money
now!” or “You have two hours until midnight, send the money or I will expose you”. This
suggests a controlling and coercive strategy, wherein the victim is compelled to acquiesce
under pressure. Additionally, swearing and taboo (19.1%) are frequently used, likely to
intimidate the victim and create fear as a means of securing financial gain.

Meanwhile, female financial blackmailers also employ commands (25.0%), but
their communication is often less aggressive and more manipulative. Instead of direct

threats, they may use indirect coercion to pressure the victim into paying. This is further
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reflected in their higher usage of scripting the target (22.7%), where they convince the
targets that payment is their only option.

A significant difference is observed in the use of the strategy of ambiguity, which is
never used by males in financial blackmail cases, but is utilized (11.4%) by female
blackmail cases. This indicates that women used this strategy in financial blackmail cases
more frequently than males to employ vague or indirect threats, such as “I hope you don’t
make things worse for yourself...” rather than making direct monetary demands. This
creates uncertainty and compels the victim to interpret the speech in different ways, thereby
causing a sense of pressure without offering a clear means of escape.

Similarly, hit-and-run strategy, the blackmailer temporarily stops communication
to increase the victim’s worry. This is used more by females (13.6%) than males (5.9%),
which indicates that female blackmailers may stop communication to make the victim feel
the pressure before returning with new demands. This type of psychological pressure can
be highly effective in financial blackmail, as it keeps the victim in a state of fear and
expectation.

Another strategy that male blackmailers use is minimal responses (10.3%), while
female blackmailers do not use this strategy at all (0.0%). This means that males sometimes
respond with short, vague messages to frustrate the victim and maintain control, whereas
females prefer direct engagement, actively managing the situation until they get what they
want. Remarkably, both male and female blackmailers show low use of withholding crucial
information or outright lying about crucial details (0.0% in both genders), suggesting that
financial blackmail tends to rely on pressure, threats, and manipulation rather than

deception. See Figure 7 for more clarification
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Figure 7. Conversational Strategies in Financial Blackmail

B. Sextortion Blackmail
The results of analyzing all cases of cyber blackmail between male and female
blackmailers in sextortion blackmail are shown in the table (33), which demonstrates the

analysis of conversational strategies in sextortion blackmail.
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Table 33
Conversational Strategies in Sextortion Blackmail
Conversational Strategies of Sextortion Male Female
No. Blackmail Fr. | Pr.% | Fr. Pr. %
1. Minimal Responses 0 0.0 0 0.0
2. Directive /Commands 18 32.1 7 15.2
3. Swearing and Taboo Language 4 7.1 8 17.4
4. Compliment 2 3.6 1 2.2
5. Question 5 8.9 5 10.9
6. Tag Question 1 1.8 1 2.2
7. Hedges 3 5.4 1 A
8. Using Ambiguity 0 0.0 1 2.2
9. Blocking the target 0 0.0 0 0.0
10. Hit and run 3 5.4 4 8.7
11. Camouflaging the illegality 3 5.4 1 2.2
12. Isolating the target 3 5.4 4 8.7
13. Ignoring the target when says No 4 7.1 1 2.2
14. Withholding crucial information 0 0.0 0 0.0
15. Lying the target about crucial information 0 0.0 0 0.0
16. Scripting the target 10 17.9 10 21.7
Total 56 100% 46 100 %

Male blackmailers rely heavily on direct pressure in sextortion cases. The most

frequently used strategy is directive/commands (32.1%), showing that men tend to give

clear orders to the victim, demanding compliance forcefully, for example, "Send me more

pictures now!" or "If you don’t do what I say, I'll ruin you!”. In contrast, female

blackmailers use this strategy much less (15.2%), suggesting that they employ more subtle

forms of coercion. Instead of direct demands, they may use psychological pressure,

emotional manipulation, or guilt-tripping to force the victim into compliance. Swearing

and taboo language is used more by female blackmailers (17.4%) than by males (7.1%).

This suggests that in sextortion cases, women may use insults, threats, or degrading

language to exert dominance over their victims. In contrast, men are more likely to control

through direct orders rather than verbal aggression.
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Similarly, in scripting the target, the blackmailer indicating that the victim should
say or do, is common for both genders. However, female blackmailers use this slightly
more (21.7%) than males (17.9%), reinforcing the idea that women in sextortion cases
often rely on manipulation and control over the victim’s responses.

In Minimal responses, the blackmailer gives short or vague replies to confuse the
victim, are used only by females (4.3%). This indicates that female blackmailers
temporarily try to create uncertainty and keep the victim in a state of fear. In the Hit-and-
Run strategy, the blackmailer disappears temporarily to increase the victim's worry, which
is slightly more common among female blackmailers (8.7%) than among males (5.4%).
This suggests that women in sextortion cases may use threats and withdrawals to increase
emotional suffering. Isolation of the target, a strategy where the blackmailer ensures that
the victim has no support, is used equally by both male (5.4%) and female (8.7%)
blackmailers. This reinforces the idea that sextortion often involves cutting off the victim
from external help, making them more sensitive.

Another notable difference is the use of compliments and questions. Males use
compliments (3.6%) slightly more than females (2.2%), suggesting that they may
sometimes flatter the victim as a form of grooming before increasing threats. Both genders
use questions (8.9% for males, 10.9% for females), likely as a means of maintaining control
over the conversation and checking the victim's emotional state. See Figure 8 for more

clarification.
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Figure 8. Conversational Strategies in Sextortion Blackmail
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The results of analyzing all cases of cyber blackmail between male and female

blackmailers are shown in the table (34), which demonstrates the analysis of conversational

strategies in beneficial blackmail.

Table 34
Conversational Strategies in Beneficial Blackmail
Conversational Strategies of Beneficial Male Female
No. Blackmail Fr. | Pr.% | Fr. Pr. %
1. Minimal Responses 0 0.0 0 0.0
2. Directive /Commands 7 26.9 2 18.2
3. Swearing and Taboo Language 2 7.7 1 9.1
4. Compliment 0 0.0 0 0.0
5. Question 3 11.5 0 0.0
6. Tag Question 2 7.7 0 0.0
7. Hedges 0 0.0 1 9.1
8. Using Ambiguity 0 0.0 0 0.0
9. Blocking the target 0 0.0 0 0.0
10. Hit and run 1 3.8 1 9.1
11. Camouflaging the illegality 0 0.0 0 0.0
12. Isolating the target 1 3.8 1 9.1
13. Ignoring the target when says No 0 0.0 0 0.0
14. Withholding crucial information 0 0.0 0 0.0
15. Lying the target about crucial information 0 0.0 0 0.0
16. Scripting the target 10 38.5 5 45.5
Total 26 100% 11 100 %

As shown in Table 34, the strategy of directives/commands (26.9%), suggesting that

men tend to assert command and pressure the target (victim) into compliance through

explicit demands. In contrast, females use this strategy less frequently (18.2%), suggesting

that women may prefer indirect or persuasive methods rather than direct coercion. A

significant finding suggests that scripting the target is the most frequently used strategy
for both male (38.5%) and female (45.5%) blackmailers. This indicates that in beneficial
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blackmail, both genders manipulate the victim’s actions and words to serve their interests,
often by instructing them on what to say or do in specific situations. The slightly higher
percentage for females suggests that women in beneficial blackmail cases may be more
meticulous in controlling the victim’s responses to maintain influence over them.

Tag questions (7.7%) are used only by males, suggesting that they try to make their
demands seem less aggressive by softening their commands. Hedges (9.1%) are used only
by females, implying that women might use indirect language to persuade the victim rather
than outright threats. Both genders use swearing and taboo language (7.7% for males,
9.1% for females), but at relatively low frequencies, indicating that aggression and insults
are not dominant strategies in beneficial blackmail.

Both males and females use isolating the target (3.8% and 9.1%, respectively),
showing that in beneficial blackmail, blackmailers attempt to remove external influences
that might prevent the victim from complying. The hit-and-run strategy (3.8% for males,
9.1% for females) is slightly more common among females, suggesting that women may
be more likely to withdraw temporarily and return to manipulate the victim’s anxiety and

maintain control. See Figure 9 for more clarification.
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Figure 9. Conversational Strategies in Beneficial Blackmail
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The frequencies and percentages of the conversational strategies employed across

all cases and types of cyber blackmail used by males and females are presented in Tables

(32,33,34) and illustrated in Figures 7, 8, and 9

1. Financial Blackmail

For male blackmailers, the most frequently wused strategy is
Directive/Commands, with (13 times,19.1%), followed closely by Swearing
and Taboo Language, also at (13 times,19.1%), and Scripting the Target at
(9 times, 13.2%). This suggests a direct, aggressive, and manipulative manner
in coercing the victim.

For females, the most dominant strategy is likewise Directive/Commands,
with (11 times, 25.0%), followed by Scripting the Target (10 times, 22.7%)
and Hit and Run (6 times, 13.6%), indicating a slightly more narrative-driven
and sudden-attack method of coercion.

The least used strategies for both males and females are Blocking the Target,
Camouflaging the lllegality, Withholding Crucial Information, and Lying
about Crucial Information, all of which recorded 0 (0.0%), showing a clear

avoidance of overt deception or silence in favor of more active strategies.

2. Sextortion Blackmail

For male perpetrators, the most frequently used strategy is
Directive/Commands, appearing (18 times ,32.1%), followed by Scripting
the Target (10 times ,17.9%), which reflects a tendency toward assertive
control and manipulation over the victims.

Female blackmailers show a slightly different pattern. The most used strategy
is Scripting the Target (10 times,21.7%), followed by Swearing and Taboo
Language (8 times, 17.4%) and Directive/Commands (7 times, 15.2%). This
indicates a more emotionally and linguistically forceful method of coercion.
The least frequent strategies for both genders include Minimal Responses

(0% males), Blocking the Target, Withholding Crucial Information, and



167

Lying (0 times), highlighting that silence or evasiveness is not favored in this

blackmail type.

3. Beneficial Blackmail

e Inmale speech, Scripting the Target is the most dominant strategy, appearing
(10 times ,38.5%), followed by Directive/Commands (7 times, 26.9%) and
Questions (3 times, 11.5%). This shows a tendency to use structured
manipulative language towards the victims.

e Similarly, the female blackmailers use Scripting the Target, which is the
most used strategy (5 times,45.5%), reinforcing that in beneficial blackmail,
the narrative construction is crucial to persuading the target.

e The least used strategies in both male and female cases are numerous, with
Minimal Responses, Compliment, Blocking the Target, Withholding Crucial
Information, Lying, and Camouflaging the lllegality all recording (0 times),
suggesting a general neglect of other passive or deceptive strategies in favor
of more coercive and emotional.

As a result, Scripting the Target emerges as a the consistently highest-ranking
strategy across all blackmail types and genders, particularly in beneficial blackmail, where
it reaches 38.5% (males) and 45.5% (females). Directive/Commands is the most dominant
strategy in financial and sextortion blackmail, with males frequently exceeding 30% in use.
Least used strategies across all blackmail types include “Blocking the Target,
Withholding/Lying about Crucial Information, and Camouflaging the Illegality ”, all with
0% usage, suggesting these strategies are generally avoided by both male and female
blackmailers.

Gender-based differences are notable in the use of Swearing and Taboo Language,
with males favoring it more in financial blackmail (19.1%) while females rely on it more
in sextortion (17.4%), due to context-specific emotional intensities. These findings reflect

how conversational strategies are shaped not only by the gender of the blackmailer but also
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by the type of blackmail, with certain strategies consistently preferred depending on the

coercive goal and communicative context.

4.3.3 Overall Analysis of Impoliteness Strategies for all Types of Cyber
Blackmail
This section shows the use of impoliteness strategies by cyber criminals. It
highlights the most and least frequent strategies. Table (35) demonstrates the overall
analysis of the frequencies and percentages of impoliteness strategies for all the types of
cyber blackmail.
Table 35
Impoliteness Strategies for All Types of Cyber Blackmail

No. Impoliteness Strategies Fr. Pr. %
1. Bald on record 57 37.3
2% Positive impoliteness 30 19.6
3. Negative impoliteness 64 41.8
4. Sarcasm 2 1.3
5. Withhold 0 0.0

Total 153 100 %

In regard to impoliteness strategies, the overall results reveal that negative
impoliteness is the most frequently employed strategy in the data, occurring 64 times
(41.8%). This strategy surpasses all others, indicating a tendency among blackmailers to
use a strategy that directly attacks the victim’s face wants, such as threats, dismissals, or
expressions of disapproval. This prevalence is consistent with the nature of blackmail
discourse, where power is often asserted through linguistic intimidation and emotional
degradation.

Bald on record impoliteness is the second strategy which employs, 57 times

(37.3%), reflecting the offenders’ use of unmitigated, direct forms of aggression that lack
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any attempt at politeness. The high frequency of this strategy suggests that blackmailers
often choose to communicate their threats or demands explicitly and without hesitation,
likely to instill immediate fear or compliance. Positive impoliteness appears with a
moderate frequency of 30 instances (19.6%), which implies that some blackmailers resort
to strategies that damage the victim's positive face, such as insults, sarcasm, or expressions
of disapproval, though to a lesser extent compared to the other two major types.

In contrast, sarcasm is minimally used, with only 2 instances (1.3%), and the
withhold strategy does not appear at all in the data (0%). This limited use of sarcasm may
indicate that subtle or indirect forms of impoliteness are less effective or less preferred in
the context of blackmail, where clarity and dominance are often prioritized. The complete
absence of the withholding strategy suggests that silence or deliberate omission is not a
commonly exploited tactic in this coercive communicative setting, possibly because
blackmailers aim for explicit impact rather than ambiguity. Overall, these findings
reinforce the broader patterns observed in the qualitative data: blackmailers predominantly
rely on overt, face-threatening acts to achieve control and compliance, with less reliance
on indirect or passive-aggressive techniques. The dominance of negative and bald on
record impoliteness supports the notion that blackmail discourse is inherently
confrontational and manipulative in tone. These findings answer the third question of the
study, which reads “What are the impoliteness strategies used by male and female

blackmailers in the selected data?”

4.3.3.1 Impoliteness Strategies Used by Males and Females across all Types of
Cyber Blackmail

This section shows the use of impoliteness strategies by male and female
blackmailers across all types of cyber blackmail (financial, sextortion, and beneficial cyber
blackmail). It highlights the most and least frequent strategies, offering insights into
gender-based patterns and how language is used to manipulate and control victims. Table
(36) demonstrates the overall analysis of the frequencies and percentages of impoliteness

strategies for all the types of cyber blackmail.
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Table 36
Impoliteness Strategies Used by Males and Females Across All Types of Cyber Blackmail
Male Female
No. Impoliteness Strategies Fr. Pr. Fr. Pr.
1. Bald on record 38 41.8 19 30.6
2. Positive impoliteness 17 18.7 13 21.0
3. Negative impoliteness 35 38.5 29 46.8
4. Sarcasm 1 1.1 1 1.6
5. Withhold 0 0.0 0 0.0
Total 91 100 % 62 100 %

The data reveals that the bald-on-record strategy is the most frequently used by
males, appearing 38 times (41.8%), indicating a preference for direct and explicit threats.
In contrast, females employ this strategy 19 times (30.6%), suggesting a comparatively
lower reliance on overt intimidation. Negative impoliteness, which involves belittling or
intimidating the victim, is more common among females, with 29 times (46.8%), compared
to 35 times (38.5%) among males. This suggests that female blackmailers often exert
control through psychological pressure instead of direct confrontation. Positive
impoliteness, characterized by mockery or exclusion, appears 17 times (18.7%) for males
and 13 times (21.0%) for females, showing that both genders employ this strategy at similar
rates. Sarcasm is used minimally, appearing only once (1.1%) among males and once
(1.6%) among females, while the withhold politeness strategy is absent (0.0%) for both

genders. See Figure 10 for more clarification.
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Figure 10. Impoliteness Strategies for All Types of Cyber Blackmail

4.3.3.2 Impoliteness Strategies of Cyber Blackmail for Each Type

This section discusses the results of analyzing the strategies employed by male and
female blackmailers. It is divided into three sub-sections as follows:
I. Financial Blackmail

The results of analyzing all cases of cyber blackmail between male and female
blackmailers in financial blackmail are shown in Table (37) which demonstrates the

analysis of conversational strategies in financial blackmail.
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Table 37

Impoliteness Strategies in Financial Blackmail

Impoliteness Strategies of Male Female
No. Financial Blackmail Fr. Pr. Fr. Pr.
1 Bald on record 13 31.0 11 26.2
2 Positive impoliteness 13 31.0 5 11.9
3. Negative impoliteness 15 35.7 11 26.2
4 Sarcasm 1 24 1 24
5 Withhold 0 0.0 0 0.0
Total 42 100 % 28 100 %

Among the strategies, negative impoliteness is the most frequently used by males,
appearing 15 times (35.7%), indicating a tendency to intimidate or belittle the victim to
exert control. Females use this strategy 11 times (26.2%), showing that while they also rely
on psychological pressure, they use it less frequently than males.

Bald on record, which involves direct and unambiguous threats, is employed 13
times (31.0%) by males and 11 times (26.2%) by females. This suggests that both genders
engage in explicit coercion, although males use it slightly more often. Similarly, positive
impoliteness, which includes mockery and exclusion, is present 13 times (31.0%) among
males but is significantly lower among females, with only 5 times (11.9%). This difference
suggests that males in financial blackmail cases are more likely to attack the victim's self-
worth or social standing.

Sarcasm appears minimally in both groups, with 1 time (2.4%) for males and the
same for females, indicating that indirect ridicule is not the main strategy in financial
blackmail. Finally, the withhold politeness strategy is completely absent (0.0%) in both
male and female cases, implying that blackmailers in these situations do not rely on silence

or deliberate omission as a form of control. See Figure 11 for more clarification.
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Figure 11. Impoliteness Strategies in Financial Blackmail

I1. Sextortion Blackmail

The results of analyzing all cases of cyber blackmail between male and female

blackmailers in sextortion blackmail are shown in the Table (38) which demonstrates the

analysis of impoliteness strategies in sextortion blackmail.
Table 38

Impoliteness Strategies in Sextortion Blackmail

Impoliteness Strategies of Male Female
No. Sextortion Blackmail Fr. Pr. Fr. Pr.
1. Bald on record 18 58.1 6 23.1
2. Positive impoliteness 2 6.5 8 30.8
3. Negative impoliteness 11 35.5 12 46.2
4. Sarcasm 0 0.0 0 0.0
5. Withhold 0 0.0 0 0.0
Total 31 100 % 26 100 %
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The most dominant strategy among male blackmailers is bald on record, occurring
18 times (58.1%), indicating that cyber criminals rely heavily on direct and explicit threats
to manipulate their victims. In contrast, female blackmailers employ this strategy less
frequently, only 6 times (23.1%), suggesting a preference for less overt forms of coercion.

Negative impoliteness, which includes belittling, insulting, or creating fear, is the
second most used strategy for males, appearing 11 times (35.5%), and the most used for
females, with 12 times (46.2%). This suggests that female blackmailers in sextortion cases
lean more toward psychological intimidation rather than direct threats.

Remarkably, positive impoliteness, which involves exclusion or mocking, is rarely
used by males (2 times, 6.5%) but is significantly more frequent among females (8 times,
30.8%). This could indicate that female blackmailers employ more emotionally
manipulative strategies, such as degrading the victim’s self-worth. Both sarcasm and
withhold politeness strategies are absent (0.0%) in both male and female cases, indicating
that these indirect strategies do not play a role in sextortion blackmail. See Figure 12 for

more clarification
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Figure 12. Impoliteness Strategies in Sextortion Blackmail
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III. Beneficial Blackmail

The results of analyzing all cases of beneficial blackmail between male and female
blackmailers in sextortion blackmail are shown in the Table (39) which demonstrates the
analysis of impoliteness strategies in beneficial blackmail.
Table 39

Impoliteness Strategies in Beneficial Blackmail

Impoliteness Strategies of Male Female
No. Beneficial Blackmail Fr. Pr. Fr. Pr.
1. Bald on record 7 38.9 2 25.0
2. Positive impoliteness 2 11.1 0 0.0
3. Negative impoliteness 9 50.0 6 75.0
4. Sarcasm 0 0.0 0 0.0
5. Withhold 0 0.0 0 0.0
Total 18 100 % 8 100 %

The most frequently used strategy among both genders is negative impoliteness,
which involves threatening, humiliating, or showing aggression toward the victim. This
strategy used 9 times (50.0%) in male cases and is even more dominant among female
blackmailers, appearing 6 times (75.0%). This suggests that both male and female
perpetrators of beneficial blackmail rely heavily on intimidation and psychological
pressure to manipulate their victims.

Bald on record, a direct and explicit strategy, is the second most common strategy
among males, with 7 times (38.9%), whereas females use it less frequently, with only 2
times (25.0%). This indicates that male blackmailers tend to be more straightforward in
their demands, while females might favor more indirect means.

Positive impoliteness, which includes exclusion or intentional rudeness, is used 2

times (11.1%) but utterly absent among female perpetrators (0.0%). This suggests that men,
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to a limited extent, use this strategy to exert social pressure, whereas women may not find
it an effective strategy in beneficial blackmail.

Both sarcasm and withhold politeness strategies are absent (0.0%), showing that
neither group relies on indirect forms of coercion in this type of blackmail. See Figure 13

for more clarification
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Figure 13. Impoliteness Strategies in Beneficial Blackmail

The frequencies and percentages of the impoliteness strategies employed across all
cases and types of cyber blackmail are presented in Tables (37,38,39) and illustrated in
Figures 11, 12, and 13
1. Financial Blackmail

e In financial blackmail, negative impoliteness is the most frequently used
strategy among males (35.7%), followed closely by bald on record and
positive impoliteness (31.0%). This suggests that male blackmailers in
financial contexts rely heavily on direct imposition or threats to face, along
with strategies that damage the victim’s self-image. For female blackmailers,
both bald on record and negative impoliteness are the dominant strategies

(26.2%), while positive impoliteness is less commonly used (11.9%).
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Sarcasm 1s the least used by both genders (2.4%), and withhold 1s completely
absent (0.0%), indicating a general preference for more overt and

confrontational strategies in this type of blackmail.

2. Sextortion Blackmail

In sextortion cases, male blackmailers extremely use the bald on record
strategy (58.1%), indicating a direct, commanding approach aimed at
coercing victims. Female blackmailers employ negative impoliteness most
frequently (46.2%), followed by positive impoliteness (30.8%), and to a least
extent, bald on record (23.1%). This highlights a gendered divergence in
strategy, where males tend toward blunt demands while females employ
more emotionally or socially hurtful language. As with financial blackmail,

sarcasm and withhold are not utilized by either gender (0.0%).

3. Beneficial Blackmail

In beneficial blackmail, negative impoliteness again dominates for both
males (50.0%) and females (75.0%). This consistent pattern reinforces its
centrality in coercive interactions, regardless of the gender or type of
blackmail. Males also use bald on record strategies to a significant extent
(38.9%), while positive impoliteness is minimally present (11.1%) and absent
among females (0.0%). Sarcasm and withhold are not recorded at all,

showing a continued avoidance of indirect or passive strategies.

Across all three types of cyber blackmail, negative impoliteness is the most

frequently used strategy by both male and female blackmailers, emphasizing a preference

for coercive, face-threatening acts that undermine the victim’s autonomy or self-worth.

Bald on record is the second most utilized, particularly by male blackmailers, who appear

more willing to use direct threats. On the other hand, sarcasm and withhold are the least

utilized strategies, with multiple instances of complete absence across all cases and

categories. This overall pattern suggests that both male and female blackmailers favor

direct, forceful, and emotionally charged language over passive or indirect strategies when

coercing their victims.



4.4 A Comparison Between Males and Females Cyber Blackmailers

178

This section compares male and female blackmailers' use of conversational and

impoliteness strategies for all the types of cyber blackmail. It displays the statistical results

by applying the Chi-square test.

4.4.1 Overall Analysis of Conversational Strategies for all types of Cyber

Blackmail

This section shows the use of conversational strategies by male and female

blackmailers across all types of cyber blackmail (financial, sextortion, and beneficial cyber

blackmail). It highlights whether there are significant differences between males and

females in their use of conversational strategies. Table (40) demonstrates the overall

analysis of the conversational strategies for all the types of cyber blackmail.

Table 40

Chi-square Analysis of the Conversational Strategies for All Types of Cyber Blackmail

No. Conversational Strategies Males | Females | Chi- Statical Significance
Square | Significance
1. Minimal Responses 7 2 2.78 0.1 Non
2. Directive /Commands 38 20 5.59 <.001 Yes
3. Swearing and Taboo Language 19 14 0.76 0.02 Non
4. Compliment 4 1 1.8 0.18 Non
5. Question 16 6 4.55 <.001 Yes
6. Tag Question 8 1 5.44 <.001 Yes
7. Hedges 5 3 0.5 0.48 Non
8. Using Ambiguity 0 6 6 <.001 Yes
9. Blocking the target 0 0 0.0 1.0 Non
10. Hit and run 8 11 0.47 0.49 Non
11. Camouflaging the illegality 3 1 1.0 0.32 Non
12. Isolating the target 8 8 0.0 1.0 Non
13. | Ignoring the target when says No 5 3 0.5 0.48 Non
14. | Withholding crucial information 0 0 0.0 1.0 Non
15. Lying the target about crucial 0 0 0.0 1.0 Non
information
16. Scripting the target 29 25 0.3 0.59 Yes
Total 150 101
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Cyber blackmailers use different conversational strategies to manipulate, coerce, or
intimidate their victims. The statistical analysis of these strategies reveals patterns in how
male and female blackmailers manipulate. Some strategies are used significantly more by
one gender, while others show no meaningful difference. Below is a detailed explanation
of each strategy and why blackmailers might use them.

Minimal Responses are used more by males (7 times) compared to females (2 times),
but this difference is not statistically significant. Minimal responses involve short,
uninterested replies that can create psychological pressure by making the victim feel
ignored or worthless. Male blackmailers might use this strategy to maintain control by
making the victim worried or uncertain about their next move.

Directives or Commands show a significant difference between males (38 times)
and females (20 times), indicating that male blackmailers tend to be more assertive and
direct in their threats. This strategy helps assert dominance and ensures compliance over
the victim. Commands such as “Send the money now” or “Do what I say, or I'll expose
you” create immediate coercion, leaving the victim with little time to think or resist.

Swearing and Taboo Language are used by both males (19 times) and females (14
times), though not at a statistically significant level. Swearing can serve as an intimidation
strategy, making the threat seem more aggressive and serious. The use of harsh language
may also reflect frustration or an attempt to break down the victim’s emotional defenses.

Compliments are rare in blackmail interactions, with males using them (4 times) and
females (1 time). Though not statistically significant, compliments might be used to
emotionally manipulate the victim, either by gaining their trust before making a demand or
as a way to soften the threat after it is made. This could create confusion in the victim,
making them more susceptible to coercion.

Questions are significantly more common among males (16 times) than females (6
times). Question strategy allows blackmailers to extract more information from their
victims, which can be used for further manipulation. By asking questions, male
blackmailers may assess the victim’s emotional state, test their willingness to comply, or

gather additional information for future threats.
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Tag Questions also shows a significant difference, with males using them more
frequently (8 times) than females (1 time). Tag questions, such as “You don’t want this to
get out, do you?” or “You understand what I mean, right?” create psychological pressure
by subtly leading the victim to agree with the blackmailer’s demands. This strategy
manipulates the victim into compliance without an overt threat.

Hedges, which involve uncertain language like “maybe” or “I think” were used
slightly by both genders, with males (5 times) and females (3 times) showing no significant
difference. Because blackmail includes explicit threats and demands, hedging might be less
effective in these situations.

Using Ambiguity is a significant strategy for females (6 times) while completely
missing among males (0). Female blackmailers might use vague or indirect threats to instill
fear while maintaining denial. Avoiding explicit statements makes it harder for the victim
to report the blackmail, as the threat is not formulated.

Blocking the Target is not used by either gender, which makes sense since continued
communication is necessary for blackmail to be effective. Cutting off the victim would
limit the blackmailer’s ability to apply pressure.

Hit and Run is slightly more common among females (11 times) than males (8
times), though not at a statistically significant level. This strategy involves making a quick
threat and disappearing, forcing the victim to panic and comply out of fear. Female
blackmailers may use this strategy to create emotional instability in the victim.

Camouflaging the Illegality is used rarely by both genders (males: 3 times, females:
1 time). This involves hiding threats as harmless requests or conditions, making the
blackmail appear less criminal. This could be an attempt to avoid legal consequences if the
victim reports the threat.

Isolating the Target is used equally by males and females (8 times). This strategy
aims to cut the victim off from potential support systems, making them feel trapped and
unable to seek help. By ensuring the victim has no one to turn to, blackmailers increase

their control over the situation.
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Ignoring the Target When They Say No was used slightly more by males (5 times)
than by females (3 times), although not significantly. This reflects the persistence of
blackmailers, who refuse to accept rejection and continue pressuring the victim until they
comply. Withholding Crucial Information and Lying About Crucial Information were
completely absent from both male and female blackmailers. This indicates that explicit
threats are more effective than deception in blackmail situations.

Scripting the Target is common for both genders, with males (29 times) and females
(25 times) using it frequently. This strategy involves guiding the victim on what to say or
do, making them complicit in the situation. By controlling the victim’s actions,
blackmailers ensure they follow the script without resistance.

The findings suggest that male blackmailers are more likely to use direct, forceful,
and assertive strategies, such as commands, questions, and tag questions. In contrast,
female blackmailers lean toward indirect, ambiguous, and emotionally manipulative
strategies, such as using ambiguity and hit-and-run. Understanding these patterns can
provide insight into the different psychological approaches blackmailers use and how
victims respond to threats. Figure 14 demonstrates that there is a statistically significant

difference of conversational strategies for all the types of cyber blackmail

Significant Differences of Conversational Strategies by

Blackmailers ( Males and Females)
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Figure 14. Chi-square Analysis of the Conversational Strategies for All Types of
Cyberblackmail
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This section presents a comparative analysis of the conversational strategies and

impoliteness strategies employed by male and female blackmailers in various forms of

cyber blackmail.

A. Financial Blackmail

Table 41

Chi-square Analysis of the Conversational Strategies in Financial Blackmail

No. Conversational Strategies of Males | Females | Chi- Statical Significance
Financial Blackmail Square | Significance
1. Minimal Responses 7 0 7 <.001 Yes
2. Directive /Commands 13 11 0.17 0.68 Non
3. Swearing and Taboo Language 13 5 3.56 0.06 Non
4. Compliment 2 0 2 0.75 Non
5. Question 8 1 5.44 <.001 Yes
6. Tag Question 5 0 5 <.001 Yes
7. Hedges 2 1 0.33 0.56 Non
8. Using Ambiguity 0 5 5 <.001 Yes
9. Blocking the target 0 0 1 0.32 Non
10. Hit and run 4 6 0.4 0.53 Non
11. Camouflaging the illegality 0 0 0.0 1.0 Non
12. Isolating the target 4 3 0.14 0.71 Non
13. | Ignoring the target when says No 1 2 0.33 0.56 Non
14. | Withholding crucial information 0 0 0.0 1.0 Non
15. Lying the target about crucial 0 0 0.0 1.0 Non
information
16. Scripting the target 9 10 22.7 <.001 Yes
Total 68 44

Table (41) illustrates that there is a statistically significant difference in the use of

conversational strategies in financial blackmail by males and females. Males employ

minimal responses, questions, tag questions, and ambiguity strategies more than females

There is also a statistically significant variation in the employment of scripting the

target strategy. Females employ this strategy more than males.
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The results show that five strategies indicate significant differences between
genders. Males are more likely to use minimal responses, questions, and tag questions,
suggesting they may rely on short, direct interactions and subtle reinforcement strategies.
Females, on the other hand, tend to use ambiguity, which may help them maintain control
and uncertainty over the victims in the conversation. The most significant finding is that
both genders engage in scripting the target, but at different rates, indicating this is a
dominant strategy in financial blackmail regardless of gender. Other strategies, such as
commands, swearing, hedges, and isolating the target, do not show significant differences,
meaning both genders use them similarly. Figure 15 demonstrates that there is a statistically
significant difference of conversational strategies in financial blackmail utilized by male

and female cyber criminals.

Significant Differences of Conversational Strategies in Financial

Blackmail by Males and Females
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Figure 15. Chi-square Analysis of the Conversational Strategies in Financial Blackmail

B. Sextortion Blackmail

Table (42) demonstrates the differences of the conversational strategies used by

males and females in sextortion blackmail.
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Table 42
Chi-square Analysis of The Conversational Strategies in Sextortion Blackmail
No. Conversational Strategies of Males | Females | Chi- Statical Significance
Sextortion Blackmail Square | Significance
1. Minimal Responses 0 2 2 <.001 Yes
2. Directive /Commands 18 7 4.84 <.001 Yes
3. Swearing and Taboo Language 4 8 1.33 0.25 Non
4. Compliment 2 1 0.33 0.56 Non
5. Question 5 5 0.0 1.0 Non
6. Tag Question 1 1 0.0 1.0 Non
7. Hedges 3 1 1.0 0.32 Non
8. Using Ambiguity 0 1 1 0.79 Non
9. Blocking the target 0 0 0.0 1.0 Non
10. Hit and run 3 4 0.14 0.71 Non
11. Camouflaging the illegality 3 1 1.0 0.32 Non
12. Isolating the target 3 4 0.14 0.71 Non
13. | Ignoring the target when says No 4 1 1.8 0.18 Non
14. | Withholding crucial information 0 0 0.0 1.0 Non
15. Lying the target about crucial 0 0 0.0 1.0 Non
information
16. Scripting the target 10 10 0.0 1.0 Non
Total 56 46

Two strategies indicate statistically significant differences between males and

females: Directive / Commands (x> = 4.84, p < 0.05), Males (18 times) vs. Females (7
times). Males use direct commands significantly more often than females. This suggests
that male blackmailers may rely on forceful language to control the victim, whereas
females may use other manipulative strategies instead. Minimal Responses (y* = 2, p <
0.05, but weak significance) Males (0) vs. Females (2 times). Although the frequency is
low, the fact that only females use minimal responses might indicate a tendency to be more
indirect in their approach to sextortion. However, since the Chi-Square value is small, the
significance is weak and may not be convincing.

The other strategies show minimal differences, indicating that both genders utilize
them at comparable rates. Swearing and Taboo Language (> = 1.33, not significant). While

females use this strategy more than males (8 vs. 4 times), the difference is not strong
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enough to be statistically meaningful. Questions, Tag Questions, and Scripting the Target
(x> = 0.0, not significant): These are used equally by both genders, indicating that they are
common strategies in sextortion blackmail, regardless of gender. Hit and Run & Isolating
the Target (x> = 0.14, not significant). The slight difference in frequency between males
and females does not indicate a meaningful difference. Finally, ignoring the Target When
They Say No (y* = 1.8, not significant): Although males (4 times) use this slightly more
than females (1 time), the difference is not statistically strong.

As a result, the only significant differences are in sextortion blackmail, which is
Directive/Commands and Minimal Responses, suggesting that males are more likely to use
direct control through commands, while females may rely on more indirect strategies.
Other strategies appear to be equally used by both genders, showing that both male and

female blackmailers rely on similar conversational methods in sextortion cases.

Significant Differences of Conversational Strategies in
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Figure 16. Chi-square Analysis of the Conversational Strategies in Sextortion Blackmail
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Table (43) demonstrates the differences of the conversational strategies used by

males and females in beneficial blackmail.

Table 43

Chi-square Analysis of the Conversational Strategies in Beneficial Blackmail

No. Conversational Strategies of Males | Females | Chi- Statical Significance
Beneficial Blackmail Square | Significance
1. Minimal Responses 0 0 0.0 1.0 Non
Vi Directive /Commands 7 2 2.78 0.1 Non
3. Swearing and Taboo Language 2 1 0.33 0.56 Non
4. Compliment 0 0 0.0 1 Non
5. Question 3 0 3 0.07 Non
6. Tag Question 2 0 2 0.21 Non
7. Hedges 0 1 1 0.32 Non
8. Using Ambiguity 0 0 0.0 1.0 Non
9. Blocking the target 0 0 0.0 1.0 Non
10. Hit and run 1 1 0.0 1 Non
11. Camouflaging the illegality 0 0 0.0 1.0 Non
12. Isolating the target 1 1 0.0 1 Non
13. | Ignoring the target when says No 0 0 0.0 1.0 Non
14. | Withholding crucial information 0 0 0.0 1.0 Non
15. Lying the target about crucial 0 0 0.0 1.0 Non
information
16. Scripting the target 10 5 1.67 0.2 Non
Total 26 11

Chi-square values indicate that none of the conversational strategies in beneficial

blackmail show statistically significant differences between males and females. With only

three cases of beneficial blackmail (2 male, 1 female), the data is too limited to produce

meaningful statistical differences.

Many strategies have zero “Minimal Responses”, “Compliment”, and “Using

Ambiguity ", which comprises the validity of the chi-square test. When the expected values

appear to be too low, the test loses power and reliability. Strategies like “Hit and Run” and

“Isolating the Target" have equal frequencies for both genders (1 time male and 1 time
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female), leading to a chi-square value of (0.0), meaning there’s no difference to detect.
Even in strategies where males and females differ. “Directive/Commands” with 7 times
for males vs. 2 times for females, or “Scripting the Target” with (10 times for males vs. 5
times for females), the differences aren’t large enough relative to the total data to be

statistically significant.

4.4.2 Impoliteness Strategies
This section compares the use of impoliteness strategies between male and female

blackmailers. It presents the statistical results using the Chi-square test.

4.4.2.1 Overall Analysis of Impoliteness Strategies of Cyber Blackmail

This section shows the use of impoliteness strategies by male and female
blackmailers across all types of cyber blackmail (financial, sextortion, and beneficial cyber
blackmail). It highlights whether there are significant differences between males and
females in using impoliteness strategies. Table (44) demonstrates the overall analysis of
the impoliteness strategies for all the types of cyber blackmail.

Table 44
Chi-square Analysis of the Impoliteness Strategies for All Types of Cyber Blackmail

No. Impoliteness Strategies of Males | Females | Chi- Statical Significance
Cyber Blackmail Square | Significance
1. Bald on record 38 19 6.33 <.001 Yes
2. Positive impoliteness 17 13 0.53 0.47 Non
3. Negative impoliteness 35 29 0.56 0.45 Non
4. Sarcasm 1 1 0.0 1.0 Non
5. Withhold 0 0 0.0 1.0 Non
Total 91 62

The analysis of impoliteness strategies in cyber blackmail reveals key differences
and similarities between male and female blackmailers. The most frequently used strategy
by both genders is “Bald on Record”, where direct and explicit threats are made. Males

employ this strategy significantly more than females, with 41.8% of male blackmail cases
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using it compared to (30.6%) of female cases (> = 6.33, p=0.01). This indicates that male
blackmailers tend to use a straightforward, aggressive approach, aiming to intimidate their
victims through unambiguous threats. The significant p-value suggests that this is not due
to random variation but rather a consistent pattern of male blackmail behavior.

In contrast, Positive Impoliteness, which involves exclusion, mockery, or ridiculing
the victim, does not show a statistically significant difference between genders (y*> = 0.53,
p = 0.47). While males use this strategy in (18.7%) of cases and females in (21.0%), the
similarity in usage suggests that psychological manipulation through mockery or belittling
is employed by both genders at comparable percentages. Unlike bald on record, this
strategy is less about explicit threats and more about undermining the victim’s confidence
and emotional stability, making it a strategy that may be used in longer-term blackmail
rather than immediate coercion.

Negative Impoliteness, which includes humiliation and attacking the victim’s
autonomy, is another commonly used strategy, with 38.5% of male blackmailers and
(46.8%) of female blackmailers employing it (x> = 0.56, p = 0.45). The lack of statistical
significance indicates that both male and female blackmailers rely on threatening the
victim’s self-dignity at a similar percentage. This strategy might be particularly effective
in cases where emotional or reputational damage is central to the blackmail, such as in
sextortion or cases involving social standing.

On the other hand, Sarcasm is rarely used with only one case reported for both males
(1.1%) and females (1.6%), making the difference statistically insignificant (%> = 0.0, p =
1.0). Sarcasm is inherently indirect and ambiguous which likely makes it ineffective in
cyber blackmail, where clarity and urgency are crucial. A similar pattern is observed in the
Withhold strategy, which was not used at all by any blackmailer in the dataset (0% for both
males and females, > = 0.0, p = 1.0). Since blackmail typically requires active engagement
with the victim to exert pressure, a passive approach like withholding communication does
not align with the nature of coercion.

Overall, the results suggest that males are significantly more likely to use direct

threats (Bald on Record), while females are slightly more inclined to use psychological
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manipulation (Positive Impoliteness and Negative Impoliteness), though these differences
are not statistically significant. Additionally, indirect strategies like Sarcasm and Withhold
are largely absent in cyber blackmail, reinforcing the idea that effective blackmail requires
active and explicit communication rather than subtle or passive approaches. See Figure 17

for more clarification.

Significant Differences of Impoliteness Strategies by Males
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Figure 17. Chi-Square Analysis of the Impoliteness Strategies for All Types of Cyber

Blackmail
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4.4.2.2 Differences Between Males and Females for Each Type of Cyber

Blackmail
1. Financial Blackmail

Table 45

Chi-square Analysis of the Impoliteness Strategies in Financial Blackmail

No. Impoliteness Strategies of Males | Females | Chi- Statical Significance
Financial Blackmail Square | Significance

1. Bald on record 13 11 0.17 0.68 Non

Vi Positive impoliteness 13 5 3.56 0.06 Non

3. Negative impoliteness 15 11 0.62 0.43 Non

4. Sarcasm 1 1 0.0 1.0 Non

5. Withhold 0 0 0.0 1.0 Non

Total 42 28

The overall chi-square values for both males (3> = 11.71, p = 0.01) and females (*
=10.29, p = 0.02) indicate that gender has a statistically significant effect on the choice of
blackmail strategies. Since both p-values are below 0.05, we can conclude that the
distribution of strategies differs meaningfully between males and females. However, when
analyzing individual strategies separately, none of them reach statistical significance. This
suggests that no single strategy dominates the gender-based variation, but the collective
differences across all strategies contribute to the overall significance.

In the analysis of Individual Strategies "Bald on Record" strategy, which involves
direct and explicit threats or demands, was used by males (31.0%) and females (26.2%) at
similar rates. The chi-square value (0.17) is extremely low, and the p-value (0.68) is well
above the significance threshold. This suggests that gender does not significantly influence
the use of direct threats in financial blackmail cases. The minimal variation observed
between males and females is likely due to random chance rather than any systematic

gender difference.
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Positive Impoliteness strategy involves using insults, derogatory remarks, or
dismissive language to intimidate the victim. Males employed this strategy more frequently
(31.0%) compared to females (11.9%). The chi-square value (3.56) and p-value (0.06)
indicate that this difference is close to statistical significance but does not quite reach the
conventional threshold of (0.05). This suggests that males may be more tend to use this
strategy than females.

Negative Impoliteness strategy which involves, making the victim feel isolated or
displaying hostility, was used by males (35.7%) and females (26.2%). The chi-square value
(0.62) and p-value (0.43) indicate that this difference is not statistically significant. The
relatively even distribution indicates that both genders utilize this strategy in financial
blackmail at similar rates, and any minor difference is likely attributable to chance.

Sarcasm, which includes using irony or mockery to exert control over the victim,
was used minimally by both males and females (2.4% each). The chi-square value of (0.0)
and p-value of 1.0 indicate no variation between genders. This means that sarcasm is not a
distinguishing factor in gender-based blackmail strategy choice and is rarely employed in
financial blackmail cases.

Withhold politeness, where the blackmailer refuses to communicate or provide
expected responses to manipulate the victim, was not used at all by either males or females
(0.0%). Since this strategy was not observed in any case, it has no variation and thus no
statistical significance.

Although no individual strategy reached statistical significance, the overall chi-
square results (y>=11.71, p=0.01 for males; ¥*> = 10.29, p = 0.02 for females) confirm that
gender plays a role in the general distribution of financial blackmail strategies. This means
that while specific strategies do not show major gender-based differences on their own, the

combined effect of multiple small differences creates a significant pattern overall.



B — Sextortion Blackmail

Table 46

Chi-square Analysis of the Impoliteness Strategies in Sextortion Blackmail
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No. Impoliteness Strategies of Males | Females | Chi- Statical Significance
Sextortion Blackmail Square | Significance
1. Bald on record 18 6 6.0 <.001 Yes
Dl Positive impoliteness 2 8 3.6 <.001 Yes
3. Negative impoliteness 11 12 0.04 0.84 Non
4. Sarcasm 0 0 0.0 1.0 Non
5. Withhold 0 0 0.0 1.0 Non
Total 31 26

The Bald on Record strategy involves direct threats without any attempt to mitigate
their impact. The data reveal that male blackmailers (18 times) employ this strategy
significantly more than female blackmailers (6 times). The chi-square test result (6.0) and
a p-value of 0.01 indicate a highly significant difference, meaning that males have a strong
tendency to use this strategy compared to females. The preference for direct threats among
males may be linked to more aggressive strategies, a desire for immediate compliance, or
a tendency to use dominance in coercive situations.

Positive Impoliteness refers to strategies that involve ridicule, exclusion, or other
forms of psychological manipulation. Remarkably, this strategy is more common among
female blackmailers (8 times) than male blackmailers (2 times). The statistical test results
(chi-square = 3.6, p-value = 0.06) suggest that the difference is nearly significant,
indicating a noticeable value. The higher use of Positive Impoliteness among female
blackmailers may indicate a preference for emotional and psychological manipulation over
direct threatening.

Significantly, both Sarcasm and Withhold strategies are absent in the analyzed
sextortion cases. These strategies, which typically involve indirect mockery or deliberate

silence to exert psychological pressure, may not be perceived as effective in sextortion

contexts where explicit coercion is required to maintain control over the victim. The
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absence of these strategies suggests that sextortion blackmailers emphasize direct threats,
humiliation, or emotional manipulation over subtle or passive-aggressive strategies. It also
indicates that victims are likely to respond more to overt coercion rather than indirect
pressure in cases of sextortion.

The overall statistical analysis demonstrates that Bald on Record is a significantly
preferred strategy among male blackmailers, while Positive Impoliteness is used more by
females, though not at a statistically significant level. Negative Impoliteness, on the other
hand, 1s equally used by both genders, indicating that it is a universally effective strategy
in sextortion cases. The significant gender differences observed suggest that male
blackmailers may favor direct, aggressive methods, while females might lean towards

indirect psychological manipulation. See Figure 18 for more clarification
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Blackmail by Males and Females

2
= 20
>
L 15
§
= 10
<4 .
o— 5
<
@]
0 Positi
Bald on Record os.|t|ve
Impoliteness
H Male 18 2
B Female 6 8

H Male HFemale

Figure 18. Chi-square Analysis of the Impoliteness Strategies in Sextortion Blackmail
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C- Beneficial Blackmail

Table 47
Chi-square Analysis of the Impoliteness Strategies in Beneficial Blackmail
No. | Impoliteness Strategies of | Males | Females | Chi- Statical Significance
Beneficial Blackmail Square | Significance
1 Bald on record 7 2 2.78 0.1 Non
2 Positive impoliteness 2 0 2.0 <.001 Yes
3. Negative impoliteness 9 6 6.0 0.44 Non
4 Sarcasm 0 0 0.0 1.0 Non
5 Withhold 0 0 0.0 1.0 Non
Total 18 8

Males (38.9%) use the Bald on Record strategy more frequently than females (25%).
Despite this difference, the p-value (0.1) suggests that the difference is not statistically
significant. The choice of direct threats by males could reflect a preference for overt and
dominant coercion. This adjusts with findings from other types of blackmail, where males
often employ more aggressive strategies. However, since the p-value is above (0.05), this
is likely due to sample variability rather than a strong gender-based pattern.

The strategy of Positive Impoliteness illustrates the difference, with males (11.1%)
employing it more frequently than females (0%). However, the lack of any instances of
this strategy among females hinders meaningful statistical analysis. The absence of
Positive Impoliteness, particularly in the context of beneficial blackmail, indicates that
psychological manipulation via ridicule or exclusion may not be as effective in coercing
the victim. Males may prefer it in certain situations, but overall, this method seems less
effective in cases of beneficial blackmail.

For negative impoliteness, both males (50%) and females (75%) use this strategy
frequently. However, the p-value (0.44) indicates that there is no statistically significant
difference between the genders in how often this strategy is used. This suggests that
humiliation and threats to autonomy are commonly effective strategies in beneficial

blackmail for both genders. Despite the higher frequency of use by females, the lack of
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statistical significance implies that the strategy is widely applicable and does not
significantly depend on gender. Both Sarcasm and Withhold strategies are absent in the
analyzed cases, reflected by a p-value of 1.0. This absence suggests that these strategies,
which are often passive-aggressive or involve withholding information, are not effective
or appropriate in the context of beneficial blackmail. The blackmailers may prefer more
direct strategies, such as threatening humiliation or exploiting the victim’s weakness rather
than relying on subtler forms of coercion.

Overall, the statistical analysis shows that while there is some gender-based
differences in the use of blackmail strategies, these differences are generally not
statistically significant in beneficial blackmail cases. The absence of sarcasm and
withholding associated with the common use of negative impoliteness suggests that
blackmailers, regardless of gender, tend to focus on direct coercion methods that threaten
the victim’s dignity. The marginal difference in Bald on Record and Negative Impoliteness
strategies points to subtle trends, but it is clear that both males and females largely rely on
similar strategies for beneficial blackmail, with little evidence supporting a strong gender-

based preference. See Figure 19 for clarification
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Figure 19. Chi-square Analysis of the Impoliteness Strategies in Beneficial Blackmail
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These results answer the fifth question of this study, which reads “What are the
differences between males and females in their use of cyber blackmail, conversational

strategies, and impoliteness strategies in the data under study?”.



Table 48
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Conversational Strategies for All Types of Cyber Blackmail Between Males and Females

Financial Blackmail Sextortion Blackmail Beneficial Blackmail

Conversational Strategies

Minimal Responses

Language

Chi&p.v 1.33 & 0.25

Compliment 1

Chi&p.v

Question

Chi&p.v

Tag Question
Chi&p.v
Hedges

Chi&p.v

0.33 & 0.56 0.0& 1.0 1 & 0.32
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Using Ambiguity 0 0.0 0 0.0
Chi&p.v 00&1
Blocking the target 0 0.0 0 0.0
Chi&p.v 00&1
Hit and run 1 3.8% 1 9.1%
Chi&p.v 00&1
Camouflaging the 0 0.0 0 0.0
illegality
Chi&p.v 00&1
Isolating the target 1 3.8% 1 9.1%
Chi&p.v 00&1
Ignoring the target 0 0.0 0 0.0
Chi&p.v 00&1
Withholding crucial 0 0.0 0 0.0 0 0.0 0 0.0
information
Chi&p.v 0.0 & 1.0 00&1
Lying the target about 0 0.0 0 0.0 0 0.0 0 0.0
crucial information
Chi&p.v 0.0 & 1.0 0.0&1
Scripting the target | 9 [13.2% 22.7% 17.9% 21.7% 10 [ 385% | 5 | 455%
Chi&p.v 0.05 & 0.82 0.0&1.0 1.67 & 0.2
Total 68 100% 44 100% 56 100% 46 100% 26 | 100% 11 100%
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Impoliteness Strategies for All Types of Cyber Blackmail Between Males and Females
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Financial Blackmail

Sextortion Blackmail

Beneficial Blackmail

Impoliteness Strategies

Male

Female

Male Female Male Female

Bald on record | 13 | 31.0% ] 11 | 26.2% | 18 58.1%

Positive 13 [ 31.0% | 5 | 11.9% 8 30.8 %
impoliteness

Negative 15 [357% | 11 | 262% | 11 | 355% 12 46.2 %
impoliteness

Chi&p.v 0.62 0.04

Sarcasm 1| 24% | 1 | 24% 0 2.4 % 0 2.4 %

Withhold 0| 0.0 0 0.0 0 0.0 0 0.0

Chi&p.v 0.0 0.0

Total 42 | 100% | 28 | 100% 31 100% 26 100%

2 25.0 %

18

100%

8 100%
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CHAPTER FIVE
CONCLUSIONS, RECOMMENDATIONS, AND SUGGESTIONS
For Further Studies

5.1 Preliminary Remarks

This chapter comprises three sections. The first section presents the conclusions of
the findings arrived at in the analysis of the selected data. The second section is concerned
with presenting some recommendations founded on the outcomes of the study. Finally, the
third section offers suggestions for further studies.

5.2 Conclusions

In light of the results given in the previous chapter, the present study has reached
the following conclusions:

1- Cyber blackmail in the data under scrutiny can be categorized into three main types:
financial, sextortion, and beneficial blackmail. These three types were present across
both male and female offenders, suggesting that the method of blackmail is not
determined by gender, but rather by the offender’s motivation, their relationship with
the victim, and the opportunities presented by the digital context, which means that
cyber blackmail is a complex crime that takes different forms depending on the
situation. Among these, financial and sextortion blackmail are the most frequently
employed by offenders, while beneficial blackmail appears only rarely. This verifies
hypothesis No. 1, which reads “Cyber blackmail can be categorized into three types:
financial, sextortion, and beneficial blackmail in the data under scrutiny”.

2- As it was hypothesized that “Male and female blackmailers employ different
conversational strategies depending on the type of cyber blackmail”, the results verified
and proved this point.

a) Cyber blackmailers employ a variety of conversational strategies when
interacting with their victims. These strategies are not random; rather, they
reflect the offender’s goals, the type of blackmail, and the nature of the digital

environment.
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b) Blackmailers frequently rely on strategies that are directive or manipulative,
such as giving commands, pressuring the victim to comply. In addition,
emotionally aggressive strategies such as using taboo language, insults, or
isolating the victim from others are also present, suggesting that intimidation is
a common strategy used to weaken the victim’s defenses. Other strategies, like
asking questions or using tag questions, serve to maintain engagement and test
the victim’s reactions.

¢) Some blackmailers attempt to hide their illegal intentions by using unclear
language or vague expressions reflecting a clear awareness of the criminal nature
of their actions. Meanwhile, certain strategies that involve more manipulation,
like ignoring refusals or withholding information, are employed to extend the
control over the victim while avoiding direct confrontation.

d) Strategies, such as completely blocking or lying to the victim, were not observed
in the data, which might indicate that cyber blackmailers prefer to maintain
continuous communication in order to sustain psychological pressure and keep
the victim within their control.

e) Cyber blackmailers adapt their language strategically to achieve their objectives,
shifting between dominance, manipulation, and emotional pressure depending
on the situation.

3- Hypothesis No.3 suggests that male and female blackmailers utilize different
impoliteness strategies during their interaction with their victims. The results support
this hypothesis:

a) Both male and female cyber blackmailers employ a diverse range of
impoliteness strategies to assert power, manipulate victims, and maintain control
within digital interactions. These strategies, such as bald-on-record threats,
negative impoliteness, and emotionally aggressive language, are not used
randomly but are carefully selected to suit the offender’s intent and the context

of the blackmail. While both genders rely on similar types of impoliteness, the
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difference lies in the frequency and how these strategies are deployed, reflecting
variations in communicative style, tone, and interpersonal dynamics.

b) Negative impoliteness and bald on record reflect direct and often harsh linguistic
behavior. These strategies involve explicit threats, criticisms, and intentional
attacks on the victim’s self-image, aiming to dominate the interaction and
increase psychological pressure.

c) Positive impoliteness, which includes ridicule, sarcasm, and dismissiveness, was
also observed. It reflects an effort to damage the victim's sense of belonging or
self-worth, suggesting a more emotionally manipulative approach. Interestingly,
the use of sarcasm was minimal, and withholding responses was not observed at
all. This may imply that blackmailers prefer direct engagement to sustain
pressure and avoid giving the victim space to withdraw from the conversation.

d) The variation in strategy use suggests that male and female blackmailers may
adopt certain impoliteness patterns based on the context, type of blackmail, and
their communicative style.

4- The study has shown that “scripting the target” consistently emerges as the most
frequently used strategy across all types of cyber blackmail and among both genders;
In contrast, “Directives/Commands” show a high frequency, particularly among male
offenders. Gender-based differences are evident in the use of swearing and taboo
language, with males using it more in financial blackmail, while females tend to use it
more in sextortion blackmail. Moreover, the strategies of “Using ambiguity” and
“compliments” have been used the least frequently across all the types of cyber
blackmail. Concerning impoliteness strategies, Negative impoliteness is the most
frequently utilized strategy by both male and female blackmailers across all three types
of cyber blackmail, which reflects a clear tendency for coercive, face-threatening acts
and aims to undermine the victim’s autonomy or self-esteem. The bald-on-record
strategy is ranked as the second most common, especially among male blackmailers,
who typically prefer more direct and explicit forms of threat. whereas sarcasm has been

the least used, Therefore, the fourth hypothesis, No.4, which states, “In terms of
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conversational strategies, Directive /Commands, and Scripting the target are the most
frequently used strategies, while Compliments and Using ambiguity are the least
utilized. Furthermore, concerning impoliteness strategies, Bald on record is the most
frequently used impoliteness strategy by male and female blackmailers, whereas
sarcasm and withhold are the least utilized. ” 1s partially valid.

The results show that, contrary to expectations, male and female blackmailers employ
conversational and impoliteness strategies differently across all forms of cyber
blackmail, with statistically significant differences. This suggests that males and
females employ conversational and impoliteness strategies interchangeably,
complementing each other. Thus, all strategies are equally important, and the
differences in frequencies and percentages are simply a matter of focus. Consequently,
hypothesis No. 5, which states that “No significant differences that can be observed
among the various conversational and impoliteness strategies used by male and female
blackmailers across all the types of cyber blackmail,” has been refuted.

The findings highlight that social media platforms such as Facebook, Instagram, and
WhatsApp play a central role in facilitating the crime of cyber blackmail. These
platforms serve not only as communication channels but also provide access to personal
content that is used in threats, creating a powerful tool in the hands of blackmailers.
Language is a powerful tool in both committing and solving crimes. Forensic
linguistics analysis plays a significant role in detecting and investigating cyber crimes
by uncovering linguistic patterns, threatening language, and authorial markers that can
be used as evidence in legal proceedings. By examining communicative strategies,
forensic linguists help identify perpetrators, interpret intent, and provide insights that
support law enforcement and judicial decision-making. Therefore, the sixth hypothesis,
which states that “Forensic linguistics analysis significantly contributes to detecting
cybercrimes by identifying patterns, threats, and authorial features that help in legal

investigations and court decisions” is verified.
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5.3 Limitations
The current study has several limitations
1- The sample size is relatively small, consisting of only twenty-three cases, which
may limit the generalizability of the findings to a broader population.
2- The data were obtained from National Security Service (NSS), Police Centre (PC)
in Najaf, investigative judges at Najaf Court of Appeal, the Directorate of
Intelligence and Technology (DINT) in Karbala, and Community Policing (CP)
units in the governorates of Najaf, Karbala, and Baghdad which reveals to the
documented cases reported to the authorities; thus, unreported cases or those
resolved privately were not included.
3- Some victims deleted parts of the messages before reporting the cases, making it
difficult for the researcher to access the complete original texts.
4- The data used in this study are highly confidential. They cannot be copied or
provided to the researcher without official approval from the chief judges in the
criminal courts and all security institutions. The researcher is only permitted to write
the information under strict supervision. Following ethical and legal standards,
sensitive information, including the personal identities of victims and offenders, is
not disclosed, and all data are reviewed and approved by the relevant institutions to
ensure full compliance with privacy and ethical guidelines
5.4 Recommendations

In light of the above conclusions, the following pedagogical recommendations can
be put forward:
5.4.1 Pedagogical Recommendations

1. Integrating and introducing forensic linguistics as a part of the university curriculum
in law, criminology, and linguistics departments to show the students the role of
language in legal contexts, such as police interviews, witness statements, courtroom
discourse, and the language used in legal documents.

2. Conduct conferences, workshops, and short courses on forensic linguistics in law

and criminology programs at both undergraduate and postgraduate levels. Training
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should include real case analyses, expert lectures from forensic linguists, and
simulation activities (e.g., analyzing threats or blackmail evidence) to enhance
students' applied skills and understanding of language in legal and criminal contexts.
Promoting collaboration among academic institutions, law enforcement agencies,
language departments in universities, and legal practitioners to establish a
comprehensive interdisciplinary framework for forensic linguistics. This
collaboration can improve training, research, and the practical application of
linguistic evidence in legal contexts, particularly in investigations related to

cybercrime.

5.4.2 Social Recommendations

1.

Rising awareness among social media users about the risks of engaging with
unknown individuals online.

Launch national awareness programs of legal literacy to help the general public
understand the importance of law and language in legal and social contexts.
Encouraging reporting of cybercrime by promoting collaboration between forensic
linguists and community organizations, such as Community Policing (CP), to

support victims of cyber blackmail and online harassment.

5.4.3 Legal Recommendations

1.

Employing forensic linguists as expertise witnesses in Iraqi courts or giving them
the task of rewriting and improving cybercrime laws or other crimes to ensure that
legal definitions, regulations, and judicial procedures are clear, precise, and
effective.

Reinforcement of Iraqi legislation digital evidence and its admissibility in courts,
ensuring that linguistic evidence from digital communication (e.g., chat logs,
emails, voice notes) is legally recognized in cyber blackmail cases.

Iraqi cybercrime divisions should build a database of linguistic patterns used by

cybercriminals in Iraq's Arabic, Kurdish, and other regional dialects.
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5.5 Suggestions for Further Research

The present study has provided the reader with a Forensic Linguistics analysis of

cyber blackmail based on the collected cases. In light of this study, a number of suggestions

can be introduced for the researchers to conduct further research:

A Forensic Linguistic Analysis of Defamation in Political Campaigns.

A Forensic Phonetics Analysis of Threats in Anonymous Voice Messages on Social
Media.

A Forensic linguistic analysis can be conducted to examine the language of
harassment on social media platforms.

The Representation of Crime in Dan Brown’s Novels: A Forensic Stylistic Analysis.
The Linguistic Construction of “The Other” in Terrorist Discourse: A Forensic
Analysis of Dehumanization Strategies in Digital Extremism.

A Forensic Discourse Analysis of Sectarian Rhetoric in Political Speeches.

A Forensic Linguistic Investigation of Suicide Notes in the Context of Cyberbullying.
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Appendix A:

2’)\@7?\

English Translgtpﬁﬁqf@ﬁﬁ@aﬁgb Dialect)

Original Text (Iraqi Colloquial Dialect)

Case ¥, Y\Ussed'ﬁg‘o
(t\ﬁ a(d
"G

A

Blackmailer: Right then, let's meet. Send
the money or I'm sharing your pics

Victim: [ gave you money yesterday -
what's with asking for more every bloody
day?

Blackmailer: Stop chatting - where we
meeting?

Victim: Same place

Blackmailer: Get there and give the
money to the lad who comes to you. Don't
try anything clever or I'll show everyone
who you are - not messing about.

Victim: Just don't send anything and delete
what you've got.

Blackmailer: Send what?? I'll show your
minging face to everyone so they know
exactly who you are, you waste. Gone quiet
now? Hiding? Doing a runner?

Victim: Do what you want.

Blackmailer: Think I'm having a laugh?
You disgrace; I'll expose you proper. Don't
send the money, watch me share
everything. Then you'll see what happens.
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Original Text (Iraqi Colloquial Dialect)
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Blackmailer: Oi & . .
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Listen pet, you know you're special
to me but what can I do - I need dosh,
need it sharpish. Tell X that today
I'm gonna wreck her world - yours
too. Tell her all her pics and videos
are going everywhere today, first to
your lot and that muppet Y's people.
You div, let everyone see who
really are and how mental

I can do whatever I fancy, j@
and see.

Get a move on, bye.

Gl O o adle il )N s 854
5 & by A )5 e 18 rline (a5l rliae
ol ale dgiag Lol sl ()] K
ghlias sl 0S £ 555 pall LLE Lol s

leille sl
(=) delan s aSiclaa (b
sl g il s Casdi el A

Y o Segdl

L;)Ll\\ c‘_“_..u.\S Lf)u\ Jﬁ\

b As

1




-\
\&7-"&

English Translation (Infonnél’ggtﬁﬂl Dijalect)

Original Text (Iraqi Colloquial Dialect)

Case 3: I AT o\t
Jra ’:uf;:?«e“? 33%

\S o
Victim: [ (293’{’0 \ amétﬁ\i\ng at all, I
say God's strongdt than everyone

Blackmailer: Love, love, just let me tell
you two words and I'm off. I'm looking out
for you, trust me I want what's best for
you, proper honest

Victim: I'm gonna delete your number

Blackmailer: Yeah, good one

Victim: And don't message me again, got
it!!!

Blackmailer: Yeah. Swear down I'm
waiting for you

Victim: Whatever, go ahead and share if
your conscience lets you

Blackmailer: Time's up

Gonna send you a link and you'll see
who's who

Victim: What link?

Blackmailer:
innit?

sis. I'm off, bye

Victim: You're proper scum
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Blackmailer: Seen them, have you?
You'll send money now, won't you?

Yeah, I'm scum and low-life and you're
scum and thick

What happened to you yesterday? Saw
what happened?

I'll make you see what happens and then
block you

Victim: You've got no conscience

Blackmailer: Yeah, I know

Got a conscience just like yours &
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English Translation (Informal British Dlalgt)

Original Text (Iraqi Colloquial Dialect)

Case 4 \

\o)!
Blackmailer: Re;g,ets!"g\ﬂ %ésae %geb
you'll see what ha‘ﬁ%tftmeé‘;w?h% both
your accounts - thlsfil% and the old one -
and don't dare delete anything.

Accept the request, I said, see the scandal

you'll have at uni and round your way.

Yesterday had a secret chat with your
brother then pulled out, today I'll chat to
him again and show them what their girl's
like, they'll see how reckless and off the
rails you are, yeah, and might end your
life. Look, I want money, won't keep
waiting, Won't give me money, will you?

Fine then.

Victim: Leave me alone, please

Blackmailer: Went to uni today? See
what a scandal?

Victim: Have mercy, May God ruin you.

Blackmailer: Sent you clips to your
WhatsApp number ending ###, sent you
info and a warning, and I swear by
Hussein the martyr and Ali I'll end your
life, go read them quick, I'm gonna share.
Reckon you know what's good for yo
proper

See what I'll do when you don’t add m
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English Translation (Informal British Dial&gt)

Original Text (Iraqi Colloquial Dialect)

Y
Case S " é”’;@‘o <
Blackmailer: Ten in g;yni/ "\\gmﬁ’ .
Transfer me moneif’ Tl\»i’s\-}axgd gt;@hance

cet, o9°

Victim: Can't take it any?rﬁre Please tell me
what you'll do with the video
If my dad finds out he'll kill me. Please,
enough. Delete everything

xO°

Blackmailer: Yeah

Victim: How can I trust you
Blackmailer: Yeah, I'll delete everything

Victim: Then you'll use it to threaten me
again, won't you?

Blackmailer: Nah, won't do that
Victim: I know what you're like

Blackmailer: Tomorrow at ten you must send
a million

Victim: Told you I'll transfer it
Blackmailer: Yeah, alright

Victim: I'll sell the gold and give you money.
Tomorrow, I swear you'll have it
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Blackmailer: Yeah, alright, that's more like it,
send it to this number ####

Victim: But how can I trust you've deleted the
video

Blackmailer: Take a pic of the transfer, you
get me?

Victim: OK, what else
Blackmailer: What's happening? Taken the

pic? Tomorrow we'll see, I swear I'll destroy
you
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7 TS
Case 6 \’\‘{\‘

Nl
Blackmailer: Shut your gob
I'll show everyone at work what you're like,
let the whole lot know about you.
You're coming to the house today, got it?
Don't show up and watch yourself get
exposed I've warned you, just wait and see
what happens
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Original Text (I

ce IS
Blackmailer: Jﬂright darlin', it's (X) here, got
a new number. What's going on lately?
They're saying you're poorly - what's up with
that? Tell us.
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Spotted you yesterday, éeo‘kﬁqu\[og a‘% day yo il 5 gin Glid dallls (idd
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1 P
Giving me the silent treatment, are ya? Right
then, I'll sort you out

One of these days I'll have a word with that
brother of yours down at the council, and
your lad's gonna hear about it too, or I'll get
someone else to tell him, you useless cow,
ain't got no conscience.

Where you at? Wheeeeeere you aaaaat

Victim: At home

Blackmailer: Right then, either we keep this
going or I'll make such an example of ya,
nobody'll feel sorry for ya

Victim: Can't do it no more

Blackmailer: Course you can. Get that
camera on quick or I won't bother finishing
what I'm saying

Heard about that student who did herself in?
That'll be you next, innit. think about it
proper, get that camera on today
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English Translation (Im British Dialect)

J/ \\\ 3av tO"
Case 13 > 593 33'3
ce"fca‘
Blackmailer: You know of course what it
means - turn your camera on or come to that

spot
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Victim: Got problems thau Jgh(can‘:gc;)ﬁ]e \’

every day 656 ,“a\" r_:,?;

Blackmailer: Right tﬁeﬁ‘ﬁll&%ﬁ till
tomorrow and see, but tirn your camera on
now, can't wait any longer

Victim: So you're threatening and using me,
do what you like

Blackmailer: Do what I like, will I? Maybe
you don't know me proper yet

Victim: What you gonna do then, do it
Blackmailer: Look here, if you don't come to
the house, I'll proper hurt you. Either you

come on our terms or... don't blame me after.

Victim: You want to expose me and then say
don't blame you

Blackmailer: Let me see you, turn your
camera on and take pics like we used to.
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Blackmailer: Come on, where are you? You
want to play it hard? It’s easy, tomorrow your
pics'll be everywhere.

Come here flower, hurry up

Victim: Yeah, come on then, where are you?

Blackmailer: Take pics of....
call me with no sound

come on quick,

Victim: Enough, I can't
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Blackmailer: Told you I'll tak _r('{;'gds'?:\'a
then delete the lot and sgt W(&g&@ ide®T's
normal, innit, why can't you? (¢ " 8 we
Ce; ~ ce
Victim: Alright but answer me
Blackmailer: You taking pics.... or not?

Victim: And if I turn the camera on and take
pics, what happens after?

Blackmailer: I'll delete your pics and we'll
both go our separate ways

Victim: And what's the point of that then?
Blackmailer: Stop asking questions, you
taking pics or not? Stop this nonsense

Victim: Answer me, let me understand

Blackmailer: Right then, I'll teach you a
lesson or rip you apart, just watch

Victim: Stop. Talking to you

Blackmailer: This is what's gonna happen to
you. I’'m off now. Just wait.
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English Transtition ékforead! British Dialect)

Case 10 C?; o8y

Victim: For God's sake leave me be, end this
thing, enough - you're like a nightmare, get
off my case

Blackmailer: Today we're getting that
camera on, ain't here to mess about or play

along with you

Victim: There's something called dreams
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Blackmailg;: Qﬁiﬁ@@,&;ﬁ% '(;3;1 your own
then, your fatc}ﬂ'ﬁt\ y)ﬁ‘efnds. Know your dad,
know your houss ﬁow where your
department at the college is, know your area,
and your brothers too. Want more or that'll

do?

Victim: Getting anywhere with all this chat?

Blackmailer: Either you come out with me or
turn that camera on

Victim: What's that about? Let me go get
some grub, better off

Blackmailer: It's your choice, innit, but I
swear ['ll do what I want - you've brought it
on yourself. And trust me, I know how to
track you lot down house by house

Victim: God help me

Blackmailer: Even got your brothers'
accounts down pat, imagine? One more word
and everything's finished. Talking, don't push
easy.

Get that camera on, sharp
Victim: Threatening me, huh?
the open too! And you've got the'gg
demand something back - like I'm thg

who messed up, not you!

Blackmailer: Where we off to today then?
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Original Text (Iraqi Colloquial Dialect)
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Blackmailer: Salam Alaikum, [ Hello].
Victim: Yeah, hi

Blackmailer: Listen, I'm gonna talk for your
own good - what's your deal with (X) and what
info you got?

Victim: I know what's good for me, mate.
Don't know 'em, got nothing to do with 'em
Blackmailer: Look here, I'll believe you for
now, but consider this a warning. Better watch
yourself before it's too late

Victim: Alright then, no worries.
Blackmailer: Watch yourself these next few
days, and mind you don't slip up

Victim: Yeah

Blackmailer: You're not scared of me, are
you? What d'you know about (X)? Answer me
You know full well I ain't messing about
Victim: OK

I swear I'll wreck you. Give me (X)'s g6¢¢
Tonight, I'm telling you, the dirt's gettifig’
spread around the group if you don't i
(X)'s account.
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Blackmailer: I swear by Almighty God, you
step out - to the street, school, wherever - I'll
kill you, I'll kill you. And by the Prophet
Mohammed and Ali, I'll shoot you. Don't think
I'm not around you lot. You and that stupid
donkey you got married to. Don't think I'm not
here - either I'll kill you myself or I'll have my
mates kill you, and by Mohammed, I'll kill
you, I'll kill you.

Have you heard me or not? That's fine. and I
swear by [Imam] Ali, I'll keep watching and

house - and accept it.
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English Tra@jﬁlﬁqn‘(lnformal British Dialect)

Original Text (Iraqi Colloquial Dialect)

Case WS\ a0
r Jﬁa 996 1‘9(\5 3:33

(‘\ﬁ\e a no

e
ﬁ'l(rclhnaller Right now, I know what I'm
gonna do at night, it'll be sorted, innit?
I swear I won't leave any bloody place without
postin' everything.
You worthless, vile, cheatin' coward.
I'm givin' you just two days, that's it. Send the
dosh and send everything I want and I'll delete
all the videos and clear off.
And you won't see me again after. Decide quick,
yeah?
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English Translation (Informal Britf3

Case 2

Blackmailer: Where are you?

Victim: Go ahead

Blackmailer: Bottom line, 50 million today or
I'm sharing the photo. So, what've you decided?
I’m waiting.

Transfer the money quickly
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By
I'm gonna share it, yokl‘y%g@ pay the price
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Original Text (Iraqi Colloquial Dialect)
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x\“e e} V\
@ﬁghngekr Today your uncle wants to
complaln about me, So what? I'll teach you lot
a proper lesson, I swear I’1l finish you off.
Look, I've got your pictures now.
Listen mate, I need money. What you've sent
ain't enough for me. Send me more, and if you
don't, I'll wreck your family and you're
finished. Even your missus will ask for a
divorce. You know bloody well what I've got
on you, so let's make a deal, yeah? That's better
for everyone.
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Blackmailer: Answer on Snapchat quick. I'l
have everyone's mouths running about you and

make it so killing you becomes fair game - get
lost, bye

Victim: What you on about with these threats?

Blackmailer: "Told you I’'m in a sticky
situation - help me out, and that, yeah? But
you're just not accepting it, dunno why.
Listen, everything's good when it's time, innit?

God's generous" generous [What goes around
comes around]
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Victim: "But I'V%H)ﬁ\ ing left, sold
everythin%,aﬂﬁ ; aw-i}%\dé * that's enough
R
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Blackmailer: "Alright then, I'll show you how
you’d sort it out, God's generous [ What goes
around comes around], alright.

You told me your brother works at the
restaurant, right then, you turned out to be a
proper snake"

Victim: "I swear I've got nothing, understand"
Blackmailer: "Get it from your mate

Sort it from your mate, your mum, your
brother, sort it sort it

me"

* The expression in square brackets is3
translator s addition
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Victim: Who are you, girl?

Blackmailer: Doesn't matter, just take this as
advice from your sister.

Victim: [ still need to know who you are.
Thanks for the advice though. There's nothing
that can't be sorted, it's just a matter of time

Blackmailer: I don't want to gloat, but look -
it's been ages and you still haven't given me
anything.

Victim: Thanks

Blackmailer: Haven't figured o
yet, eh?

What I've shared is just one in af
no one's gonna show mercy to

you better come today.
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English Trym\gqu?rglsh Dialect)

Original Text (Iraqi Colloquial Dialect)

Case 6 % \\v% \ed PR 6 duadll
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Al
Blackmailer: Hi, L a2 fsall

Better respond, it's proper urgent innit

And if you don't, I'll try something else - either
way mate, you're the one who's losing.

Check out these pics I sent ya - this is just the
first warning, and there's loads more

Do you really have the guts to not respond, you
crooked-mouthed muppet?

Victim: I'm proper knackered from dealing
with you, can't take it anymore

Blackmailer: Whatever, innit? you're used to it
now. - you've already wasted yourself in
brothels haven't you, so don't stress, you can
handle it.
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English Translation (Informa

inal Text (Iraqi Colloquial Dialect)

Case 7

Blackmailer: Oi, listen up, yeah?
daughter—picked her straight up fro
Next, my lot are gonna take the other one.

And don’t even think about running to the
cops, alright? I’ll make life proper hard for you
lot. See, I write these messages from my own
gaff and time ’em just right, so when you go
crying to the coppers, they’ll think it’s you
making the threats. I even know your bloody
Wi-Fi password.

Here’s the deal—either (X) marries me, or (Y)
does, or you find me someone else. If none of
that works, then (Z) has to dup his missus
and marry me, or I’ll just @( im myself.
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Listen, if you don’t sort this, I’'ll come to your
house, and drag your name through the dirt.
Sod off and rot for all I care.
You lot know I ain’t messing—I know exactly
where he is, and right now, I’m standing
outside your gaff.
Oh, and your car? Proper trashed it—4 in the
bloody morning. Today, I sent some lads to
keep an eye on your daughter. I’ve got a little
arrangement with some blokg from the street—
I write the messages, pa\sye;% on, and he sends
‘em your way
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j\@;lg‘@@l Text (Iraqi Colloquial Dlalect)

It’s (X) — she hates you. And someone else
gave me her wedding photos too. Aw, poor
you. Maybe you can’t afford it, I’ll drop it to 5
million— just as much as the number of your
creatures.

I will make your day as dark as night
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Original Text (Iraqi Colloquial Dialect)

English Translatio Jgnlbm'\i)g?l@@lalect)
Case 9 ;\7 93‘ 1(9(\ 337
il \ed a nNo -

Blackmailer: Why ain't you coming to my flat
tomorrow? Seriously, why ain't you coming?
Come over, we'll get intimate, then sort
everything out.

Victim: Sort everything out? How? And then
you'll just come back.

Blackmailer: Yeah, I'll sort it all, trust me.
Victim: And that’s it?

Blackmailer: I swear on God.

Victim: Do you even dare look me in the eye
after that?

Blackmailer: Listen, don't keep mucking
about. Better get rid of me if you can. Right
I will

now, I'm sort of mad keen on you, but ..

follow?
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Original Text (Iraqi Colloquial Dialect)

S
English Translationdeformal- BritiskDialect)
Case10 @SP, (@ 3o~

Victim: ['ve answered your question, so don't keep
yapping on.

Blackmailer: Speak straight, or I’ll do what I say.
You'll see—so watch yourself and cover your back.
What are you scared of? Man up, even if you're the
biggest bullshitter. And if there's any soft git here,
it's you.

You're such a bloody coward. I'll make you regret
it. Respond, don't be a coward.

Let’s have a voice call. Stop texting. Be careful;
make sure no one else knows anything. Last
warning, I swear to God, I've got recordings of
everything.

your wishes come true.
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Blackmailer: Listen, I'll send you some proper
dodgy pics and vids tonight.
You're not bricking it?

Victim: May God strike you down.

Blackmailer: Know what'll happen if I show
these to your brother? Know what that means?
Check it, got all your pics and your outings. ['ve
got someone in your circle who's grassing you
up. They're bringing me everything - even your
voice messages. And they'll all end up with
your brother. Also, got your pics in the uni and
the beach resort.

One message from me and you're done foremrmm
mate. They'll destroy you. J};
Right, after uni, I'm coming to get o 2 nd'"
go picturing. ,")”? ¥
*[meaning to do the same as in Sie
to] added by the Translator
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I, Hussein Nasse Jabr (PhD in Translation), hereby certify that I am
professionally proficient in Iraqi Arabic dialect and English (including
colloquial/slang variations), and that I have accurately translated the attached
conversational  texts from Iraqi  vernacular  Arabic into colloquial
English (American/British slang as context required).

This translation was prepared for "a Master's thesis research entitled 'A
Forensic linguistic study of Cyber Blackmail on social Media in Iraq' by
Zahraa Aamir Kamil "] and adheres to the following:

v Faithfully renders the original meaning without additions or omissions.

v Preserves cultural nuances and idiomatic expressions.

v Maintains linguistic consistency for research integrity.

Translator’s e: Hussein Nasser Jabr 5 gl e Jabr
. JHusse\ﬂ N. S\ator
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Date: ©7/07/2025 e
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Photographs were taken on October 30, 2024, with Brigadier General Ali Ajmi, the
Director of Community Police at the Ministry of Interior in Baghdad, and Lieutenant
Colonel Basma Al-Zaidi, the Director of the Women’s Division within the Community

Police in Baghdad.
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